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Office of the New Hampshire Attorney General
Consumer Protection & Antitrust Bureau

33 Capitol Street

Concord, NH 03301

Re: Legal Notice of Information Security Incident
Dear Sirs or Madams:

| write on behalf of my client, ShowTix4U, to inform you of a potential security incident involving
personal information for certain ShowTix4U customers that may have affected approximately
two New Hampshire residents. ShowTix4U is notifying these individuals and outlining some
steps they may take to help protect themselves.

ShowTix4U recently learned that an unauthorized individual was able to gain access to its third-
party vendor’s server and install malicious software on its website designed to capture payment
card information as users inputted this information. The incident could affect certain personal
information, including name, address, email address, telephone number, payment card account
number, expiration date, and verification code for a limited number of individuals.

ShowTix4U takes the privacy of personal information seriously, and deeply regrets that this
incident occurred. Upon learning of the incident, ShowTix4U promptly took steps to address the
situation, including engaging outside forensic experts to assist ShowTix4U in investigating and
remediating the situation and transitioning away from the third-party vendor that hosted its
website While ShowTix4U is continuing to review and enhance its security measures, the
incident has now been contained.

Affected individuals are being notified via written letter which will begin mailing on or around
March 30, 2017. A form copy of the notice being sent to the affected New Hampshire residents
is included here for your reference.

If you have any questions or need further information regarding this incident, please contact me
at (303) 801-2758 or kris./'~*~er@nortor-~~efulbright.com.

Norton Rose Fulbright US LLP is a limited liability partnership registered under the laws of Texas. 36619640.1

Norton Rose Fulbright US LLP, Norton Rose Fulbright LLP, Norton Rose Fulbright Australia, Norton Rose Fulbright Canada LLP and Norton Rose
Fulbright South Africa Inc are separate legal entities and all of them are members of Norton Rose Fulbright Verein, a Swiss verein. Norton Rose
Fulbright Verein helps coordinate the activities of the members but does not itself provide legal services to clients. Details of each entity, with certain
regulatory information, are available at nortonrosefulbright.com.
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[SHOWTIX4U LETTERHEAD]
[DATE]
[ADDRESS]

Dear [NAME],

ShowTix4U recently became aware of a potential security incident possibly affecting the personal information of certain individuals
who made a payment card purchase on the ShowTix4U.com website. We are providing this notice as a precaution to inform
potentially affected individuals about the incident and to call your attention to some steps you can take to help protect yourself. We
sincerely regret any concern this may cause you.

What Happened

We were recently alerted by our payment card processor to a potential security incident involving our website. Based upon an
ongoing forensic investigation, it appears that an unauthorized actor was able to gain access to our third-party vendor’s server and
install malicious software on our website. The malicious software appears designed to capture payment card information as the
information was inputted.

What Information Was Involved

We believe that the incident could have affected certain information (including name, address, email address, telephone number,
payment card account number, expiration date, and card verification code) of individuals who made a purchase on the website
between December 11, 2016, and February 2, 2017. According to our records, you made a payment card transaction on the website
during that timeframe and your information may be affected. Please note that because we do not collect sensitive personal
information like Social Security numbers, this type of sensitive information was not affected by this incident.

What We Are Doing

We take the privacy of personal information seriously, and deeply regret that this incident occurred. We've taken steps to address
this incident promptly after we were alerted to it, including engaging outside forensic experts to assist us in investigating,
remediating the situation, and transitioning away from the third-party vendor that hosted our website. The incident has been
contained. In addition, the incident has been reported to federal law enforcement and we are cooperating with their investigation.
What You Can Do

As always, we encourage you to regularly review your credit card statements and report any suspicious or unrecognized activity
immediately to your financial institution. We are working with the card brands who will notify your financial institutions or yourself,

if necessary, of steps that will or can be taken to secure your credit card information. In instances of payment card fraud, it is
important to note that cardhoiders are typically not responsible for any fraudulent activity that is reported in a timely fashion.

Please review the “Information about ldentity Theft Protection” reference guide, included here, which describes additional steps
that you may take to help protect yourself, including recommendations by the Federal Trade Commission regarding identity theft
protection and details on placing a fraud alert at no cost or a security freeze on your credit file.

For More Information

if you have additional questions or concerns about this incident, you may contact us at 866-981-6854 between 9am-5pm Pacific or
email support@showtix4u.com. Again, we sincerely regret any concern this event may cause you.

Sincerely,

ShowTix4U
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