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files and obtaining free credit reports. The affected residents are also being provided with the
contact information for the consumer reporting agencies and the Federal Trade Commission.

At Shaker Heights, protecting the privacy of personal information is a top priority.
Shaker Heights is committed to maintaining the privacy of personal information in its possession
and has taken many precautions to safeguard it. Shaker Heights continually evaluates and
modifies its practices to enhance the security and privacy of the personal information it
maintains.

Should you have any questions regarding this notification, please contact me at (248)
593-2952 or cbattersby@mcdonaldhopkins.com. Thank you for your cooperation.

Very truly yours,

Colin M. Battersby

Encl.
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The privacy and security of the personal information we maintain is of the utmost importance to the Shaker Heights City School
District (“Shaker Heights™). We are writing with important information regarding a recent data security incident that involved
some of your information. We want to provide you with information about the incident, let you know about the services we are
providing to you, and let you know that we continue to take significant measures to protect your information.

What Happened?

On January 30, 2022, Shaker Heights learned that an unauthorized person gained access to a limited portion of our network and
downloaded certain information.

What We Are Doing?

Upon discovery of the incident, we immediately launched an internal investigation and engaged with outside data privacy
professionals who regularly investigate these incidents to help us contain and determine the scope of the incident. Local law
enforcement officials have been notified and we are cooperating in that investigation. A fter an investigation and manual document
review, we discovered on April 18, 2022, that between September 1, 2021 and January 30, 2022 certain impacted files containing
personal information may have been accessed by the unauthorized person.

What Information Was Involved?

The impacted files contained your name and Social Security number.

What You Can Do.

We have no evidence that any of your information has been misused. Nevertheless, out of an abundance of caution, we want
to make you aware of the incident. To protect you and your information, we are providing you with 12 months of free credit
monitoring and identity theft protection services through TransUnion. This service helps detect possible misuse of your personal
information and provides you with identity protection services focused on immediate identification and resolution of identity
theft. This service is completely free to you and enrolling in this program will not hurt your credit score. For more information
on identity theft prevention, including instructions on how to activate your complimentary one-year membership, please see the
additional information provided in this letter.

This letter also provides other precautionary measures you can take to protect your personal information, including placing a
fraud alert and/or security freeze on your credit files, and/or obtaining a free credit report. Additionally, you should always remain
vigilant in reviewing your financial account statements and credit reports for fraudulent or irregular activity on a regular basis.

Please accept our apologies that this incident occurred. We remain fully committed to maintaining the privacy of personal

information in our possession and have taken many precautions to safeguard it. We continually evaluate and modify our practices
to enhance the security and privacy of your personal information.
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For More Information.

If you have any further questions regarding tmlease call our dedicated and confidential toll-free response line

that we have set up to respond to questions at . This response line is staffed with professionals familiar with this

incident and knowledgeable on what you can do to protect against misuse of your information. The response line is available
Monday through Friday, 9 am to 9 pm Eastern.

Sincerely,

Shaker Heights, Ohio 44120
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