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SELECT:=:

Expect More

Re: Notice of Data Breach
Deal

Select Express & Logistics (“Select”) is writing to inform you of an incident that may affect the security of some of your
personal information. This notice provides information about the incident, Select's response, and resources available to
you to help protect your information from possible misuse, should you feel it necessary to do so.

What Happened? On May 3, 2020, Select learned of suspicious activity impacting the operability of certain Select
systems. Select immediately launched an investigation to determine the nature and scope of this activity. Working with
third-party forensic investigators, Select determined that an unknown actor encrypted certain systems using malware,
and also used malware to acquire a small number of files from Select’s server. In addition, the investigation produced
evidence of unauthorized access to a limited number of Select employee email accounts from February 7, 2020 to May
5, 2020. For some of these accounts, the investigation was unable to determine if any specific email or attachment was
actually viewed. Select, therefore, undertook a review of the contents of the email accounts and acquired files that could
have been impacted. Through this review, which was completed on July 8, 2020, it was determined that some of your
personal information was present in the affected email accounts or the files that may have been acquired by the malware.

What Information Was Involved? The information potentially acquired included you:
To date, Select is unaware of any actual or attempted misuse of your personal information as a result of this incident.

What We Are Doing. Select takes this incident and the security of personal information in its care seriously. Upon
learning of this incident, Select moved quickly to investigate and respond, assess the security of relevant Select systems,
and identify potentially affected individuals. As part of Select's ongoing commitment to the security of information, Select
is also reviewing existing policies, procedures, and security measures. Select notified law enforcement of this event and
is reporting this event to relevant state regulators.

Select is offering you access to complimentary identity monitoring services for twelve (12) months through Kroll. If you
wish to activate the identity monitoring services, you may follow the instructions included in the Steps You Can Take to
Help Protect Personal Information.

What You Can Do. We encourage you to remain vigilant against incidents of identity theft and fraud, and to review
your account statements and credit reports for suspicious activity. You may also review the information contained in the
attached Steps You Can Take to Help Protect Personal Information. There you will also find more information on the
identity monitoring, fraud consultation, and identity theft restoration services Select is making available to you. While
Select will cover the cost of these services, you will need to complete the activation process.
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For More Information. We understand that you may have questions about this incident that are not addressed in this
letter. If you have additional questions, please call our call center at 1-844-954-2388 (toll free), Monday through Friday
from 8:00 a.m. to 5:30 p.m. Central Time (excluding U.S. holidays). You may also write to Select at; 55 W 39* St, 15%
floor, New York, NY 10018.

We sincerely regret any inconvenience or concern this incident may have caused.

Sincerely,

DS

Kern Weissman
Chief Information Officer
Select Express & Logistics









