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Dear Mr. MacDonald: 
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McDonald Hopkins PLC represents SEIU Local 32BJ. I write to provide notification 
concerning an incident that may affect the security of personal information of 147 New 
Hampshire residents . 32BJ's investigation is ongoing and this notification will be supplemented 
with any new or significant facts or findings subsequent to this submission, if any. By providing 
this notice, 32BJ does not waive any rights or defenses regarding the applicability of New 
Hampshire law or personal jurisdiction. 

A 32BJ employee was the victim of an email phishing attack via an externally-hosted 
email management system, resulting in unauthorized access to emails during a 24-hour period 
from November 13-14, 2017. This incident exposed some personal information of some 32BJ 
members and other individuals but 32BJ has no evidence that any data has been used 
inappropriately related to this incident. 

Upon learning of the issue, 32BJ initiated a thorough and complex investigation, 
supported by external cybersecurity experts, to identify the scope of the incident and nature of 
the impacted data. As a result of this complex and extensive investigation, which concluded on 
May 18, 2018, 32BJ is now able to confirm that the impacted email account that was accessed 
contained some personal information of New Hampshire residents, including names and Social 
Security numbers. 32BJ has no evidence that any of the personal information has been misused. 

32BJ wanted to make you (and the affected residents) aware of the incident and explain 
the steps 32BJ is taking to help safeguard the residents against identity fraud. 32BJ will provide 
the New Hampshire residents with written notice of this incident commencing on May 25, 2018, 
in substantially the same form as the letter attached hereto. 32BJ is offering the residents a 
complimentary membership with a credit monitoring and identity theft protection service and has 
set-up a dedicated call center to respond to residents' questions. 32BJ will advise the residents to 
remain vigilant in reviewing financial account statements for fraudulent or irregular activity. 
32BJ will advise the residents about the process for placing a fraud alert on their credit files , 
placing a security freeze, and obtaining a free credit report. The residents will also be provided 

{7424632:2 } 
C nicc go I Cleveland I Colvm V$ I Detrol l I M iomi I We:s1 Polm B-eoch 

www.mcdon.aldho;pkins.com 



.. ~ # 

.Attorney General Gordon J. MacDonald 
• Office of the Attorney General 

May 25, 2018 
Page 2 

with the contact information for the consumer reporting agencies and the Federal Trade 
Commission. 

At 32BJ, protecting the privacy and security of personal information is a top priority. To 
help prevent a similar incident from occurring in the future, 32BJ has enhanced its security 
policies and protocols, including updating passwords, adding multi-factor authentication, 
implementing URL protections and revising email attachment scan processes. 

Should you have any questions regarding this notification, please contact me at (248) 
220-1356 or dpaluzzi@mcdonaldhopkins.com. 

Sincerely, 

~/ 
Dominic A. Paluzzi 

Encl. 
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c/o Return Mail Process ing Center 
P.O. Box 6336 
Portland , OR 97228-6336 

<<: Mail ID>> 
<<Name I>> 
<'<Name 2.>> 
<</\Jdrcss l>> 
<</\duress 2>> 
<<Address 3>> 
<<Address 4>> 
<<Address 5>> 
<<City>><<State>><<Zip>> 
<<Country>> 

Dear •"<'Name I>>: 

IMPORTANT 
IN FORMA TION 

<<Dale >> 

At SEIU Local 32BJ, protecting the privacy and security of personal information is a top priority. We value your 
privacy, which is why I am writing to inform you about a cybersecurity incident involving SEI U Local 32BJ, and to 
prov ide you with gu idance to protect yourself and share the steps we have undertaken since d iscover ing the incident. 

Q. What Happened? 

A 32BJ employee was the victim of an email phishing attack via an externally-hosted email management system, 
resul ting in unauthor ized access to emails du ring a 24-hour period from November 13-1 4, 201 7. This incident exposed 
some persona l info rmation of some of our members and other individua ls but we have no ev idence that any data has 
been used inappropriately related to thi s incident. 

Q. What is 32BJ Doing in Response? 

Since we learned of the issue, we initiated a thorough and complex investigation, supported by external cybersecurity 
experts, to identi fy the scope of the incident and nat ure of the im pacted data. As a resul t of thi s complex and extensive 
investigation, which concluded on May 18, 2018, we are now able to confirm that the impacted email account that 
was accessed contained some of your personal information. While we have no ev idence that any of your information 
has been misused, out of an abundance of caution we are noti fy ing you to prov ide guidance on what you can do to 
protect yo urself. 

To help prevent a similar incident from occurring in the future, we have enhanced our security policies and 
protocols, including updating passwords, adding multi-factor authentication, implementing URL protections 
and revising our email attachment scan processes. 

Q. What In formation o(Mine Was Involved? 

The impacted email account contained your full name and Social Securi ty number. 

Q. What Should I Do Now? 

To protect you from potential mis use of your inform ation, we are offering a free one-year membership of Experi an 
IdentityWorks5M Credit 38 , th rough our ex isting relationship with one of our service providers and at no additional 
cost to the Union . T his product helps detect poss ible misuse of your personal infor mation and prov ides you w ith 
identity protection se rvices foc used on immediate identifi cation and resolution of ident ity theft should it occur. 
ldentityWorks Credit 38 is completely free to you, and enrolling in thi s program will not hurt your credit score. For 
more informat ion on identity theft prevent ion and ldentityWorks Credit 38, including instructions on how to activate 
your complimentary one-yea r membership, please see the addi tiona l information provided with thi s letter. 
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We have also included additional information in this letter regarding other precautionary measures you may want to 
take to protect your personal information, including placing a Fraud Alert and/or Security Freeze on your credit files, 
and/or obtaining a free credit report. Additionally, you should a lways remain vigilant in reviewing your financial 
account statements and credit reports for fraudulent or irregular activ ity on a regular basis. 

For More Information: 

Please accept our sincere apologies that this incident occurred and for the stress it might cause. 

If you have any further questions re--· ·ncident, please call our dedicated and confidential toll-free 
response line that we have set up at . This response line is staffed with professionals familiar with 
this incident and knowledgeable on wha you can o o help protect against potential misuse of your information. The 
response line is available Monday through Friday, 9 a.m.- 9 p.m. Eastern Time. 

In solidarity, 

David Torre 
Director of Information Technology Operations 
SEI U Local 32BJ 
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- OTHER IMPORTANT INFORMATION -

1. Enrollin2 in Complimentary 12-Month Credit Monitorin2. 

To help protect your identity, we are offering a complimentary one-year membership of Experian IdentityWorks5M 

Credit 38. This product helps detect possible misuse of your personal information and provides you with superior 
identity protection support focused on immediate identification and resolution of identity theft. 

Activate ldentityWorks Credit 38 Now in Three Easy Steps 

I. ENROLL by: <<Enrollment Date>> (Your code will 11 

2. VISIT the Experian ldentityWorks website to enroll: 
3. PROV! DE the Activation Code: <<Enrollment Code>> 

Ir you have questions about the product, need assistance with identity restoration or would lik' an al ernative to 
enrolling in Experian lclentityWorks online, please contact Expcrian's customer care team at Be 
prepared to provide engagement number <<Engagement #>> as proof of eligibility for the i entity res oration 
services by Experian. 

ADDITIONAL DETAILS REGARDING YOUR 12-MONTH EXPERIAN IDENTITYWORKS CREDIT 
3B MEMBERSHIP: 

A credit card is not required for enrollment in Experian IdentityWorks Credit 38. 

You can contact Experian immediately without needing to enroll in the product regarding any fraud issues. 
Identity Restoration specialists are available to help you address credit and non-credit related fraud. 

Once you enroll in Experian ldentityWorks, you will have access to the following additional features: 

• Experian credit report at signup: See what information is associated with your credit file. Daily credit 
reports are available for online members only." 

• Credit Monitoring: Actively monitors Experian, Equifax and Transunion files for indicators of fraud . 

• Experian ldentityWorks ExtendCARE™: You receive the same high-level of Identity Restoration support 
even after your Experian ldentityWorks membership has expired. 

• $1 Million Identity Theft Insurance' ' : Provides coverage for certain costs and unauthorized electronic 
fund transfers. 

Activate your ~day a 
or call --to reg1s er w1 

What you can do to protect your information: There are additional actions you can consider taking to reduce the 
chances of identity theft or fraud on your account(s). Please refer to www.ExperianlDWorks.com/restoration for 
this information. If you have any questions about ldentityWorks, need help understanding something on your credit 
re~t that an item on your credit report may be fraudulent, please contact Experian's customer care team a---. 

• Offline members will be elig ible to call for additional reports quarterly after enrolling. 

•• Identity theft insurance is underwritten by insurance company subsid iaries or affi liates of American International Group, Inc. (AIG). 
The description herei n is a summary and intended for inform ational purposes only and does not include all term s, conditions and exclusions 
of the policies described. Please refer to the actual policies for terms, conditions, and exclusions of coverage. Coverage may not be avai lab le 
in all juri sd ictions. 
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2. Placing a Fraud Alert. 

W hether or not you choose to use the complimentary 12 month credit monitoring services, we recommend that you 
pl ace an initia l 90-day " Fraud Alert" on your credit fil es, at no charge. A fraud alert tell s credi tors to contact you 
persona lly before they open any new accounts. To place a fra ud alert , call any one of the three major credit bureaus 
at the numbers listed below. As soon as one credit bureau confi rms your fraud alert, they w ill notify the others. 

Equifax 
P.O. Box 105069 
Atlanta, GA 30348 
www.equi fax.com 
1-800-525-6285 

Experian 
P.O. Box 2002 
A llen, TX 75013 
www.experian.com 
1-888-397-3742 

3. Consider Placing a Security Freeze on Your Credit File. 

TransUnion LLC 
P.O. Box 2000 
Chester, PA 190 16 
www.transunion.com 
1-800-680-7289 

If you are very concerned about becom ing a victim of fra ud or identity theft, you may request a " Security Freeze" 
be placed on your credi t fi le. A security freeze prohibits, with certa in spec ific exceptions, the consumer reporting 
agencies from releasing your credit report or any information from it w ithout your express authori zation. You 
may place a security freeze on your credit report by sending a request in writing, by mail, to a ll three nationw ide 
credit reporti ng compan ies. To fi nd out more on how to place a securi ty freeze , you can use the fo llowing 
contact information: 

Equifax Security Freeze 
P.O. Box 105788 
At lanta , GA 30348 
https: //www. freeze .eq u i fax .com 
1-800-685 -111 1 

Experian Security Freeze 
P.O. Box 9554 
A llen, TX 75013 
http://experian.com/freeze 
1-888-397-3742 

4. Obtaining a Free Credit Report. 

TransUnion Security Freeze 
P.O. Box 2000 
Chester, PA 190 16 
http://www.transunion.com/secur ityfreeze 
1-888-909-8872 

Under federal law, you are entitled to one free credit re port every 12 months from each of the above three 
major nationwide credit report ing companies. Ca ll 1-877-322-8228 or request your free credit reports online at 
www.annualcreditreport.com. Once you rece ive you r cred it reports, rev iew them fo r discrepancies. Identi fy any 
accounts you d id not open or inquiries from creditors that you did not authori ze. Veri fy all info rmation is correct. If 
you have questions or notice incorrect info rmat ion, contact the cred it reporti ng company. 

5. Additional Helpful Resources. 

Even if you do not fi nd any suspicious activ ity on your initial credit reports, the Federa l Trade Commiss ion (FTC) 
recommends that you check your credit reports period ica lly. Check ing your credit report periodically can help you 
spot problems and address them quickly. 

If you fi nd suspicious act iv ity on your credit reports or have reason to believe your info rmation is bei ng misused, 
ca ll your local law enforce ment agency and fi le a police report. Be sure to obta in a copy of the police report, as many 
creditors w ill want the info rmation it contains to absolve you of the fra udulent debts. You may also fil e a complaint 
w ith the FTC by contacting them on the web at www.ftc.gov/idtheft, by phone at 1-877-IDT HEFT (1 -877-438-4338), 
or by ma il at Federal Trade Com mission, Consumer Response Center, 600 Pennsylvania Avenue, NW, 
Washington, DC 20580. Your complaint will be added to the FTC's Identity Theft Data C learinghouse, where it will 
be accessible to law enforce ment for their investigations. In addi tion, you may obta in info rmation from the FTC 
about fra ud alerts and secur ity freezes. 

Iowa Residents: You may contact law enforcement or the Iowa Attorney General's Office to report suspected incidents 
of identity Theft: Office of the Attorney General ofl owa, Consumer Protection Division, Hoover State Office Building, 
1305 East Walnut Street, Des Moines, IA 5031 9, www.iowaattorneygeneral.gov, Telephone: 515-281-5164 

Maryland Residents: You may obta in infor mation about avoiding identi ty theft fro m the Maryland Attorney 
General's Office: Office of the Attorney General of Mary land, Consumer Protection Division, 200 St. Paul Place, 
Ba ltimore, MD 21202, www.oag.state.md.us/Consumer, Telephone: 1-888-743 -0023. 
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North Carolina Residents: You may obtain information about preventing identity theft from the North Carolina 
Attorney General's Office: Office of the Attorney General of North Carolina, Department of Justice, 9001 Mail 
Service Center, Raleigh, NC 27699-9001 , www.ncdoL~ov/, Telephone: 877-566-7226. 

Oregon Residents: You may obtain information about preventing identity theft from the Oregon Attorney General's 
Office: Oregon Department of Justice, 1162 Court Street NE, Salem, OR 97301-4096, www.doLstate.or.us/, 
Telephone: 877-877-9392. 
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