Julie Siebert-Johnson 426 W. Lancaster Avenue, Suite 200
Office: (267) 930-4005 Devon, PA 19333
Fax: (267) 930-4771

Email: jsjohnson@mullen.law

April 9, 2021
VIA U< MAIL

Consumer Protection Bureau

Office of the New Hampshire Attorney General
33 Capitol Street

Concord, NH 03301

Re: Notice of Data Event

Dear Sir or Madam:

We represent Schnabel Foundation Company (“Schnabel””) located at 45240 Business Court, Suite 250,
Sterling, VA 20166, and are writing to notify your office of an incident that may affect the security of some
personal information relating to two (2) New Hampshire residents. This notice may be supplemented with
any new significant facts learned subsequent to its submission. By providing this notice, Schnabel does not
waive any rights or defenses regarding the applicability of New Hampshire law, the applicability of the
New Hampshire data event notification statute, or personal jurisdiction.

Nature of the Data Event

On or around December 15, 2020, Schnabel identified suspicious activity within its email tenant. Schnabel
immediately investigated to determine the nature and scope of this activity. The investigation determined
that certain email accounts were subject to unauthorized access at various times from September 2020 to
December 2020. While the investigation did not identify any misuse of information, it could not
conclusively rule out access to the contents of the email accounts. Schnabel therefore undertook a time-
intensive, thorough review of these email accounts to identify the information present at the time of the
activity and to whom it related. On March 10, 2021, Schnabel completed the review of the emails accounts
and identified the information present. Schnabel then worked diligently to reconcile this information with
internal records in furtherance of identifying the individuals to whom the data relates and the appropriate
contact information for those individuals. Schnabel completed this review on March 24, 2021, after which
Schnabel began providing notice to impacted individuals as soon thereafter as possible.

While the information in the impacted email accounts varied by individual, the information that could have
been subject to unauthorized access includes name, Social Security number, and driver’s license or state
identification number.
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Re: Noti fData [EXTRA1]

Dear Sample Sample:

Schnabel Foundation Company (“Schnabel”) recently discovered an incident that may affect the privacy of some
of your personal information. While we have no evidence of actual or attempted misuse of your information, we
wanted to provide you with information about the incident, steps we are taking in response, and steps you may
take to better protect your information, should you feel it is appropriate to do so.

What Happened? In December 2020, Schnabel became aware of unusual activity relating to its email
environment. We immediately began an investigation, with the aid of third-party forensic specialists, to determine
the nature and scope of the activity. Through the investigation, Schnabel determined that certain email accounts
were subject to unauthorized access at various times from September 2020 to December 2020. While we have no
gvidence of any misuse of information in the email accounts, because the forensic investigation could not
conclusively rule out access to the contents of the email accounts, we undertook a time-intensive, thorough review
of the email accounts to identify what information was present in the affected email accounts. On March 10,
2021, we completed the review of the emails accounts and identified the information present. We then worked
diligently to reconcile this information with our internal records in furtherance of identifying the individuals to
whom the data relates and the appropriate contact information for those individuals, which was completed on
March 24, 2021. We thereafter worked to provide notification to potentially impacted individuals as quickly as
possible. Schnabel is notifying you because we understand, based on our investigation, that your information was
present in the affected email accounts during the period of unauthorized access.

What Information Was Involved? Our investigation determined that impacted information may include your
[EXTRAZ2 - DATA ELEMENTS], and name. Again, we have no evidence of any actual or attempted misuse of
your information; rather, we are letting you know in an abundance of caution and providing information and
resources to assist you in protecting your personal information, should you feel it appropriate to do so.

What We Are Doing. We take this incident and the security of personal information in our care very seriously.
Upon learning of unusual email activity, we moved quickly to investigate and to respond to this incident and to
confirm the security of our email environment. Our response included resetting passwords across the network
and reviewing the full content of the relevant email accounts to determine what information was present and to
notify applicable individuals. We are also reviewing and enhancing existing policies and procedures related to
data privacy. Further, we notified law enforcement of this event, and have been cooperating with their
investigation.
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Further, we have security measures in place to protect the data on our systems and we continue to assess and
update security measures and training to our employees to safeguard the privacy and security of information in
our care. We are also notifying regulatory authorities, as required by law.

As an added precaution we are offering you access to 24 months of credit monitoring and identity theft protection
services through Experian at no cost to you. If you wish to activate these services, you may follow the instructions
included in the attached Steps You Can Take to Help Protect Your Information. We encourage you to enroll in
these services as we are unable to act on your behalf to do so.

What You Can Do. We encourage you to remain vigilant against theft and fraud, to monitor your accounts for
any unusual activity, and to report any instances of theft or fraud to law enforcement. You can also enroll to
receive the complimentary credit monitoring services that we are offering to you. Please also review the enclosed
“Steps You Can Take to Help Protect Your Information.”

For More Information. We understand that you may have questions that are not addressed in this notice. If you
have additional questions or concerns, please call our dedicated call center at (855) 223-4828, which is available
from 6 am through 8 pm PST, which is available Monday through Friday and 8 am through 5pm PST
Saturday/Sunday (excluding major U.S. holidays). You can also write to Schnabel at 45240 Business Court, Suite
250, Sterling, VA 20166.

We sincerely regret any inconvenience or concern this incident causes you.
Sincerely,

(o

David Harris

Chief Financial Officer
Schnabel Foundation Company
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