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February 28, 2014
VIA FEDERAL EXPRESS

State of New Hampshire

Department of Justice

Office of Attorney General Michael A. Delaney
33 Capitol Street

Concord, New Hampshire 03301

Re: Data Security Breach

To Whom It May Concern:

I write to disclose a data security breach sustained by Sands Casino Resort Bethiehem that involved the
disclosure of personal information regarding approximately 17 residents of New Hampshire. Based on our
investigation to date, we believe that we were the victim of a malicious intrusion into our Company’s
internal systems, and that, as part of the attack, the perpetrators would have had access to files that
contained personal information.

"The breach was discovered on February 10, 2014, when the company became aware of unauthorized third
party access to certain of its electronic systems. At that time, the categories of information believed to
have been involved were the names, personal e-mail addresses, social security numbers, and job titles of
certain present and former employees of this company. The information in question was made publicly
available for a period of time. Following this discovery, we notified all affected individuals and state
agencies and entities pursuant to the statutory requirements of each affected state. At that time, we did not
believe that New Hampshire residents had been affected.

On February 17, we discovered that certain customers and other individuals, including 17 residents of
New Hampshire, had been affected by this incident, and that the perpetrators may have accessed
information including their names, social security numbers, driver’s license numbers, and/or passport
numbers. I enclose a copy of the form of letter that is being used to notify New Hampshire individuals
whose personal information we believe may have been accessed or acquired. We expect that the letters
will be mailed next week. The incident remains the focus of significant ongoing investigation. We will
keep you apprised of any pertinent developments with respect to residents of New Hampshire.

Any inquiries you may have about this matter should be directed to me.

Sincerel

Robert Rubenstein
Senior Vice President and
Global Deputy General Counsel

Enclosure: Form of individual New Hampshire notification letter
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[Individual Name]
[Street Address]
[City, State, Zip]

February _, 2014

Dear [Individual Name],

I am contacting you regarding the recent security breach concerning Sands Bethlehem customer
information. As you may have read, our Company has been the victim of a malicious and
crippling cyber-attack. On Monday, February 10, 2014, the Company became aware of
unauthorized third party access to employee information contained in certain of our information
technology systems. At this time we do not know the exact date on which the breach first
occurred. On February 17, we discovered that this third party had also accessed customer
information. During this criminal intrusion into our system, we believe that your name, address
and some personal information, including your social security number was acquired by the
unauthorized party. Law enforcement and forensic experts are continuing to investigate the
incident, but at this time we have no evidence that there has been any fraudulent use of your
information.

We take this incident very seriously and are committed to assisting you in this unfortunate
situation. To help ensure the security of your data, we are offering a free one-year membership to
Experian’s® ProtectMyID® Elite to help protect your identity. This product is a protection
service that helps detect possible misuse of your information and facilitates identification and
resolution of identity theft.

You may enroll in this free credit monitoring service any time before February 28, 2015 by
visiting the ProtectMyID website at www.protectmyid.com/enroll. To activate the product, you
will be required to enter an Activation Code. Your personal Activation Code is [ ]. If you are
unable to enroll online, please call 1-866-579-2213.

Specific terms and conditions governing your enrollment under ProtectMyID are available at
www.protectmyid.com/terms/. We recommend that you carefully review these terms and
conditions. If you have any additional questions about the coverage provided hereunder, need
help understanding something on your credit report, or suspect that an item on your credit report
may be fraudulent, please contact Experian’s customer care team at 1-866-579-2213.

We deeply regret that our valued customers have been affected by this incident and sincerely
apologize for any inconvenience it may cause you. We are taking measures to address this
incident and to reduce the risk of additional harm. We suggest that you remain vigilant by
reviewing your account statements and monitoring your free credit reports.

Should you have any questions or concerns regarding this matter, please do not hesitate to call us
at 1-866-579-2213 or visit www.sandsinfo.com. We will keep you apprised of any pertinent
developments.

Sincerely,




