
A. 
NORTON ROSE FULBRIGHT 

July 1, 2017 

By C~rtified Mail 
Return Receipt Requested 

Office of the New Hampshire Attorney General 
Con~umer Protection & Antitrust Bureau 
33 Capitol Street 
Condord, NH 03301 

Norton Rose Fulbright US LLP 
Tabor Center 
1200 17th Street, Suite 1000 
Denver, Colorado 80202-5835 
United States 

Direct line +1 303 801 2758 
kris.kleiner@nortonrosefulbright.com 

Tel +1 303 801 2700 
Fax +1 303 801 2777 
nortonrosefulbright.com 

Re: Legal Notice of Information Security Incident 

Dear Sirs or Madams: 

I wri e on behalf of my client, The Sandman Santa Rosa ("Sandman"), to inform you of a 
pote~tia l security incident involving the personal information of certain Sandman guests, which 
may have affected approximately one New Hampshire resident. Sandman is notifying potentially 
affected individuals and outlining some steps they may take to help protect themselves. 

Sandman was recently notified of a potential security incident by Sabre/SynXis, a company that 
oper~tes an Internet-accessible reservation platform for the hotel industry. Accord ing to the 
inforration we have received from this vendor in a letter dated June 6, 2017, an unauthorized 
indivi

1
dual was able to gain access to Sabre's systems and view certain reservation information 

between August 10, 2016, and March 9, 2017. Based on the notice that was provided to us, the 
inforrfiation that was accessed may have included certain payment card data belonging to 
certJin individuals who provided card details when making reservations at our property. 

San man takes the privacy of personal information seriously, and was deeply disappointed to 
lear~ that this vendor's incident could affect Sandman guests. Upon learning of the incident, 
Sanqman promptly initiated an investigation into the incident and has communicated extensively 
with ~he vendor to learn more about what occurred. The vendor informed us that it engaged an 
outsi e forensic investigation firm to assist them in investigating and remediating the situation , 
and has enhanced the security around its access credentials and the monitoring of system 
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activJ to further detect and prevent unauthorized access. In addition, the vendor has advised 
us th, t they notified law enforcement and the payment card brands of this incident. 

Affect
1
ed individuals are being notified via written letter, which will begin mailing on or around 

July 48, 2017. A form copy of the notice being sent to potentially affected individuals is included 
for your reference. 

If you have any questions or need further information regarding this incident, please contact me 
at (3 3) 801-2758 or kris.kleiner@nortonrosefulbriqht.com. 

KCK 
Enclosure 

28531703.1 
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The Sandl an Santa Rosa 
Return M~il Processing Center 
PO Box 6~36 
Portland, p R 97228-6336 

<<Mail! >> 
<<Name > 
<<Addre sl >> 
<<Addre s2>> 
<<City>, <ST>> <<ZIP>> 

<<Date>> 

Notice of Sabre Data Breach 

Dear Guest: 

The sandman Santa Rosa ("Sandman") was recently notified by its service provider, Sabre Hospitality Solutions 
("Sabre")~ of a Sabre data security incident that may affect customer information associated with your hotel 
reservation(s). The privacy and protection of our customers' information is a matter we take very seriously, and we 
are providing this notice as a precaution to let you know about the incident and tell you about some steps that you 
may takelto protect yourself against potential misuse of your information. 

What Happened 

The SabJe SynXis Central Reservations system (CRS) facilitates the booking of hotel reservations made by 
consumers through hotels, online travel agencies, and similar booking services. Following a forensic investigation, 
Sabre notified us on June 6, 2017, that an unauthorized party gained access to their systems and was able to view 
some resbrvation information for a subset of hotel reservations that Sabre processed on behalf of Sandman. The 
investigaf

1 

ion determined that the unauthorized party was able to access payment card information on Sabre's system 
between ugust 10th 2016 and March 9, 2017. Please note that no Sandman computer or network systems were 
affected n any way by this incident. 

What Information Was Involved 

The unauthorized party was able to access payment card information for certain hotel reservations, including 
cardhold~r names, card numbers, card expiration dates, and, potentially, card verification codes. The unauthorized 
party w~s also able, in some cases, to access certain information such as guest names, emails, phone numbers, 
addresses, and other information. Sensitive information such as Social Security, passport, or driver's license numbers 
were not /accessed or affected by this incident. Sabre has informed us that, to date, the payment card brands have not 
identified any patterns of fraud related to this data breach. 

What , Are Doing 

Accordiqg to the information that we received, Sabre engaged a leading cybersecurity firm to support its investigation 
and notified law enforcement and the payment card brands about this incident. Sabre also enhanced the security 
around abcess credentials and the monitoring of system activity to help prevent this type of incident from recurring 
in the fu ure. 
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What Y+ Can Do 

You can ~eview your credit or debit card account statements to determine if there are any discrepancies or unusual 
activity listed. Remain vigilant and continue to monitor statements for unusual activity going forward. If you see 
somethin~ you do not recognize, immediately notify the card issuer as well as the proper law enforcement authorities. 
In instanJes of credit or debit card fraud , it is important to note that cardholders are not typically responsible for any 
fraudule ,/ activity that is reported in a timely fashion. 

Althoug~ Social security numbers and other sensitive personal information were not at risk in this incident, as a 
general ~ractice you can carefully check your credit reports for accounts you did not open or for inquiries from 
creditor;lyou did not initiate. If you see anything you do not understand, call the credit agency immediately. As an 
addition~ precaution, we are providing an "Information About Identity Theft Protection" reference guide, enclosed 
here, wht h describes additional steps you may take to help protect yourself, including recommendations from the 
Federal rade Commission regarding identity theft protection. 

For Mor Information 

We sincerely regret any inconvenience caused by this incident. If you have any questions regarding this incident or if 
you desirb further information or assistance, please do not hesitate to contact us toll-free at 888-721-6305 twenty four 
hours pe1 day, Monday through Friday. More information is also available at www.sabreconsumernotice.com. 

Sincere!~, 

The San, man Santa Rosa 
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INFORMATION ABOUT IDENTITY THEFT PROTECTION 

Review of Accounts and Credit Reports: As a precaution you may regularly review statements from your accounts 
and periodically obtain your credit report from one or more of the national credit reporting companies. You may obtain 
a free copy of your credit report online at www.annualcreditreport.com, by calling toll-free 1-877-322-8228, or by 
mailing an Annual Credit Report Request Form (available at www.annualcreditreport.com) to: Annual Credit Report 
Request $ervice, P.O. Box 105281 , Atlanta, GA, 30348-5281. You may also purchase a copy of your credit report by 
contacting one or more of the three national credit reporting agencies listed at the end of this guide. 

You should remain vigilant with respect to reviewing your account statements and credit reports, and you should 
promptlylreport any suspicious activity or suspected identity theft to us and to the proper law enforcement authorities, 
includin . local law enforcement, your state's attorney general , and/or the Federal Trade Commission (" FTC"). 
You may contact the FTC or your state's regulatory authority to obtain additional information about avoiding and 
protectio against identity theft: Federal Trade Commission, Consumer Response Center 600 Pennsylvania Avenue, 
NW, Wa hington, DC 20580, 1-877-IDTHEFT (438-4338), www.ftc.gov/idtheft. There may be similar resources 
available at the state level , and you may contact your state department of revenue directly for more information. 

Fo residents of Maryland: You may also obtain information about preventing and avoiding identity theft from 
thej Maryland Office of the Attorney General: Maryland Office of the Attorney General, Consumer Protection 
Division, 200 St. Paul Place, Baltimore, MD 21202, 1-888-743-0023, www.oag.state.md.us. 

For residents of North Carolina: You may also obtain information about preventing and avoiding 
ideJntity theft from North Carolina Attorney General 's Office: North Carolina Attorney General 's 
Office, Consumer Protection Division, 9001 Mail Service Center, Raleigh, NC 27699-9001, 
1-877-5-NO-SCAM, www.ncdoj.gov. 

Foi residents of Rhode Island: You may also obtain information about preventing and avoiding identity theft 
from the Rhode Island Office of the Attorney General : Rhode Island Office of the Attorney General, Consumer 
Protection Unit, 150 South Main Street, Providence, RI 02903, 401-274-4400, http://www.riag.ri .gov. 

Fraud .. llerts: There are also two types of fraud alerts that you can place on your credit report to put creditors on 
notice tilt you may be a victim of fraud : an initial alert and an extended alert. You may request an initial fraud alert 
if you suspect you have been, or are about to be, a victim of identity theft. An initial fraud alert stays on your credit 
report for at least 90 days. You may request an extended fraud alert if you have already been a victim of identity theft 
with the appropriate documentary proof. An extended fraud alert stays on your credit report for seven years. You 
can place a fraud alert on your credit report by contacting any of the three national credit reporting agencies at the 
addresser or toll-free numbers listed below. 

Credit }4reezes: You may have the right to put a credit freeze , also known as a security freeze, on your credit file, 
so that nb new credit can be opened in your name without the use of a PIN number that is issued to you when you 
initiate ~ freeze. A credit freeze is designed to prevent potential credit grantors from accessing your credit report 
without your consent. If you place a credit freeze, potential creditors and other third parties will not be able to get 
access td your credit report unless you temporarily lift the freeze. Therefore, using a credit freeze may delay your 
ability toJ obtain credit. In addition, you may incur fees to place, lift and/or remove a credit freeze. Credit freeze laws 
vary frorp state to state. The cost of placing, temporarily lifting, and removing a credit freeze also varies by state, 
generally $5 to $20 per action at each credit reporting company. Unlike a fraud alert, you must separately place a 
credit freeze on your credit file at each credit reporting company. Since the instructions for how to establish a credit 
freeze di rfer from state to state, please contact the three major credit reporting companies as specified below to find 
out morel information. 

Additio~al Information for Massachusetts Residents: Massachusetts law gives you the right to place a security 
freeze ory your consumer reports. The credit reporting company may charge a reasonable fee of up to $5 to place a 
freeze orl lift or remove a freeze, unless you are a victim of identity theft or the spouse of a victim of identity theft, and 
have submitted a valid police report relating to the identity theft to the credit reporting company.(By law, you have a 
right to ~btain a police report relating to this incident, and if you are the victim of identity theft, you also have the right 
to file a ~olice report and obtain a copy ofit.) You may request that a freeze be placed on your credit report by sending 
a request to a credit reporting agency by certified mail , overnight mail or regular stamped mail to the address below. 
The foll6wing information should be included when requesting a security freeze (documentation for you and your 
spouse must be submitted when freezing a spouse's credit report): full name, with middle initial and any suffixes; Social 
Security lnumber, date of birth (month, day and year); current address and previous addresses for the past five (5) years; 
and appl jcable fee (if any) or incident report or complaint with a law enforcement agency or the Department of Motor 
Vehicles The request should also include a copy of a government-issued identification card, such as a driver's license, 
state or military ID card, and a copy of a utility bill, bank or insurance statement. Each copy should be legible, display 
your nai e and current mailing address, and the date of issue (statement dates must be recent). 
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New Me"fico Consumers Have the Right to Obtain a Security Freeze or Submit a Declaration of Removal. You 
may obtain a security freeze on your credit report to protect your privacy and ensure that credit is not granted in your 
name without your knowledge. You may submit a declaration ofremoval to remove information placed in your credit 
report as a result of being a victim of identity theft. You have a right to place a security freeze on your credit report 
or submit a declaration of removal pursuant to the Fair Credit Reporting and Identity Security Act. 

The sec j ity freeze will prohibit a consumer reporting agency from releasing any information in your credit report 
without your express authorization or approval. The security freeze is designed to prevent credit, loans and services 
from beir;ig approved in your name without your consent. When you place a security freeze on your credit report, you 
will be provided with a personal identification number, password or similar device to use if you choose to remove 
the freez~ on your credit report or to temporarily authorize the release of your credit report to a specific party or 
parties o~ for a specific period of time after the freeze is in place. To remove the freeze or to provide authorization 
for the tepporary release of your credit report, you must contact the consumer reporting agency and provide all of 
the folloj ing: 

(I) th{ u~ique personal identification number, password or similar device provided by the consumer 
reRortmg agency ; 

(2) prtjper identification to verify your identity; 
(3) information regarding the third party or parties who are to receive the credit report or the period of time for 

wh1ich the credit report may be released to users of the credit report; and 
(4) payment of a fee, if applicable. 

A consu~er reporting agency that receives a request from a consumer to lift temporarily a freeze on a credit report 
shall comply with the request no later than three business days after receiving the request. As of September I, 2008, a 
consumer reporting agency shall comply with the request within fifteen minutes of receiving the request by a secure 
electronic method or by telephone. 

A securi~y freeze does not apply in all circumstances, such as where you have an existing account relationship and 
a copy of your credit report is requested by your existing creditor or its agents for certain types of account review, 
collectio~ , fraud control or similar activities; for use in setting or adjusting an insurance rate or claim or insurance 
underwriting; for certain governmental purposes; and for purposes of prescreening as defined in the federal Fair 
Credit Reporting Act. 

If you art actively seeking a new credit, loan, utility, telephone or insurance account, you should understand that the 
procedur

1
es involved in lifting a security freeze may slow your own applications for credit. You should plan ahead and 

lift a freeze, either completely if you are shopping around or specifically for a certain creditor, with enough advance 
notice before you apply for new credit for the lifting to take effect. You should contact a consumer reporting agency 
and req~~st it to lift the freeze at least three business days before applying. As of September l , 2008, if you contact a 
consum:[ reporting agency by a secure electronic method or by telephone, the consumer reporting agency should lift 
the freezf within fifteen minutes. You have a right to bring a civil action against a consumer reporting agency that 
violates your rights under the Fair Credit Reporting and Identity Security Act. 

You can bbtain more information about fraud alerts and credit freezes by contacting the FTC or one of the national 
credit re~orting agencies listed below. 

Equifax ,(www.equifax.com) 
P.O. Box 740241 
Atlanta, 

1
GA 30374 

800-685 1111 

Fraud ~lerts: 
P.O. Boxt 40256, Atlanta, GA 30374 
877-4781'625 

Credit Ereezes: 
P.O. Boxl 105788, Atlanta, GA 30348 
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Experian (www.experian.com) 
P.O. Box 2002 
Allen, TX 75013 
888-397-3742 

TransUnion (www.transunion.com) 
P.O. Box 1000 
Chester, PA 19016 
800-888-42 I 3 

Fraud Alerts and Security Freezes: Fraud Alerts and Security Freezes: 
P.O. Box 9554, Allen, TX 75013 P.O. Box 2000, Chester, PA 19022 

888-909-8872 


