
SalemF1ve· 
March 17. 20 19 

Attorn ey Genera l Gordon J. Macdonald 
Office of the Atto rney General 
33 Cap ital Street 
Concord , NH 03 30 I 

Dear Attorney Genera l MacDonald, 
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Pu rsuant to your states law, thi s letter is to notify you of a breach of security and/or an unauthori zed access or use of 
personal informati on in vo lving resident(s) of the Stale of New Hampshire. 

Nai ure of the Secur ity Breach or Unauthorized Use or Access 
The in cident date is bcl ieved to be Septem ber 20. 20 17 to December 29. 20 18. 
The nature of the incident is that the res idents' personal in fo rmati on was acquired or used by an unauthorized 
person and there is a substantial risk of ident ity theft or fraud invo lving un authorized card use. We rece ived 
knowledge of th is incident via th e FICO Alert Services and/or Visa Alert Services. The in cid ent appea rs lo 
have involved a potential breach of security at a third party processor or customer in fo rm ati on exposing Visa 
paymen t account data to a possible comp ro mise. 
Preliminary invest igati on ind icates that the categories of personal info rm ati on invo lved in thi s in cident are as 
fol lows: name, debi t card number, and CVV. 
The personal informati on that was the subj ect of thi s incident is beli eved to be in electron ic fo rm . 

Num ber of New Hamps hire Res idents Affected 
Al this time, we believe that one New Hampshire residents ha been affected by thi s in cident. 
This res ident has received noti ce (attached) in accordance with state laws by letter. . 

Steps We Have Taken or Plan to Ta ke Relat ing to the Incident 
Wh en we became aware of the incident, we implemented measures to protect th e impacted NH res id en t and lo 
help ensure that similar incidents do not occur in the future. In additi on to notifyin g the impacted res idents. we 
cancell ed the compromised card num bers, reissued new cards, and will reim burse consumers that are im pacted 
by unauthorized transacti ons in accordance with Federa l Reserve Regul ati on E. 
We did not report the inc id ent to law enfo rcement. 
We do not have ev id ence that the personal information has been used fo r fraudu lent purposes. 
We do not intend to offer credit monitoring services lo th e residents. 

Other otificat ion and Contact Infor mation 

• If yo u have any questi ons or need further information from Sa lem Five, please contac t Diana Cari to at 1-978-
720-58 16 or di ana.carito@sa lemfi ve.com. 

cc: 

Enclosure 

Diana Carito, Seni or Vi ce President & Director Enterprise Risk Manage ment 
Salem Five Cent s Savings 13ank 

Notice to NH Residents 

2 10 Essex Street. Salem. MA 0 1970 • sa lcmtivc.com 
Telephone 800.850.5000 nnd 978. 745.5555 
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SalemFiQ 
April 12, 2019 

Dear Customer, 

IMPORTANT NOTICE ABOUT YOUR PERSONAL INFORMATION 

A securi ty incident occurred at a merchant that may invol ve your personal in formation. Investigation 
determined that data may have been exposed on transactions conducted between September 20, 201 7 to 
December 29, 2018 . Salem Five has reason to believe that your name in conjunction with yo ur debit card 
number may have been compromised or may be in the possess ion of unauthori zed individuals. 

The Actions We Have Taken: 

Salem Five acts quickly upon receipt of such reports to protect our customers' data and accounts. In thi s 
case, as a security precaution , Sa lem Five has issued a new debit card and your old card will be closed on 
May 2, 2019 . 

The Actions We Recommend You Take: 

I. Please be vigilant. As always, your best defense aga inst fra udulent acti vity is to monitor your 
account acti vity often and close ly through our free phone or Internet access services and by 
reviewing your periodic statements. Your vigilance is parti cularl y important over the next 12 to 
24 months. If you become aware of any incidents involving the suspected unauthori zed use of 
yo ur card or your identity, please noti fy us immediately at the Bank 's phone number below. 

2. You may wish to learn more about identity theft . The Federal Trade Commi ssion (FTC) 
maintains a web site where it provides information and guidance about the steps that consumers 
can take to protect themselves aga inst identity theft , and where you can report suspected identity 
theft to the FTC. Salem Five encourages you to report any incidents of identi ty theft . The web 
site is www. Oc.gov or www.consumer.gov/ idthe{l . The FTC's toll-free phone number is (877) ID­
TH EFT (877-438-4338). 

3. You may contact the fra ud departments of the three major consumer reporting agencies to di scuss 
your options. You may obtain your report from the consumer reporting agencies; you may also 
receive one free annual credit report at www.annualcreditreport.com. You have the right to place 
a free 90-day fraud alert on your credit til e. A fra ud alert lets creditors know to contact yo u before 
opening new accounts. It also may delay yo ur ability to obtain credit. To pl ace a fra ud alert on 
your credit report, contact the three consumer reporting agencies below: 

Experian 
www.experian.com 
(888) 397-3742 
P.O. Box 9532 
Allen, TX 75013 

Equifax 
www.equi fax.co m 
(877) 4 78-7625 
P.O. Box 74024 1 
Atlanta, GA 30374 

Trans Union 
www.transun ion.com 
(800) 680-7289 
P.O. Box 6790 
Fullerton , CA 92834 

4. Under Massachusetts law you have a right to place a security freeze on yo ur consumer cred it 
report. The security freeze will prohibit a consumer reporting agency fro m releas ing in fo rmation 
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SalemFiW 
in your consumer repo11 without yo ur ex press authorization. A securi ty freeze may be requested 
by sending a request by certifi ed mail , overnight mail or regular stamped mail to a consumer 
reporting agency. The security freeze is des igned to prevent credit, loans or servi ces from being 
approved in your name without your consent. You should be aware that a securi ty freeze may 
delay, interfere with , or prevent the timely approval of any subsequent credit request or application 
you make regarding new loans . 

In order to request a security freeze, you will need to provide the fo ll ow ing in fo rmation to the 
consumer reporting agency: 

Your full name (including middle initial as we ll as Jr. , Sr., II , III , etc.); Social Security 
number and date of birth ; 
If you have moved in the past fi ve years, the addresses where you prev iously li ved in those 
years; 
Proofof current address, such as a current utility bil I or telephone bi 11 ; 
A legible photocopy of a government-issued identifi cati on card , such as a state dri ver's 
I icense or I. D. card or a 111 i I itary I. D. card ; 
If you are a victim of identity theft , include a copy of the police report, investigative report, or 
complaint to a law enforcement agency concerning the identi ty theft ; and 
If you are not a victim of identity theft , include payment by check, money order, or credit card 
(Visa, MasterCard , American Express or Discover only) . 

The consumer reporting agencies have three business days after receiving your request to pl ace a 
securi ty freeze on your credit report, and they must send a written confirmation to yo u within five 
business days, providing you with a unique personal identifi cation number or password , or both , 
that you can use to authori ze the remova l or lift ing of the security freeze. 

A consum er reporting agency may charge a reasonable fee, not to exceed $5 , to a consumer who 
elects to freeze, li ft or remove a freeze fro m a consumer report, except that the agency may not 
charge a fee to a victim of identity theft or hi s or her spouse, provided that the victim has 
submitted to the con sumer reporting agency a valid police report re lating to the identity theft. 

5. If you discover suspi cious activity on yo ur credit report, your accounts or by any other means, yo u 
may wish to fil e a police report. You have a right to obtain a copy of any police report you fil e. 

How We Will Assist You: 

We will continue to monitor the effects of the security incident and will take appropriate actions. If you 
have any questi ons about thi s noti ce, pl ease allow our Customer Service Center to ass ist you at (800) 850-
5000. 

Sincere ly, 

Steven Belt 
VP, Customer Experience Director 
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