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Office of the New Hampshire Attorney General
Consumer Protection & Antitrust Bureau

33 Capitol Street

Concord, NH 03301

Re: Legal Notice of Information Security Incident
Dear Sirs or Madams:

| write on behalf of my client, Two Roads Hospitality LLC (“Two Roads”), to inform you of a
potential security incident involving the personal information of certain Two Roads guests, which
may have affected approximately 267 New Hampshire residents. Two Roads is notifying these
individuals and outlining some steps they may take to help protect themselves.

Two Roads was recently notified of a potential security incident by Sabre, a company that
operates an Internet-accessible reservation platform (SynXis) for the hotel industry. According
to the information we have received from this vendor in a letter dated June 6, 2017, an
unauthorized individual was able to gain access to Sabre’'s systems and view certain
reservation information between August 10, 2016, and March 9, 2017. Based on the notice that
was provided to us, the information viewed by the individual may have included certain
cardholder data belonging to certain individuals who provided payment card information in order
to make reservations at some properties managed by Two Roads’ subsidiaries.

Two Roads takes the privacy of personal information seriously, and was deeply disappointed to
learn that this vendor’s incident could affect Two Roads guests. Upon learning of the incident,
Two Roads promptly initiated an investigation into the incident and has communicated
extensively with the vendor to learn more about what occurred. The vendor informed us that it
engaged an outside forensic investigation firm to assist them in investigating and remediating
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the situation, and has enhanced the security around its access credentials and the monitoring of
system activity to further detect and prevent unauthorized access. In addition, the vendor has
advised us that they notified law enforcement and the payment card brands of this incident.

Affected individuals are being notified via written letter, which will begin mailing on or around
July 14, 2017. A form copy of the notice being sent to the affected New Hampshire residents is
included for your reference.

If you have any questions or need further information regarding this incident, please contact me
at (303) 801-2758 or kris.kleiner@nortonrosefulbright.com.

Very truly yours,

pher Kleiner

KCK
Enclosure
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1. the unique personal identification number, password, or similar device provided by the
consumer reporting agency;

2. proper identification to verify your identity;

3. information regarding the third party or parties who are to receive the credit report or the
period of time for which the credit report may be released to users of the credit report;
and

4. payment of a fee, if applicable.

A consumer reporting agency that receives a request from a consumer to lift temporarily a freeze
on a credit report shall comply with the request no later than three business days after receiving
the request. As of September 1, 2008, a consumer reporting agency shall comply with the request
within fifteen minutes of receiving the request by a secure electronic method or by telephone.

A security freeze does not apply in all circumstances, such as where you have an existing account
relationship and a copy of your credit report is requested by your existing creditor or its agents for
certain types of account review, collection, fraud control, or similar activities; for use in setting or
adjusting an insurance rate or claim or insurance underwriting; for certain governmental
purposes; and for purposes of prescreening as defined in the federal Fair Credit Reporting Act.

If you are actively seeking a new credit, loan, utility, telephone, or insurance account, you should
understand that the procedures involved in lifting a security freeze may slow your own
applications for credit. You should plan ahead and lift a freeze, either completely if you are
shopping around or specifically for a certain creditor, with enough advance notice before you
apply for new credit for the lifting to take effect. You should contact a consumer reporting agency
and request it to lift the freeze at least three business days before applying. As of September 1,
2008, if you contact a consumer reporting agency by a secure electronic method or by telephone,
the consumer reporting agency should lift the freeze within fifteen minutes. You have a right to
bring a civil action against a consumer reporting agency that violates your rights under the Fair
Credit Reporting and Identity Security Act.

To place a security freeze on your credit report, you must send a request to each of the three
major consumer reporting agencies: Equifax, Experian, and TransUnion. These agencies using
the contact information provided in the enclosed letter.

IF YOU ARE A NORTH CAROLINA RESIDENT:
Y ou may obtain information about preventing identity theft from the North Carolina Attorney
General’s Office. This office can be reached at:

North Carolina Department of Justice
Attorney General’s Office

001 Mail Service Center

aleigh, NC 27699-9001
(877) 566-7226
http://www.ncdoj.gov

IF YOU ARE AN OREGON RESIDENT:
You may obtain information about preventing identity theft from the Oregon Attorney General’s
Office. This office can be reached at:

Oregon Department of Justice










