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NH Department of Justice 
Gordon J. MacDonald, Attorney General 
33 Capitol Street 
Concord , NH 03301 

Re: N.H. Rev. Stat. Sec. 359-C: 19 Notification 

Dear Attorney General MacDonald: 

Sheppard , Mullin , Richter & Hampton LLP 
1901 Avenue of the Stars, Suite 1600 
Los Angeles, California 90067-6055 
310.228.3700 main 
31 0.228.3701 fax 
www.sheppardmullin .com 

310.228.3749 direct 
ccardon@sheppardmull in.com 

RECEIVED 

SEP 11 2017 

CONSUMER PROTECTION 

Pursuant to N.H. Rev. Stat. Sec. 359-C: 19, we are writing on behalf of our client Sixty Hotels, 
206 Spring Street, 4 th Floor, New York, NY 10012, to notify you of an incident that resulted in 
the unauthorized access to the hotel reservation system of Sabre Hospitability Solutions known 
as Sabre Hospitality Solutions SynXis Central Reservations system (CRS), used to make 
reservations at Sixty Hotels properties, involving 13 New Hampshire residents . These New 
Hampshire residents will shortly, on or about September 8, receive notice of such unauthorized 
access pursuant to N.H. Rev. Stat. Sec. 359-C: 19. 

Sabre Hospitality Solutions determined that an unauthorized party obtained electronic access to 
a credit card summary page through CRS, which contained information for certain hotel 
reservations maintained by Sabre Hospitality Solutions on Sixty Hotels' behalf, including 
cardholder name; payment card number; card expiration date; and, for a subset of reservations, 
card security code. The unauthorized party was also able, in some cases, to access certain 
information such as guest name(s) , email , phone number, address, and other information 
provided as part of a hotel reservation . We have been informed by Sabre Hospitality Solutions 
that information such as Social Security, passport and driver's license numbers was not 
accessed. 

Sabre has informed Sixty Hotels that they have notified law enforcement and the payment card 
brands and have engaged a PCI Forensic Investigator to investigate the breach of its systems. 
Sabre Hospitality Solutions also reported that they took successful measures to ensure the 
unauthorized access to their system was stopped and is no longer possible. 

Sabre reported that their investigation did not uncover forensic evidence that the unauthorized 
party removed any information from the system, and Sixty Hotels does not have any information 
that consumer personal information has been misused. 
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Sixty Hotels is committed to taking additional steps it can identify to prevent similar incidents 
from occurring in the future , including, if appropriate, additional technological safeguards and 
service provider oversight. 

If you have any questions or need further information, please contact me at the above contact 
information. 

Very truly yours, 

P. Craig Cardon 
for SHEPPARD, MULLIN, RICHTER & HAMPTON LLP 


