
, 2017 

ertified Mail 

Offic of the New Hampshire Attorney General 
33 C pitol Street 
Conc 1 rd, NH 03301 

HUNTON & WILLIAMS LLP 
200 PARK AVENUE 
NEW YORK, NY 10166-0005 

TEL 212 • 309 •1 000 
FAX 212 • 309 • 11 00 

LISA J. SOTTO 
DIRECT DIAL: 212 • 309 • 1223 
EMAIL: LSotto@hunton .com 

Fl LE NO 8836 1.2 

In ac ordance with N.H. Rev. Stat. Ann. § 359-C:20, I am writing on behalf of New World Hotel 
Man gement Limited (d/b/a Rosewood Hotel Group) (the "Rosewood Group") to notify you 
regar ing the nature and circumstances of a recent data security incident that occurred on the 
syste 1s of Sabre Hospitality Solutions ("Sabre"), a service provider used by the Rosewood 
Grou . The security incident did not affect the Rosewood Group ' s own systems. 

On Jume 6, 2017, Sabre notified the Rosewood Group that an unauthorized party gained access to 
acco nt credentials processed on Sabre 's central reservations system ("CRS") that permitted 
acce s to payment card data and certain reservation information for some Rosewood Group hotel 
reser ations. The CRS facilitates the booking of hotel reservations made by consumers through 
hotel , online travel agencies, and similar booking services. The unauthorized party was able to 
acce s payment card information for some hotel reservations at affected the Rosewood Group 's 
prop rties, including cardholder name, payment card number, card expiration date, and 
pote tially card security code. In some cases, the unauthorized party also was able to access 
gues name, email , phone nUlllber, address, and other information. Information such as Socia] 
Sec ity, passport, and driver's license number was not accessed. Sabre 's investigation found 
that he unauthorized party first obtained access to Rosewood Group-related payment card and 
othe reservation information on November 3, 2016. The last access to this information was on 
~:!~· 9, 201 7. The incident affected the Rosewood Group properties I isted in Appendix A 

The f osewood Group has identified approximately 2 New Hampshire residents affected by this 
issue. After being notified of the incident, the Rosewood Group began working diligently to 
iden ify contact information for affected individuals to provide them with notice of the incident. 
The Rosewood Group was unable to identify sufficient contact information for certain affected 
indi iduals. Enclosed for your reference are copies of the notices that the Rosewood Group sent 
to a fected individuals and posted to its website on or about July 7, 2017. 

ATLANTA AUSTIN BANGKOK BEi.JiNG BRUSSELS CHARLOTTE DALLAS HOUSTON LONDON LOS ANGELES 

McLEAN MIAM I NEW YORK NORFOLK RALEIGH RICHMOND SAN FRANC ISCO TOKYO WASHINGTON 

www. hunton.com 



Pleas do not hesitate to contact me if you have any questions. 



Appendix A 

The osewood Group properties affected by the Sabre Hospitality Solutions incident: 

• New World Beijing Hotel 
• New World Dalian Hotel 
• New World Shanghai Hotel 
• New World Shunde Hotel 
• New World Wuhan Hotel 
• New World Millennium Hong Kong Hotel 
• New World Makati Hotel 
• New World Manila Bay Hotel 
• New World Saigon Hotel 
• pentahotel Beijing 
• pentahotel Berlin-Koepenick 
• pentahotel Berlin-Potsdam 
• pentahotel Birmingham 
• pentahotel Braunschweig 
• pentahotel Brussels Airport 
• pentahotel Brussels City Centre 
• pentahotel CDG Paris Airport 
• pentahotel Chernnitz 
• pentahotel Derby 
• pentahotel Eisenach 
• pentahotel Gera 
• pentahotel Hong Kong, Kowloon 
• pentahotel Inverness 
• pentahotel Ipswich 
• pentahotel Kassel 
• pentahotel Leipzig 
• pentahotel Leuven 
• pentahotel Liege 
• pentahotel Prague 
• pentahotel Reading 
• pentahotel Rostock 
• pentahotel Shanghai 

pentahotel Trier 
pentahotel Vienna 
pentahotel Warrington 
pentahotel Wiesbaden 
Jumby Bay, A Rosewood Resort 



• Las Ventanas al Paraiso, A Rosewood Resort 
• Rosewood Abu Dhabi 
• Rosewood Beijing 
• Rosewood Castiglion del Bosco 
• Rosewood Corde Valle 
• Rosewood Hotel Georgia 
• Rosewood Inn of the Anasazi 
• Rosewood Jeddah 
• Rosewood London 
• Rosewood Mayakoba 
• Rosewood San Miguel de Allende 
• Rosewood Sand Hill 
• Rosewood Tucker's Point 
• Rosewood Washington DC 
• Rosewood Mansion on Turtle Creek 
• The Carlyle, A Rosewood Hotel 



, RO ~ EWOOD 
J O TF. L GROUP 

Return M11-il Processing Center 
PO Box 6~36 
Portland, <bR 97228-6336 

<Mai1inR D> 
<N;:ime::o; 
<Address]> 
<Addrnss· > 
<City><, T> <ZlP> 
<Country., 

Dear <Nu. 1e>: 

<<J)ate>> 

NOTICE OF DATA BREACH 

New Word Hotels & Resorts is part of Rosewood Hotel Group (the Rosewood Hotel Group). We are writing to 
you becaJ se you made a reservation at New World Hotels & Resorts between November 4, 2016 and March 9, 
2017. An ipcident has been identified involving unauthorized access to guest information associated with your hotel 
reservatior. This incident occurred on the systems of Sabre Hospitality Solutions (Sabre), a service provider used 
by the Rlewood Hotel Group. It did not affect the Rosewood Hotel Group's own systems. This letter contains 
informati n about what has happened and steps you can take to protect yourself against potential misuse of your 
informati n. We recommend that you review the information carefully. 

What Ha JIJened? 

The Rose ·ood Hotel Group uses Sabre to facilitate the booking of hotel reservations made by consumers and travel 
agents th pugh global distribution systems, the Rosewood Hotel Group booking site, online travel agencies, and 
similar booking services. Following an investigation, Sabre notified us on June 6, 2017 that an unauthorized party 
gained ac?ess to account credentials processed on its central reservations system (CRS) that permitted access to 
payment ~rd data and certain reservation information for some Rosewood Hotel Group reservations. 

The inves igation found that the unauthorized party first obtained access to Rosewood Hotel Group-related payment 
card and o

1

1er reservation information on November 4, 2016. The last access to this information was on March 7, 2017. 

W hat 1n~· rmation Was Involved'? 

The una. ut orized party was able to access payment card information for your hotel reservation, including cardholder 
name, pa ent card number, card expiration date, and potentially card security code. In some cases, the unauthorized 
par ty also was able to access guest name, email, phone number, address , and other information. Information such as 
Social Se, urity, passport, and driver's license number wa. s not accessed. 

What W1 Are Doing 

We are w0rking with Sabre to address this issue. We understand that Sabre engaged a leading cybersecurity firm to 
support it~ investigation. Sabre indicated that they also notified law enforcement and the payment card brands about 
this incident. 
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What You Can Do 

We recomf end that you remain vigilant for incidents of fraud and identity theft by regularly reviewing your account 
statement and monitoring free credit reports for any unauthorized activity. If you discover any suspicious or unusual 
activity o your accounts, be sure to report it immediately to your financial institutions, as the major credit card 
companid have rules that restrict them from requiring you to pay for fraudulent charges that are reported timely. 

In additio I, you may contact the Federal Trade Commission (FTC) or law enforcement authorities, such as your state 
attorney ~neral, to report incidents of identity theft or to learn about steps you can take to protect yourself from 
identity th~ft. You can contact the FTC at: 

Federal Tr~de Commission 
600 Pennsr lvania Avenue, NW 
Washington, DC 20580 
(877) IDT EFT (438-4338) 
https://ww 1.identitytheft.gov/ 

If you fin that your information has been misused, the FTC encourages you to file a complaint with the FTC and 
to take the e additional steps: (1) close the accounts that you have confirmed or believe have been tampered with or 
opened fr dulently, and (2) file and keep a copy of a local police report as evidence of the identity theft crime. 

Obtain Yor Credit Report 

You shoultl also monitor your credit reports. You may periodically obtain credit reports from each nationwide 
consumer teporting agency. If you discover inaccurate information or a fraudulent transaction on your credit report, 
you have tj1 e right to request that the consumer reporting agency delete that information from your credit report file. 

In additionp under federal law, you are entitled to one free copy of your credit report every 12 months from each of the 
three natior,wide consumer reporting agencies. You may obtain a free copy of your credit report by going to www. 
AnnualCreditReport.com or by calling (877) 322-8228. You also may complete the Annual Credit Report Request 
Fonn avai able from the FTC at https://www.consumer.ftc.gov/articles/pdf-0093-annual-report-request-form.pdf, 
and mail i to Annual Credit Report Request Service, P.O. Box 105281, Atlanta, GA 30348-5281. You may also 
contact an of the three major consumer reporting agencies to request a copy of your credit report. 

Place a Fr ud Alert or Security Freeze on Your Credit Report File 

In ad?itio11, you can obtain information fr?m the F!C: and the consumer reporting _a~encies about fraud aler_ts and 
secunty freezes. A fraud alert can make 1t more d1ff1cult for someone to get credit m your name because 1t tells 
creditors tb follow certain procedures to protect you, but it also may delay your ability to obtain credit. If you 
suspect yob may be a victim of identity theft, you may place a fraud alert in your file by calling just one of the three 
nationwid consumer reporting agencies listed below. As soon as that agency processes your fraud alert, it will notify 
the other tf o agencies, which then must also place fraud alerts in your file. An initial fraud alert will last 90 days. 
An extended alert stays in your file for seven years. To place either of these alerts, a consumer reporting agency will 
require yo~ to provide appropriate proof of your identity, which may include your Social Security number. If you ask 
for an extended alert, you will have to provide an identity theft report. 

Also, you I an contact the nationwide consumer reporting agencies regarding if and how you may place a security 
freeze on our credit report. A security freez e prohibits a consumer reporting agency from releasing information 
from your credit report without your prior written authorization, which makes it more difficult for unauthorized 
parties to qpen new accounts in your name. Please be aware, however, that placing a security freeze on your credit 
report may{ delay, interfere with, or prevent the timely approval of any requests you make for new loans, credit 
mortgages, employment, housing, or other services. The consumer reporting agencies have three business days after 
receiving request to place a security freeze on a consumer's credit report. You may be charged to place or lift a 
security freeze. Unlike a fraud alert, you must separately place a credit freeze on your credit file at each consumer 
reporting t mpany. 

You may c ntact the nationwide consumer reporting agencies at: 
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Equifax 
P.O. Box 105788 
Atlanta, GA 30348 
(800) 525-6285 
www.equifax.com 

Experian 
P.O. Box 9554 
Allen, TX 75013 
(888) 397-3742 
www.expenan.com 

Trans Union 
P.O. Box 2000 
Chester, PA 19016 
(800) 680-7289 
www.transunion.com 



I 

Please see the following pages for certain state-specific information. 

For More Information 

The priva y and protection of our guests' information is a matter we take very seriously. We apologize for any 
inconveni nee caused by this incident. If you have any questions regarding this issue or if you desire further 
informati n or assistance, please do not hesitate to contact us at 800-337-3913 or 503-597-7729, Monday through 
Friday, 24 hours a day. 

Sincerely, 

J. 
Symon Br die 
Group Ch ef Operations Officer 
Rosewoo Hotel Group 
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State-Snecific Information 

You may , ontact law enforcement or the Iowa Attorney General 's Office to report suspected incidents of identity 
theft. This office can be reached at: 

IF YOU IRE AN IOWA RESIDENT: 

Office of e Attorney General oflowa 
Hoover St te Office Building 
1305 E. Walnut Street 
Des Moin~s, IA 50319 
(515) 281- 164 
www.iowiattorneygeneral.gov 

IF YOU ~E A MARYLAND RESIDENT: 
You may dbtain information about avoiding identity theft from the Maryland Attorney General's Office. This office 
can be reat hed at: 

Office oft e Attorney General 
Consumer Protection Division 
200 St. Paml Place 
Baltimore, MD 21202 
(888) 743- ' 023 
www.mar landattorneygeneral.gov 

IF YOU E A MASSACHUSETTS RESIDENT: 
Under Ma sachusetts law, you have the right to obtain a police report in regard to this incident. lfyou are the victim 
of identity theft, you also have the right to file a police report and obtain a copy of it. 

Massachu etts law allows consumers to place a security freeze on their credit reports . If you have been a victim 
of identity~theft, and you provide the consumer reporting agency with a valjd police report, it cannot charge you to 
place, lift, or remove a security freeze. In all other cases, a consumer reporting agency may charge you up to $5.00 
each to pl ce, temporarily lift, or permanently remove a security freeze. To place a security freeze on your credit 
report, yo must send a written request to each of the three major consumer reporting agencies, Equifax, Experian, 
and TransUJnion, by regular, certified, or overnight mail at the addresses below: 

Equjfax I Experian TransUnion 
P.O. Box IP.5788 P.O. Box 9554 P.O. Box 2000 
Atlanta, G{\ 30348 Allen, TX 75013 Chester, PA 19016 
www.equi ax.com www.experian.com www.transunion.com 
(800) 525- 285 (888) 397-3742 (800) 680-7289 

To request a security freeze, you will need to provide the following information: 

1. your full name (including middle initial as well as Jr., Sr., II, III, etc.); 
2. Social ecurity number; 
3. date o~ birth ; 
4. if you f.ave moved in the past five years , the addresses where you have lived over the prior five years; 
5. proof ~f current address such as a current utility bill or telephone bill; 
6. a l egi~le photocopy of a government-issued identification card (state driver's license or ID card, military 

identification, etc.); 
7. if you hre a victim of identity theft, a copy of either the police report, investigative report, or complaint to a law 

enforc~ment agency concerning identity theft; 
8. if you are not a victim of identity theft, payment by check, money order, or credit card (Visa, Mastercard, 

Ameri , an Express, or Discover only). Do not send cash through the mail. 

The consu ' er reporting agencies have three business days after receiving your request to place a security freeze on 
your credit report. The consumer reporting agencies must also send written confirmation to you within five business 
days and p ·ovide you with a unique personal identification number (PIN) or password, or both, that can be used by 
you to aut orize the removal or I ifting of the. security freeze. 
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To lift the security freeze to allow a specific entity or individual access to your credit report, you must call or send 
a written ~equest to the consumer reporting agencies by mail and include proper identification (name, address, and 
Social Se urity number) and the PIN number or password provided to you when you placed the security freeze, 
as well as the identities of those entities or individuals you would like to receive your credit report or the specific 
period oft me you want the credit report available. The consumer reporting agencies have three business days after 
receiving r ur request to lift the security freeze for those identified entities or for the specified period of time. 

To re1~ovel the ~ecurity freeze, you 1~ust s_e~1d ~written request to each of ~be three: nationwide consumer reporting 
agencies br mail and mclude proper 1dentificat1on (name, address, and social secunty number) and the PIN number 
or passwot provided to you when you placed the security freeze. The consumer reporting agencies have three 
business d ys after receiving your request to remove the security freeze. 

IF YOU E A NEW MEXICO RESIDENT: 
You have ·ghts under the federal Fair Credit Reporting Act (FCRA). These include, among others, the right to know 
what is in Eur file; lo dispute incomplete or inaccurate information; and to have consumer reporting agencies correct 
or delete i accurate, incomplete, or unverifiable information. For more information about the FCRA, please visit 
https://wwl .consumer.ftc.gov/articles/pdf-0096-fair-credit-reporting-act.pdf or www.ftc.gov. 

Jn Additiol New Mexico Consumers Have the Right to Obtain a Security Freeze or Submit a Declaration of Removal 

You may obi tain a security freeze on your credit report to protect your privacy and ensure that credit is not granted in 
your name without your knowledge. You may submit a declaration ofremoval to remove information placed in your 
credit repoc as a result of being a victim of identity theft. You have a right to place a security freeze on your credit 
report or s l bmit a declaration ofremoval pursuant to the Fair Credit Reporting and Identity Security Act. 

The securi~y freeze will prohibit a consumer reporting agency from releasing any information in your credit report 
without yopr express authorization or approval. The security freeze is designed to prevent credit, loans, and services 
from bein~ approved in your name without your consent. When you place a security freeze on your credit report, you 
will be pr vided with a personal identification number, password, or similar device to use if you choose to remove 
the freeze on your credit report or to temporarily authorize the release of your credit report to a specific party or 
part ies or or a specific period of time after the freeze is in place. To remove the freeze or to provide authorization 
for the te porary release of your credit report, you must contact the consumer reporting agency and provide all of 
the followi g: 

1. the un~que personal identification number, password, or similar device provided by the consumer reporting agency; 
2. properl identification to verify your identity; 
3. information regarding the third party or parties who are to receive the credit report or the period of time for 

which 1 he credit report may be released to users of the credit report; and 
4. pay me t of a fee, if applicable. 

A consum~r reporting agency that receives a request from a consumer to lift temporarily a freeze on a credit report 
shall comp y with the request no later than three business days after receiving the request. A consumer reporting agency 
shall comp y with the request within 15 minutes of receiving the request by a secure electronic method or by telephone. 

A security freeze does not apply in all circumstances, such as where you have an existing account relationship and 
a copy of your credit report is requested by your existing creditor or its agents for certain types of account review, 
collection, ~raud control, or similar activitie. s; for use in setting or adjusting an insurance rate or claim or insurance 
underwriti r,g; for certain governmental purposes; and for purposes of prescreening as defined in the FCRA. 

If you are ~ctively seeking a new credit, loan, utility, telephone, or insurance account, you should understand that the 
procedure involved in lifting a security freeze may slow your own applications for credit. You should plan ahead and 
lift a freez , either completely if you are shopping around or specifically for a certain creditor, with enough advance 
notice before you apply for new credit for the lifting to take effect. You should contact a consumer reporting agency 
and reque~ it to lift the freeze at least three business days before applying. If you contact a consumer reporting 
agency by secure electronic method or by telephone, the consumer reporting agency should lift the freeze within 15 
minutes. pu have a right to bring a civil action against a consumer reporting agency that violates your rights under 
the Fair Credit Reporting and Identity Security Act. 

To place a ecurity fre.eze on your credit report, you must send a request to each of the three major consumer reporting 
agencies: Equifax, Experian, and TransUnion. Contact these agencies using the contact information provided in the 
enclosed I tter. 

50475 v.03 06.30. 017 



IF YOU lE A NORTH CAROLINA RESIDENT: 
Yo1:1 may ol1btain information about preventing identity theft from the North Carolina Attorney General 's Office. This 
office can be reached at: 

North Carplina Department of Justice 
Attorney <General's Office 
9001 Ma~1l Service Center 
Ra leigh, C 27699-9001 
(877) 566 226 
http://ww .ncdoj.gov 

IF YOU 1R~ AN ORE~ON RESIDEN'!: . . . . 
You may ~btam mformat1on about preventmg identity theft from the Oregon Attorney General 's Office. This office 
can be reT hed at: 

Oregon Df.partment of Justice 
1162 Cour~ Street NE 
Salem, 01197301-4096 
(503) 378-f 400 
http://ww ·.doi.state.or.us/ 

IF YOU 1:RE A RHODE ISLAND RESIDENT: 
You may o!ontact law enforcement, such as the Rhode Island Attorney General's Office, to report incidents of identity 
theft or to learn about steps you can take to protect yourself from identity theft. You can contact the Rhode Island 
Attorney I eneral at: 

RI Office ~of the Attorney General 
150 South Main Street 
Providenc , RI 02903 
(401) 274- 400 
www.riagJri.gov/ 

You may t btain a security freeze on your credit report to protect your privacy and ensure that credit is not granted in 
your nam without your knowledge. You have a right to place a security freeze on your credit report pursuant to the 
Identity T eft Prevention Act of 2006. 

The securlty freeze will prohibit a consumer reporting agency from releasing any information in your credit report 
without yqur express authori zation or approval. The security freeze is designed to prevent credit, loans, and services 
from being approved in your name without your consent. When you place a security freeze on your credit report, 
within five business days you will be provided a personal identification number or password to use if you choose 
to remove I the free. ze on your credit report or to temporarily authorize the release of your credit report for a specific 
period of time after the freeze is in place. To provide that authorization, you must contact the consumer reporting 
agency antl provide all of the following: 

1. the u~que personal identification number or password provided by the consumer reporting agency; 
2. prope~ identification to verify your identity; and 
3. the proper information regarding the period of time for which the report shall be available to users of the credit 

reportt 

A consu111er reporting agency that receives a request from a consumer to temporarily lift a freeze on a credit report 
shall comply with the request no later than three business days after receiving the request. A security freeze does 
not apply to circumstances where you have an existing account relationship and a copy of your report is requested 
by your e11 isting creditor or its agent.s or affiliates for certain types of an account review, collection, fraud control, 
or similar activities. 

If you are actively seeking a new credit, loan, utili ty, telephone, or insurance account, you should understand that the 
procedure} involved in lifting a security freeze may slow your own applications for credit. You should plan ahead 
and lift a ~reeze -- either completely, if you are shopping around, or specifically for a certain creditor -- with enough 
advance nr tice before you apply for new credit for the lifting to take effect. 

You have right to bring a civil action against someone who violates your rights under the credit reporting laws. The 
action ca1 be brought against a consumer reporting agency or a user of your credit report. 
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Unless yo are 65 years of age or older, or you are a victim of identity theft with an incident report or complaint from 
a law enfo1 cement agency, a consumer reporting agency has the right to charge you up to $10.00 to place a freeze on 
your credi report; up to $10.00 to temporarily lift a freeze on your credit report, depending on the circumstances; and 
up to $10. 0 to remove a freeze from your credit report. If you are 65 years of age or older or are a victim of identity 
theft with a valid incident report or complaint, you may not be charged a fee by a consumer reporting agency for 
placing, te porarily lifting, or removing a freeze. 

To place a ecurity freeze on your credit report, you must send a request to each of the three major consumer reporting 
agencies: ~quifax, Experian, and TransUnion. These agencies can be contacted using the contact information 
provided above. 

To reques a security freeze, you may need to provide the following information: 

1. your f 11 name (including middle initial as well as Jr., Sr., II, III, etc.); 
2. Social Security number; 
3. date o birth; 
4. complete address; 

)6-. prior~(~d)drfe_sdses; .f. . ( d . ' 1· ID d ·1· .d .f. . b. I .f. ) . proo11 s o I enh 1cat1011 state nver s 1cense or car , m1 1tary 1 .entl ·1cation, irt 1 cert1 1cate etc. ; 
7. if you lare a victim of identity theft, a copy of either the police report, investigative report, or complaint to a law 

enforcbment agency concerning identity theft; and 
8. if you are not a victim of identity theft, payment by check, money order, or credit card (Visa, Mastercard, 

Amer can Express or Discover only). 

Do not se d cash through the mail. 
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ROSEWt)OD 
HOTEL GROG!' 

Return Mail Processing Center 
PO Box 6J36 
Por tland, <bR 97228-6336 

<<Mail I >> 
<<Name>­
<<Addrcs. J>> 
<<AJdres 2>> 
<<Citv>> <ST>><<ZIP>> 
<<Cottntr. ·>> 

Dear <<N me>>: 

<<Date>> 

NOTICE OF DATA BREACH 

Pentahote s is part of Rosewood Hotel Group (the Rosewood Hotel Group). We are writing to you because you 
made a reservation at Pentahotels between November 3, 2016 and March 9, 2017. An incident has been identified 
involving hnauthorized access to guest information associated with your hotel reservation. This incident occurred 
on the sysk ms of Sabre Hospitality Solutions (Sabre), a service provider used by the Rosewood Hotel Group. It did 
not affect fhe Rosewood Hotel Group's own systems. This letter contains information about what has happened and 
steps you can take to protect yourself against potential misuse of your information. We recommend that you review 
the inforrtiation carefully. 

What Ha~pened? 
The Rose-rood Hotel Group uses Sabre to facilitate the booking of hotel reservations made by consumers and travel 
agents thrbugh global distribution systems, the Rosewood Hotel Group booking site, online travel agencies, and 
sim ilar bobking services. Following an investigation, Sabre notified us on June 6, 2017 that an unauthorized party 
gained ad ess to account credentials processed on its central reservations system (CRS) that permitted access to 
payment c~rd data and certain reservation information for some Rosewood Hotel Group reservations. 

What Inf~rmation Was Involved'? 
I 

The unautj:iorized party was able to access payment card information for your hotel reservation, including cardholder 
na me, paylnent card number, card expiration date, and potentially card security code. In some cases, the unauthorized 
par ty also lwas able to access guest name, email, phone number, address, and other information. Information such as 
Social Sedurity, passport, and driver 's license number was not accessed. 

What We lAre Doing 
We are working with Sabre to address this issue. We understand that Sabre engaged a leading cybersecurity firm to 
support it~ investigation. Sabre indicated that they also notified law enforcement and the payment card brands about 
this incidj t. 

What Yo~ Can Do 
We recomlnend that you remain vigilant for incidents of fraud and identity theft by regularly reviewing your account 
statement~ and monitoring free credit reports for any unauthorized activity. If you discover any suspicious or unusual 
activ ity 0111 your accounts, be sure to report it immediately to your financial institutions, as the m~jor credit card 
companies have rules that restrict them from requiring you to pay for fraudulent charges that are reported timely. 

In additiol you may contact the Federal Trade Commission (FTC) or law enforcement authorities, such as your state 
attorney gjeneral, to report incidents of identity theft or to learn about steps you can take to protect yourself from 
identity tt ft . You ca~ c~ntact the FTC at: 

Federal T de Comm1ss1on 
600 Penns lvania Avenue, NW 
Washington, DC 20580 · 
(877) IDTf EFT (438-4338) 
https://w\ w.identitytheft.gov/ 
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If you find that your information has been misused, the FTC encourages you to file a complaint with the FTC and 
to take th9se additional steps: (I) close the accounts that you have confirmed or believe have been tampered with or 
opened fraudulently, and (2) file and keep a copy of a local police report as evidence of the identity theft crime. 

Obtain roLr Credit Report 

You shoufb also monitor your credit reports. You may periodically obtain credit reports from each nationwide 
consumer eporting agency. If you discover inaccurate information or a fraudulent transaction on your credit report, 
you have t e right to request that the consumer reporting agency delete that information from your credit report file . 

In additioljl, under federal law, you are entitled to one free copy of your credit report every 12 months from each 
of the thr9e natio~wide consumer reporting agencies. You may obtain a free copy of your credit r~port by going to 
www.Anf alCred1tReport.com or by callmg (877) 322-8228. You also may complete the Annual Credit Report Request 
Form avai · ble from the FTC at https://www.consumer.ftc.gov/articles/pdf-0093-annual-report-request-form.pdf, and 
mail it to nnual Credit Report Request Service, P.O. Box 105281, Atlanta, GA 30348-5281. You may also contact any 
of the thre . m~jor consumer reporting agencies to request a copy of your credit report. 

Place a F. laud Alert or Security Freeze on Your Credit Report File 

In additio~ , you can obtain information from the FTC and the consumer reporting agencies about fraud alerts and 
security f~eezes . A fraud alert can make it more difficult for someone to get credit in your name because it tells 
creditors ~o follow certain procedures to protect you, but it also may delay your ability to obtain credit. If you 
suspect you may be a victim of identity theft, you may place a fraud alert in your file by calling just one of the three 
na1ionwid~ consumer reporting agencies listed below. As soon as that agency processes your fraud alert, it will notify 
the other o agencies, which then must also place fraud alerts in your file. An initial fraud alert will last 90 days. 
An exten~ed alert stays in your file for seven years. To place either of these alerts, a consumer reporting agency will 
require yop to provide appropriate proof of your identity, which may include your Social Security number. If you ask 
for an extended alert, you will have to provide an identity theft report. 

Also, you lean contact the nationwide consumer reporting agencies regarding if and how you may place a security 
freeze on ~our credit report. A security freeze prohibits a consumer reporting agency from releasing information 
from you~ credit report without your prior written authorization, which makes it more difficult for unauthorized 
parties to ppen new accounts in your name. Please be aware, however, that placing a security freeze on your credit 
report ma~ delay, interfere with, or prevent the timely approval of any requests you make for new loans, credit 
mortgage , employment, housing, or other services. The consumer reporting agencies have 3 business days after 
receiving request !o place a security freeze on a consumer's credit '.eport. You may be c~ar~ed to place or lift a 
secunty f eeze. Unlike a fraud alert, you must separately place a credit freeze on your credit file at each consumer 
reporting company. 

You may ontact the nationwide consumer reporting agencies at: 

Equifax 
P.O. Box 105788 
Atlanta, GA 30348 
(800) 525-6285 
www.equifax.com 

Experian 
P.O. Box 9554 
Allen. TX 75013 
(888) 397-3'.42 
www.expenan.com 

Please se the following pages for certain state-specific information . 

For Mor Information 

Trans Union 
P.O. Box 2000 
Chester, PA 19016 
(800) 680-7289 
www.transunion.com 

The privacy and protection of our guests' information is a matter we take very seriously. We apologize for any 
inconvenif nee caused by this incident. If you have any questions regarding this issue or if you desire further 
informati~n or assistance, please do not hesitate to contact us at 800-956-4164 or 503-597-7707, 24 hours a day, 
Monday t rough Friday. 

Sincerely, 

Symon B 
1
idle 

Chief Operations Officer 
Rosewood Hotel Group 

" = , " oo J ro,, 



State-Snecific Information 

IF YOU 4 RE AN IOWA RESIDENT: 
You may f Ontact law enforcement or the Iowa Attorney General's Office to report suspected incidents of identity 
theft. This office can be reached at: 
Office ofthe Attorney General oflowa 
Hoover ~ Ste Office Building 
1305 E. alnut Street 
Des Moin s, IA 50319 
(515) 281-$164 
www.iowi attorneygeneral.gov 

IF YOU ~RE A MARYLAND RESIDENT: 
You may q>btain information about avoiding identity theft from the Maryland Attorney General's Offic.e. This office 
can be reached at: 

Office of the Attorney General 
Consume~ Protection Division 
200 St. Pa

1
ul Place 

Bal timore MD 21202 
(888) 743-i0023 
www.maqylandattorneygeneral.gov 

IF YOU ~E A MASSACHUSETTS RESIDENT: 
Under Ma

1
ssachusetts law, you have the right to obtain a police report in regard to this incident. If you are the victim 

of identil theft, you also have the right to file a police report and obtain a copy of it. 

Massachusetts law allows consumers to place a security freeze on their credit reports . If you have been a victim 
of i.dentit~1 theft, and you provide the consumer reporting agency with a valid police report, it cannot charge you to 
place, lift or remove a security freeze. In all other cases, a consumer reporting agency may charge you up to $5.00 
each to pl ce, temporarily lift, or permanently remove a security freeze. To place a security freeze on your credit 
report, yo, must send a written request to each of the three major consumer reporting agencies, Equifax, Experian, 
and Trans nion, by regular, certified, or overnight mail at the addresses below: 

Equifax 
P.O. Box 105788 
Atlanta, GA 30348 
www.equifax.com 
(800) 525-6285 

Experian 
P.O. Box 9554 
Allen, TX 75013 
www.expenan .com 
(888) 397-3742 

Trans Union 
P.O. Box 2000 
Chester, PA 19016 
www.transunion.com 
(800) 680-7289 

To reques a security freeze, you will need to provide the following information: 

l. your 11 name (including middle initial as well as Jr., Sr., II, Ill, etc.); 
2. Socia Security number; 
3. date f birth; 
4. if you have moved in the past five years, the addresses where you have lived over the prior five years; 
5. proof of current address such as a current utility bill or telephone bill; 
6. a leg~[ le photocopy of a government-issued identification card (state driver's license or ID card, military 

identifi cation, etc.); 
7. if ym~ are a victim of identity theft, a copy of either the police report, investigative report, or complaint to a law 

enfornement agency concerning identity theft; 
8. if yo~ are not a victim of identity theft, payment by check, money order, or credit card (Visa, Mastercard, 

American Express, or Discover only). Do not send cash through the mail. 

The cons4mer reporting agencies have three business days after receiving your request to place a security freeze on 
your cred~t report. The consumer reporting agencies must also send written confirmation to you within five business 
days and provide you with a unique personal identification number (PIN) or password, or both, that can be used by 
you to auV 1orize the removal or lifting of the security freeze. 
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To lift the security freeze to allow a specific entity or individual access to your credit report, you must call or send 
a written 1equest to the consumer reporting agencies by mail and include proper identification (name, address, and 
Social SeJurity number) and the PIN number or password provided to you when you placed the security freeze, 
as well as the identities of those entities or individuals you would like to receive your credit report or the specific 
period of ime you want the credit report available. The consumer reporting agencies have three business days after 
receiving your request to lift the security freeze for those identified entities or for the specified period of time. 

To removJ the security freeze , you must send a written request to each of the three nationwide consumer reporting 
agencies tzy mail and include proper identification (name, address, and social security number) and the PIN number 
or passw~[d provided to you when you placed the security freeze. The consumer reporting agencies have three 
business dj ys after receiving your request to remove the security freez.e. 

IF YOU ~E A NEW MEXICO RESIDENT: 
You have ~ights under the federal Fair Credit Reporting Act (FCRA). These include, among others, the right to know 
what is in ,rour file; to dispute incomplete or inaccurate information; and to have consumer reporting agencies correct 
or deletef accurate, incomplete, or unverifiable information. For more information about the FCRA, please visit 
https://w w.consumer.ftc.gov/articles/pdf-0096-fair-credit-reporting-act.pdf or www.ftc.gov. 

Jn Addition, New Mexico Consumers Have the Right to Obtain a Security Freeze or Submit a Declaration of Removal 

You may btain a security freeze on your credit report to protect your privacy and ensure that credit is not granted in 
your nam . without your knowledge. You may submit a declaration ofremoval to remove information placed in your 
credit rep~rt as a result of being a victim of identity theft. You have a right to place a security freeze on your credit 
report or ubmit a declaration ofremoval pursuant to the Fair Credit Reporting and Identity Security Act. 

The securftY freeze will prohibit a consumer reporting agency from releasing any information in your credit report 
without your express authorization or approval. The security freeze is designed to prevent credit, loans, and services 
from being approved in your name without your consent. When you place a security freeze on your credit report, you 
will be pivided with a personal identification number, password, or similar device to use if you choose to remove 
the freeze on your credit report or to temporarily authorize the release of your credit report to a specific party or 
parties or for a specific period of time after the freeze is in place. To remove the freeze or to provide authorization 
for the te porary release of your credit report, you must contact the consumer reporting agency and provide all of 
the follow ng: 

1. the u ·que personal identification number, password, or similar device provided by the consumer reporting agency; 
2. prope identification to verify your identity; 
3. infor;ration regarding the third party or parties who are to receive the credit report or the period of time for 

whicllj the credit report may be released to users of the credit report; and 
4. payment of a fee, if applicable. 

A consunJer reporting agency that receives a request from a consumer to lift temporarily a freeze on a credit report 
shall com ly with the request no later than three business days after receiving the request. A consumer reporting agency 
shall com 1 ly with the request within 15 minutes of receiving the request by a secure electronic method or by telephone. 

A ecuri freeze does not apply in all circumstances, such as where you have an existing account relationship and 
a copy of our credjt report is requested by your existing creditor or its agents for certain types of account review, 
collection fraud control, or similar activities; for use in setting or adjusting an insurance rate or claim or insurance 
underwrit:· ng; for certain governmental purposes; and for purposes of prescreening as defined in the FCRA. 

If you are actively seeking a new credit, loan, utility, telephone, or insurance account, you should understand that the 
procedures involved in lifting a security freeze may slow your own applications for credit. You should plan ahead and 
lift a freet~, either completely if you are shopping around or specifically for a certain creditor, with enough advance 
notice betbre you apply for new credit for the lifting to take effect. You should contact a consumer reporting agency 
and reque!st it to lift the freeze at least three business days before applying. If you contact a consumer reporting 
agency b a secure electronic method or by telephone, the consumer reporting agency should lift the freeze within 15 
minutes. ou have a right to bring a civil action against a consumer reporting agency that violates your rights under 
the Fair C edit Reporting and Identity Security Act. 

To place a security freeze on your credit report, you must send a request to each of the three major consumer reporting 
agencies: qui fax , Experian, and TransUnion. Contact these agencies using the contact information provided in the 
enclosed 1 ttec. 
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IF YOU E A NORTH CAROLINA RESIDENT: 
You may dbtain information about preventing identity theft from the North Carolina Attorney General's Office. This 
office can lbe reached at: 

North Car~lina Department of Justice 
Attorney <General's Office 
9001 Ma~·1 Service Center 
Raleigh, C 27699-9001 
(877) 566 226 
http://ww .ncdoj.gov 

IF YOU 4 RE AN OREGON RESIDENT: 
You may obtain information about preventing identity theft from the Oregon Attorney General's Office. This office 
can be reabhed at: 

Oregon Drpartment of Justice 
1162 Cou!lt Street NE 
Salem, O~ 97301-4096 
(503) 378-f 400 
http://ww .dqj .state.or.us/ 

IF YOU 1 RE A RHODE ISLAND RESIDENT: 
You may contact law enforcement, such as the Rhode Island Attorney General's Office, to report incidents of identity 
theft or to! learn about steps you can take to protect yourself from identity theft. You can contact the Rhode Island 
Attorney General at: 

RI Office Lf the Attorney General 
150 South l~ain Street 
Providence, RI 02903 
(401) 274- 400 
www.riagr .gov/ 

You may , btain a security freeze on your credit report to protect your privacy and ensure that credit is not granted in 
your nam~ without your knowledge. You have a right to place a security freeze on your credit report pursuant to the 
Identity T eft Prevention Act of 2006. 

Tb security freeze will prohibit a consumer reporting agency from releasing any information in your credit report 
without yqur express authorization or approval. The security freeze is designed to prevent credit, loans, and services 
from being approved in your name without your consent. When you place a security freeze on your credit report, 
within five business days you will be provided a personal identification number or password to use if you choose 
to removel-the freeze on your credit report or to temporarily authorize the release of your credit report for a specific 
period of time after the freeze is in place. To provide that authorization, you must contact the consumer reporting 
agency anr. provide all of the following: 

1. the unique personal identification number or password provided by the consumer reporting agency; 
2. prope identification to verify your identity; and 
3. the p 1oper information regarding the period of time for which the report shall be available to users of the 

credit report. 

A consu er reporting agency that receives a request from a consumer to temporarily lift a freeze on a credit report 
shall comply with the request no later than three business days after receiving the request. A security freeze does 
not apply} o circumstances where you have an existing account relationship and a copy of your report is requested 
by your e ·isting creditor or its agent.s or affiliates for certain types of an account review, collection, fraud control, 
or similar activities. 

If you are ctively seeking a new credit, loan, utility, telephone, or insurance account, you should understand that the 
procedurt15 involved in lifting a security freeze may slow your own applications for credit. You should plan ahead 
and lift a freeze -- either completely, if you are shopping around, or specifically for a certain creditor -- with enough 
advance 1 btice before you apply for new credit for the lifting to take effect. 
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You havel right to bring a civil action against someone who violates your rights under the credit reporting laws. The 
action ca be brought against a consumer reporting agency or a user of your credit report. 

Unless yo . are 65 years of age or older, or you are a victim of identity theft with an incident report or complaint from 
a law enfo~cement agency, a consumer reporting agency has the right to charge you up to $10.00 to place a freeze on 
your credi report; up to $10.00 to temporarily lift a freeze on your credit report, depending on the circumstances; and 
up to $10. 1 0 to remove a freeze from your credit report. If you are 65 years of age or older or are a victim of identity 
theft with a valid incident report or complaint, you may not be charged a fee by a consumer reporting agency for 
placing, temporarily lifting, or removing a freeze. 

To place a security freeze on your credit report, you must send a request to each of the three major consumer reporting 
agencies: quifax, Experian, and TransUnion. These agencies can be contacted using the contact information 
provided 1bove. 

To reques · a security freeze, you may need to provide the following information: 

1. your ~11 name (including middle initial as well as Jr. , Sr., II, III, etc.); 
2. Socia Security number; 
3. date o birth; 
4. comp~ete address; 
5. prior addresses; 
6. proof! s) of identification (state driver's license or ID card, military identification, birth certificate etc.); 
7. if you are a victim of identity theft, a copy of either the police report, investigative report, or complaint to a law 

enfor ement agency concerning identity theft; and 
8. if yo1.1; are not a victim of identity theft, payment by check, money order or credit card (Visa, Mastercard, 

Amerr an Express, or Discover). 

Do not se d cash through the mail. 
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ROSI WOOD 
l!(J T' I . !;RO U P 

Return M~il Processing Center 
PO Box 6~36 
Por tland, OR 97228-6336 

<<\fail r >> 
<<'\larne>" 
<<Addres J >> 
<<Addres ·2>> 
<<Citv>> ~<ST>><<ZIP>> 
<<Coimtr ·>> 

T.)ear <<N me>>: 

<<Date>> 

NOTICE OF DATA BREACH 

We are writing to you because you made a reservation at Rosewood Hotels & Resorts between November 3, 2016 
and March 9, 2017. An incident has been identified involving unauthorized access to guest information associated 
with your lhotel reservation. This incident occurred on the systems of Sabre Hospitality Solutions (Sabre), a service 
provider Jsed by the Rosewood Hotel Group. It did not affect the Rosewood Hotel Group's own systems. This letter 
contains ihformation about what has happened and steps you can take to protect yourself against potential misuse of 
your infol

1 

nation. We recommend that you review the information carefully. 

What Ha pened? 

The Rose · :ood Hotel Group uses Sabre to facilitate the booking of hotel reservations made by consumers and travel 
agents th11 ugh global distribution systems, the Rosewood Hotel Group's booking site, online travel agencies , and 
similar booking services. Following an investigation, Sabre notified us on June 6, 2017 that an unauthorized party 
gained act ess to account credentials processed on its central reservations system (CRS) that permitted access to 
payment ard data and certain reservation information for some Rosewood Hotel Group reservations. 

The inves igation found that the unauthorized party first obtained access to Rosewood Hotel Group-related payment 
card and l ther reservation information on November 3, 2016. The last access to this information was on March 7, 2017. 

What Inirmation Was Involved'! 

The unau horized party was able to access payment card information for your hotel reservation, including cardholder 
name, pa 1ment card number, card expiration date, and potentially card security code. In some cases, the unauthorized 
par ty als was able to access guest name, email, phone number, address, and other information. Information such as 
Social Se<eurity, passport, and driver's license number was not accessed. 

What WjAre Doing 

We are w ' rking with Sabre to address this issue. We understand that Sabre engaged a leading cybersecurity firm to 
support it investigation. Sabre indicated that they also notified law enforcement and the payment card brands about 
this incidj°t. 

What Yof can Do 

We reco1~mend that you remain vigilant for incidents of fraud and identity theft by regularly reviewing your account 
statement and monitoring free credit reports for any unauthorized activity. If you discover any suspicious or unusual 
activity o your accounts, be sure to report it immediately to your financial institutions, as the major credit card 
companie have rules that restrict them from requiring you to pay for fraudulent charges that are reported timely. 

,~,.~~I~,, 



In additio~, you may contact the Federal Trade Commission (FTC) or law enforcement authorities, such as your state 
attorney general, to report incidents of identity theft or to learn about steps you can take to protect yourself from 
identity t1

1 

ft. You can contact the FTC at: 

Federal Tr de Commission 
600 Penns. lvania A venue, NW 
Washingt n, DC 20580 
(877) lDTlfEFT (438-4338) 
https://wWiw.identitytheft.gov/ 

I 
If you fin1 that your information has been misused, the FTC encourages you to file a complaint with the FTC and 
to take th se additional steps: (1) close the accounts that you have confirmed or believe have been tampered with or 
opened fr udulently, and (2) file and keep a copy of a local police report as evidence of the identity theft crime. 

Obtain Yo tr Credit Report 

Yo shou also monitor your credit reports. You may periodically obtain credit reports from each nationwide 
consumer eporting agency. If you discover inaccurate information or a fraudulent transaction on your credit report, 
you have tie right to request that the consumer reporting agency delete that information from your credit report file. 

In additio~, under federal law, you are entitled to one free copy of your credit report every 12 months from each 
of the thr~e nationwide consumer reporting agencies. You may obtain a free copy of your credit report by going to 
www.AnnµaJCreditReport.com or by calling (877) 322-8228. You also may complete the Annual Credit Report Request 
Form. avai~able from the FTC at bttps://ww""'.·consumer.ftc.gov/articles/pdf-0093-annual-report-request-form.pdf, and 
mail it to · nnual Credit Report Request Service, P.O. Box 105281 , Atlanta, GA 30348-5281. You may also contact any 
of the tbre major consumer reporting agencies to request a copy of your credit report. 

Place a Ff aud Alert or SecurUy Freeze on Your CredU Report FUe 
In addition, you can obtain information from the FTC and the consumer reporting agencies about fraud alerts and 
security f 1eezes. A fraud alert can make it more difficult for someone to get credit in your name because it tells 
creditors o follow certain procedures to protect you, but it also may delay your ability to obtain credit. If you 
suspect y~u may be a victim of identity theft, you may place a fraud alert in your file by calling just one of the three 
nationwid consumer reporting agencies listed below. As soon as that agency processes your fraud alert, it will notify 
the other wo agencies, which then must also place fraud alerts in your file . An initial fraud alert will last 90 days. 
An extencled alert stays in your file for seven years. To place either of these alerts, a consumer reporting agency will 
require yo~ to provide appropriate proof of your identity, which may include your Social Security number. If you ask 
for an extt?nded alert, you will have to provide an identity theft report. 

Also, you can contact the nationwide consumer reporting agencies regarding if and how you may place a security 
freeze on our credit report. A security freeze prohibits a consumer reporting agency from releasing information 
from you credit report without your prior written authorization, which makes it more difficult for unauthorized 
par ties to pen new accounts in your name. Please be aware, however, that placing a security freeze on your credit 
report ma delay, interfere with, or prevent the timely approval of any requests you make for new loans, credit 
mortgages, employment, housing, or other services. The consumer reporting agencies have three business days after 
receiving f request to place a security freeze on a consumer's credit report. You may be charged to place or lift a 
security freeze. Unlike a fraud alert, you must separately place a credit freeze on your credit file at each consumer 
reporting bompany. 

v I h . .d . . i.ou may eontact t e nahonw1 e consumer reportmg agencies at: 

Equifax 
P.O. Box 105788 
Atlanta, GA 30348 
(800) 525-6285 
www.equifax.com 

Experian 
P.O. Box 9554 
Allen, TX 75013 
(888) 397-3742 
www.expenan .com 

Please see the following pages for certain state-specific information. 
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Trans Union 
P.O. Box 2000 
Chester, PA 19016 
(800) 680-7289 
www.transunion.com 



For More Information 

The priva y and protection of our guests' information is a matter we take very seriously. We apologize for any 
inconveni nee caused by this incident. If you have any questions regarding this issue or if you desire further 
informati nor assistance, please do not hesitate to contact us at 800-340-0794 or 1-503-597-5600, Monday through 
Friday, 24 hours a day. 

Sincerely, 

d. 
Symon Br die 
Group Ch ef Operations Officer 
Rosewoo Hotel Group 
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State-Snecific Information 

IF YOU .4RE AN IOWA RESIDENT: 
You may ~ontact law enforcement or the Iowa Attorney General's Office to report suspected incidents of identity 
theft. This office can be reached at: 
Office oft e Attorney General of Iowa 
Hoover ~,trte Office Building 
1305 E. wplnut Street 
Des Moin~s, IA 50319 
(5 15) 281-~ 164 
www.iowaattorneygeneral.gov 

IF YOU ~E A MARYLAND RESIDENT: 
You may obtain information about avoiding identity theft from the Maryland Attorney General's Office. This office 
can be reabhed at: 

Office of e Attorney General 
Consume Protection Division 
200 St. Pa l Place 
Baltimore MD 21202 
(888) 743-1 023 
www.marylandattorneygeneral.gov 

IF YOU kE A MASSACHUSETTS RESIDENT: 
Under Ma~sachusetts law, you have the right to obtain a police report in regard to this incident. If you are the victim 
of identi1 theft, you also have the right to file a police report and obtain a copy of it. 

Massachusetts law allows consumers to place a security freeze on their credit reports . If you have been a victim 
of identit~theft, and you provide the consumer reporting agency with a valid police report, it cannot charge you to 
place, lift, or remove a security freeze. In all other cases, a consumer reporting agency may charge you up to $5.00 
each to pl ce, temporarily lift, or permanently remove a security freeze. To place. a security freeze on your credit 
report, yo\i must send a written request to each of the three major consumer reporting agencies, Equifax, Experian, 
and Trans nion, by regular, certified, or overnight mail at the addresses below: 

E<Jiuifax 
P.O. Box 105788 
A lanta, GA 30348 
w rw.equifax.com 
(8 0) 525-6285 

Experian 
P.O. Box 9554 
Allen, TX 75013 
www.expenan.com 
(888) 397-3742 

TransUnion 
P.O. Box 2000 
Chester, PA 19016 
www.transunion .com 
(800) 680-7289 

To reques a security freeze, you will need to provide the following information: 

l. your 11 name (including middle initial as well as Jr., Sr., II, Ill, etc.); 
2. Socia~Security number; 
3. date o birth; 
4. if you have moved in the past five years, the addresses where you have lived over the prior five years; 
5. proof , f current address such as a current utility bill or telephone bill; 
6. a legi~le photocopy of a government-issued identification card (state driver's license or ID card, military 

identi ication, etc.); 
7. if you are a victim of identity theft, a copy of either the police report, investigative report, or complaint to a law 

enforqement agency concerning identity theft; 
8. if you are not a victim of identity theft, payment by check, money order, or credit card (Visa, Mastercard, 

Amerlcan Express, or Discover only). Do not send cash through the mail. 

The consJ mer reporting agencies have three business days after receiving your request to place a security freeze on 
your credf report. The consumer reporting agencies must also send written confirmation to you within five business 
days and ' rovide you with a unique personal identification number (PIN) or password, or both, that can be used by 
you to aut orize the removal or lifting of the security freeze. 
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To lift the security freeze to allow a specific entity or individual access to your credit report, you must call or send 
a written qequest to the consumer reporting agencies by mail and include proper identification (name, address, and 
Social Sedurity number) and the PIN number or password provided to you when you placed the security freeze, 
as well as [the identities of those entities or individuals you would like to receive your credit report or the specific 
period of t~'.:1e you want the credit report available. The consumer reporting agencies have three business days after 
receiving l°ur request to lift the security freeze for those identified entities or for the specified period of time. 

To remov9 the security freeze , you must send a written request to each of the three nationwide consumer reporting 
agencies br mail and include proper identification (name, address, and social security number) and the PIN number 
or password prov ided to you when you placed the security freeze. The consumer reporting agencies have three 
business dr ys after receiving your request to remove the security freeze. 

IF YOU AAE A NEW MEXICO RESIDENT: 
You have ~ights under the federal Fair Credit Reporting Act (FCRA). These include, among others, the right to know 
what is in your file; to dispute incomplete or inaccurate information; and to have consumer reporting agencies correct 
or delete ipaccurate, incomplete, or unverifiable information. For more information about the FCRA, please visit 
https://wwiw.consumer.ftc.gov/articles/pdf-0096-fair-credit-reporting-act.pdf or www.ftc.gov. 

In Addm+ New Mexico Consumers Hove the R;ght to Obtain a SecurUy Freeze or Submit a Declara Uon of Rem ova/ 

You may 9btain a security freeze on your credit report to protect your privacy and ensure that credit is not granted in 
your name without your knowledge. You may submit a declaration ofremoval to remove information placed in your 
credit repdrt as a result of being a victim of identity theft. You have a right to place a security freeze on your credit 
report or sl bmit a declaration ofremoval pursuant to the Fair Credit Reporting and Identity Security Act. 

The security freeze will prohibit a consumer reporting agency from releasing any information in your credit report 
without ydur express authorization or approval. The security freeze is designed to prevent credit, loans, and serv ices 
from being approved in your name without your consent. When you place a security freeze on your credit report, you 
will be prf' vided with a personal identification number, password, or similar device to use if you choose to remove 
the freeze on your credit report or to temporarily authorize the release of your credit report to a specific party or 
par ties or or a specific period of time after the freeze is in place. To remove the freeze or to provide authorization 
for the teqiporary release of your credit report, you must contact the consumer reporting agency and provide all of 
the following: 

I. the u~que personal identification number, password, or similar device provided by the consumer reporting agency; 
2. prope ' identification to verify your identity; 
3. infor ation regarding the third party or parties who are to receive the credit report or the period of time for 

which the credit report may be released to users of the credit report; and 
4. paymr t ofa fee, if applicable. 

A consun~er reporting agency that receives a request from a consumer to lift temporarily a freeze on a credit report 
shall com~ly with the request no later than three business days after receiving the request. A consumer reporting agency 
shall com ly with the request within 15 minutes of receiving the request by a secure electronic method or by telephone. 

A securit freeze does not apply in all circumstances, such as where you have an existing account relationship and 
a copy of 1 our credit report is requested by your existing creditor or its agents for certain types of account review, 
collection~ fraud control, or similar activities; for use in setting or adjusting an insurance rate or claim or insurance 
underwritmg; for certain governmental purposes; and for purposes of prescreening as defined in the FCRA. 

If you are~I ctively seeking a new credit, loan, utility, telephone, or insurance account, you should understand that the 
procedure involved in lifting a security freeze may slow your own applications for credit. You should plan ahead and 
lift a free e, either completely if you are shopping around or specifically for a certain creditor, with enough advance 
notice before you apply for new credit for the lifting to take effect. You should contact a consumer reporting agency 
and requ~1 t it to lift the freeze at least three business days before applying. If you contact a consumer reporting 
agency by a secure electronic method or by telephone, the consumer reporting agency should lift the freeze within 15 
minutes. ou have a right to bring a civil action against a consumer reporting agency that violates your rights under 
the Fair C edit Reporting and Identity Security Act. 

To place a security freeze on your credit report, you must send a request to each of the three major consumer reporting 
agencies: quifax, Experian, and TransUnion. Contact these agencies using the contact information provided in the 
enclosed I tter. 
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IF YOU ~RE A NORTH CAROLINA RESIDENT: 
You may olbtain infonnation about preventing identity theft from the Nonh Camlina Attorney Genernl's Office. This 
office can be reached at: 

North Carpllna Department of Justice 
Attorney <General's Office 
9001 Ma~·1 Service Center 
Raleigh, C 27699-9001 
(877) 566 226 
http://ww . . ncdoj .gov 

IF YOU 1R~ J\N ORE~ON RESIDEN!: . . . . 
You may ~btarn mformat1on about preventrng identity theft from the Oregon Attorney General's Office. This office 
can be rear hed at: 

Oregon Department of Justice 
1162 Coult Street NE 
Salem, 0 97301-4096 
(503) 378- 400 
http://ww .doi.state.or.us/ 

IF YOU 1R~ A RHODE ISLAND RESIDENT: 
You may a

1

1ontact law enforcement, such as the Rhode Island Attorney General's Office, to report incidents of identity 
theft or to learn about steps you can take to protect yourself from identity theft. You can contact the Rhode Island 
Attorney (General at: 

RI Office f the Attorney General 
150 South Main Street 
Providence, RI 02903 
(401) 274- 400 
www.riag.ri.gov/ 

You may J btain a security freeze on your credit report to protect your privacy and ensure that credit is not granted in 
your nam4 without your knowledge. You have a right to place a security freeze on your credit report pursuant to the 
Identity Theft Prevention Act of 2006. 

The secu;lty freeze will prohibit a consumer reporting agency from releasing any information in your credit report 
without y ur express authorization or approval. The security freeze is designed to prevent credit, loans, and services 
from bein approved in your name without your consent. When you place a security freeze on your credit report, 
within five business days you will be provided a personal identification number or password to use if you choose 
to removel.the freeze on your credit report or to temporarily authorize the release of your credit report for a specific 
period of li me after the freeze is in place. To provide that authorization, you must contact the consumer reporting 
agency ~ provide all of the following: 

1. the u~ique personal identification number or password provided by the consumer reporting agency; 
2. prope identification to verify your identity; and 
3. the p aper information regarding the period of time for which the report shall be available to users of the 

credit report. 

A consumer reporting agency that receives a request from a consumer to temporarily lift a freeze on a credit report 
shall com 1 ly with the request no later than three business days after receiving the request. A security freeze does 
not apply o circumstances where you have an existing account relationship and a copy of your report is requested 
by your e ·isting creditor or its agents or affiliates for certain types of an account review, collection, fraud control, 
or similar activities. 

If you are .ctively seeking a new credit, loan, utility, telephone, or insurance account, you should understand that the 
procedure~ involved in lifting a security freeze may slow your own applications for credit. You should plan ahead 
and lift a freeze -- either completely, if you are shopping around, or specifically for a certain creditor -- with enough 
advance 1 btice before you apply for new credit for the lifting to take effect. 

You have right to bring a civil action against someone who violates your rights under the credit reporting laws. The 
action ca be brought against a consumer reporting agency or a user of your credit report. 
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Unless yo are 65 years of age or older, or you are a victim of identity theft with an incident report or complaint from 
a law enfo~cement agency, a consumer reporting agency has the right to charge you up to $10.00 to place a freeze on 
your credit report; up to $10.00 to temporarily lift a freeze on your credit report, depending on the circumstances; and 
up to $10. 0 to remove a freeze from your credit report. If you are 65 years of age or older or are a victim of identity 
theft with a valid incident report or complaint, you may not be charged a fee by a consumer reporting agency for 
placing, t nporarily lifting, or removing a freeze. 

To place a ecurity freeze on your credit report, you must send a request to each of the three major consumer reporting 
agencies: quifax, Experian, and TransUnion. These agencies can be contacted using the contact information 
provided bove. 

To reques~ a security freeze, you may need to provide the following information: 

I. your L1 name (including middle initial as well as Jr., Sr. , II, Jll, etc.); 
2. Socia{ Security number; 
3. date o[ birth; 
4. compifte address; 
5. prior addresses; 
6. prool ) of identification (state driver's license or ID card, military identification, birth certificate etc.); 
7. if you are a victim of identity theft, a copy of either the police report, investigative report, or complaint to a law 

enfor ement agency concerning identity theft; and 
8. if yo are not a victim of identity theft, payment by check, money order, or credit card (Visa, Mastercard, 

Amer can Express or Discover only). 

Do not se d cash through the mail. 
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Valued Guests: 

We r~cently learned of an incident involving unauthorized access to guest information associated 
with ertain hotel reservations at Rosewood Hotel Group (the Rosewood Group) hotels. This 
incid nt occurred on the systems of Sabre Hospitality Solutions (Sabre), a service provider used 
by the Rosewood Group. It did not affect the Rosewood Group's own systems. If you made a 
resert ation at one of the hotels listed here between November 3, 2016 and March 9, 2017, we 
reco nend that you review the information that follows carefully. 

Wh~ Happened? 
The ~osewood Group uses Sabre to facilitate the booking of hotel reservations made by 
conslbers and travel agents through global distribution systems, the Rosewood brand booking 
site, online travel agencies, and similar booking services. Following an investigation, Sabre 
noti~ed us on June 6, 2017 that an unauthorized party gained access to account credentials 
proc~ssed on its central reservations system (CRS) that permitted access to payment card data 
and dertain reservation infonnation for some Rosewood Group hotel reservations . 
The · vestigation found that the unauthorized party first obtained access to Rosewood Group­
related payment card and other reservation information on November 3, 2016. The last access to 
this Mormation was on March 9, 2017. 

Whalt Information Was Involved? 
The ~nauthorized party was able to access payment card infonnation for some hotel reservations 
at ouf affected properties, including cardholder name, payment card number, card expiration 
date, and potentially card security code. In some cases, the unauthorized party also was able to 
acce s guest name, email, phone number, address, and other information. Information such as 
Soci l Security, passport, and driver 's license number was not accessed. 

Wh~ We Are Doing 
We are working with Sabre to address this issue. We understand that Sabre engaged a leading 
cybetsecurity firm to support its investigation. Sabre indicated that they also notified law 
enfo, cement and the payment card brands about this incident. 

Wh+ You Can Do 
We recommend that affected individuals remain vigilant for incidents of fraud and identity theft 
by r~larly reviewing account statements and monitoring free credit reports for any 
unauthorized activity. If there is any suspicious or unusual activity, affected individuals should 
repof it immediately to their financial institutions, as the major credit card companies have rules 
that ~;strict them from requiring payment for fraudulent charges that are reported timely. 
In a · dition, affected individuals may contact the Federal Trade Commission (FTC) or law 
enfo cement authorities, such as their state attorney general, to report incidents of identity theft 
or to learn about steps to take to protect against identity theft. The FTC can be contacted at: 



Fede al Trade Commission 
600 &ennsylvania A venue, NW 
wasf ngton, oc 20530 

~~~;,l/~:~~~n;~~~:;,t3:~v! 
If aff,cted individuals find that their information has been misused, the FTC encourages filing a 
com~laint with the FTC and taking these additional steps: (1) close the accounts that are 
confi med or believed to have been tampered with or opened fraudulently, and (2) file and keep a 
copy of a local police report as evidence of the identity theft crime. 

Ohta ·n A Credit Report 

Affe · ted individuals should also monitor their credit reports. U.S. consumers may periodically 
obtaip credit reports from each nationwide consumer reporting agency. If inaccurate information 
or a fraudulent transaction is found on a credit report, individuals have the right to request that 
the cbnsumer reporting agency delete that information from the credit report file. 
In a~dition, under federal law, U.S. consumers are entitled to one free copy of their credit report 
every 12 months from each of the three nationwide consumer reporting agencies. To obtain a 
free t opy of your credit report, go to www.AnnualCreditReport.com or call (877) 322-8228. 
Affll ted individuals also may complete the Annual Credit Report Request Fonn available from 
the TC at https://www.consumer.ftc.gov/articles/pdf-0093-annual-report-request-fonn.pdf, and 
mail it to Annual Credit Report Request Service, P.O. Box 105281 , Atlanta, GA 30348-5281. 
Affe ted individuals may contact any of the three major consumer reporting agencies to request a 
cop of their credit report. 

Placr a Fraud Alert or Security Freeze on a Credit Report File 

In aqdition, affected individuals can obtain information from the FTC and the consumer 
reporting agencies about fraud alerts and security freezes. A fraud alert can make it more 
diffiJult for someone to get credit in your name because it tells creditors to follow certain 
proc~dures to protect you, but it also may delay your ability to obtain credit. If you suspect you 
may ~e a victim of identity theft, you may place a fraud alert in your file by calling just one of 
the three nationwide consumer reporting agencies listed below. As soon as that agency processes 
your fraud alert, it will notify the other two agencies, which then must also place fraud alerts in 
your file. An initial fraud alert will last 90 days. An extended alert stays in your file for seven 
year _To place either of these alerts, a consumer reporting agency will require you to provide 
appt priate proof of your identity, which may include your Social Security number. If you ask 
for a extended alert, you will have to provide an identity theft report. 

Als , you can contact the nationwide consumer reporting agencies regarding if and how you may 
place a security freeze on your credit report. A security freeze prohibits a consumer reporting 
age~by from releasing information from your credit report without your prior written 
auth rization, which makes it more difficult for unauthorized parties to open. new accounts in 
your name. Please be aware, however, that placing a security freeze on your credit report may 
delay, interfere with, or prevent the timely approval of any requests you make for new loans, 



credi mortgages, employment, housing, or other services. The consumer reporting agencies have 
three ibusiness days after receiving a request to place a security freeze on a consumer' s credit 
repo11. You may be charged to place or lift a security freeze. Unlike a fraud alert, you must 
separately place a credit freeze on your credit file at each consumer reporting company. 
Affet ted individuals may contact the nationwide consumer reporting agencies at: 

Eqmfa} Expen an Trans Union 
P.O B x 105788 P 0 Box 9554 P.O. Box 2000 
Atlanta GA 30348 Allen, TX 75013 Chester, PA 1901 6 

~~~! f ~~·;,,, ~;'!~; ;;;;~,;:', ""' ~~~~! ',~~;~::., "" 
Please see the following pages for certain state-specific infomrntion. 

For ~ore Information 
Plea~e click ber.e for more infonnation and steps you can take to protect yourself against 
pote ltial misuse of your information. 

The ~rivacy and protection of our guests' information is a matter we take very seriously. We 
apol9gize for any inconvenience caused by this incident. If you have any questions regarding this 
issue1or if you desire further information or assistance, please do not hesitate to contact us at 
800-340-0794 (number for US residents) or + 1 503-597-5600 (number for outside US). 

Sym 'n Bridle 
Grou Chief Operations Officer 
Rose ood Hotel Group 



State-Specific Information 

FO 10\V A RESIDENTS: 
Contact law enforcement or the Iowa Attorney General's Office to report suspected incidents of 
identf ty theft. This office can be reached at: 
Offic~ of the Attorney General of Iowa 
Hoo er State Office Building 
1305 E. Walnut Street 
Des oines, IA 50319 
(515 281-5164 
www .iowaattomeygeneral.gov 

FOR ~1ARYLAND RESIDENTS: 

Infor ation about avoiding identity theft can be obtained from the Maryland Attorney General's 
Offit This office can be reached at: 

Offi'f of the Attorney General 
Cons~umer Protection Division 
200 .. t. Paul Place 
Balti ore, MD 21202 

(88~ 743-0023 
\VW\v .rnaryl and attorneygeneral. gov 

FO MASSACHUSETTS RESIDENTS: 
Under Massachusetts law, affected individuals have the right to obtain a police report in regard 
to th¥ incident. If you are the victim of identity theft, you also have the right to file a police 
repoj and obtain a copy of it. 

Massachusetts law allows consumers to place a security freeze on their credit reports. If you have 
been la victim of identity theft, and you provide the consumer reporting agency with a valid 
police report, it cannot charge you to place, lift, or remove a security freeze. In all other cases, a 
consJimer reporting agency may charge you up to $5.00 each to place, temporarily lift, or 
perm~nently remove a security freeze. To place a security freeze on your credit report, you must 
sendt written request to each of the three major consumer reporting agencies, Equifax, 
Expe ia. n, and Trans Union, by regular, certified, or overnight mail at the addresses below: 

Equifa · Experian TransUnion 
P.O. Bfx 105788 P.O. Box 9554 P.O. Box 2000 
Atlan~, GA 30348 Allen, TX 75013 Chester, PA 19016 

~,':'2 r;·~~';,m '.:!~ :;~,;,:'~m ~:~:~ :~~;:~:;, cr:m 

Tor quest a security freeze, you will need to provide the following information: 

your full name (including middle initial as well as Jr. , Sr., II, III, etc.); 



2 Social Security number; 
3 date of birth; 
4 if you have moved in the past five years, the addresses where you have lived over the 

prior five years ; 
5 proof of current address such as a current utility bill or telephone bill; 
6 a legible photocopy of a government-issued identification card (state driver's license or 

ID card, military identification, etc .); 
7. if you are a victim of identity theft, a copy of either the police report, investigative report, 

or complaint to a law enforcement agency concerning identity theft; 
8. if you are not a victim of identity theft, payment by check, money order, or credit card 

(Visa, Mastercard, American Express, or Discover only). Do not send cash through the 
mail. 

The onsumer reporting agencies have three business days after receiving your request to place a 
secl~1 ity freeze on your credit report. The consumer reporting agencies must also send written 
con rmation to you within five business days and provide you with a unique personal 
iden ification number (PIN) or password, or both, that can be used by you to authorize the 
rem, val or lifting of the security fteeze. 

To l~· , the security freeze to allow a specific entity or individual access to your credit report, you 
mus call or send a written request to the consumer reporting agencies by mail and include proper 
iden ification (name, address, and Social Security number) and the PIN number or password 
provided to you when you placed the security freeze, as well as the identities of those entities or 
indiJ iduals you would like to receive your credit report or the specific period of time you want 
the c' edit report available. The consumer reporting agencies have three business days after 
recei ing your request to lift the security freeze for those identified entities or for the specified 
peri d of ti.me. 

To remove the security freeze, you must send a written request to each of the three nationwide 
cons 1 mer reporting agencies by mail and include proper identification (name, address, and social 
secl ity number) and the PIN number or password provided to you when you placed the security 
free e. The consumer reporting agencies have three business days after receiving your request to 
rem ve the security freeze. 

FOJt. NEW MEXICO RESIDENTS: 
You !have rights under the federal Fair Credit Reporting Act (FCRA). These include, among 
othep, the right to know what is in your file; to dispute incomplete or inaccurate information; 
and jo have consumer reporting agencies correct or delete inaccurate, incomplete, or unverifiable 
info mation. For more information about the FCRA, please visit 
httpt, ://www.consumer.frc.goviarticles/pdf-0096-fair-credit-reprniiug-act.pdf or www.frc,gov . 

In A . 'dition, New Mexico Consumers Have the Right to Obtain a Security Freeze or Submit a 
Dec .'aration of Removal 

You may obtain a security freeze on your credit report to protect your privacy and ensure that 
cred t is not granted in your name without your knowledge. You may submit a declaration of 



remoival to remove information placed in your credit report as a result of being a victim of 
identity theft. You have a right to place a security freeze on your credit report or submit a 
decll l ation of removal pursuant to the Fair Credit Reporting and Identity Security Act. 
The ecurity freeze will prohibit a consumer reporting agency from releasing any information in 
your credit report without your express authorization or approval. The security freeze is designed 
to pr . vent credit, loans, and services from being approved in your name without your consent. 
Whef you place a security freeze on your credit report, you will be provided with a personal 
ident fication number, password, or similar device to use if you choose to remove the freeze on 
yoru:_e edit report or to_ tempo~arily a~thorize the release ?f_your credit report to a specific party 
or p1' ~ies or for a spec1fic penod of time after the freeze 1s m place. To remove the freeze or to 
prov~de authorization for the temporary release of your credit report, you must contact the 
cons er reporting agency and provide all of the following : 

the unique personal identification number, password, or similar device provided by the 
consumer reporting agency; 

2 proper identification to verify your identity; 
3. information regarding the third party or parties who are to receive the credit report or the 

period of time for which the credit report may be released to users of the credit report; 
and 

4 payment of a fee, if applicable. 

A copsumer reporting agency that receives a request from a consumer to lift temporarily a freeze 
on a predit report shall comply with the request no later than three business days after receiving 
the r~quest. A consumer reporting agency shall comply with the request within 15 minutes of 
recel ing the request by a secure electronic method or by telephone. 

A se , urity freeze does not apply in all circumstances, such as where you have an existing 
acco t relationship and a copy of your credit report is requested by your existing creditor or its 
agen s for certain types of account review, collection, fraud control, or similar activities; for use 
in se ting or adjusting an insurance rate or claim or insurance underwriting; for certain 
gove, mental purposes; and for purposes of prescreening as defined in the FCRA. 

If yoE are actively seeking a new credit, loan, utility, telephone, or insurance account, you should 
unde stand that the procedures involved in lifting a security freeze may slow your own 
appf cations for credit. You should plan ahead and lift a freeze, either completely if you are 
shopring around or specifically for a certain creditor, with enough advance notice before you 
appl for new credit for the I ifting to take effect. You should contact a consumer reporting 
agen y and request it to lift the freeze at least three business days before applying. If you contact 
a co4sumer reporting agency by a secure electronic method or by telephone, the consumer 
repor ing agency should lift the freeze within 15 minutes. You have a right to bring a civil action 
agaij:st a consumer reporting agency that violates your rights under the Fair Credit Reporting and 
Iden [ity Security Act. 

To pl ace a security freeze on your credit report, you must send a request to each of the three 
major consumer reporting agencies: Equifax, Experian, and TransUnion. Contact these agencies 
usink the contact information provided in the enclosed letter. 



FO NORTH CAROLINA RESIDENTS: 
Affe ted individuals can obtain information about preventing identity theft from the North 
Caro ina Attorney General's Office. This office can be reached at: 
Nort~ Carolina Department of Justice 
Attor ey General's Office 
9001 Mail Service Center 
Ralei h, NC 27699-9001 
(877) 566-7226 
http:/ \vww.ncdoj .gov 

FOR OREGON RESIDENTS: 
Affeoted individuals can obtain information about preventing identity theft from the Oregon 
Atto~ey General's Office. This office can be reached at: 
Oreg©n Department of Justice 
1162 ICourt Street NE 
Sale , , OR 97301-4096 
(503) 378-4400 
httpJ \vww .doj .state.or.us/ 

FOR RHODE ISLAND RESIDENTS: 
Affe9ted individuals can contact law enforcement, such as the Rhode Island Attorney General's 
Office, to report incidents of identity theft or to learn about steps to take to protect against 
ident~ty theft. Affected individuals can contact the Rhode Island Attorney General at: 
RI O~fice of the Attorney General 
150 South Main Street 
Provi~ence, RI 02903 
(401) 274-4400 
www riag.ri gov/ 

You tpay obtain a security freeze on your credit report to protect your privacy and ensure that 
credi~ is not granted in your name without your knowledge. You have a right to place a security 
freez~ on your credit report pursuant to the Identity Theft Prevention Act of 2006. 
The security freeze will prohibit a consumer reporting agency from releasing any information in 
your t redit report without your express authorization or approval. The security freeze is designed 
to pre ent credit, loans, and services from being approved in your name without your consent. 
Whe1l you place a security freeze on your credit report, within five business days you will be 
provired a personal identification number or password to use if you choose to remove the freeze 
on yo r credit report or to temporarily authorize the release of your credit report for a specific 
perio ' of time after the freeze is in place. To provide that authorization, you must contact the 
cons er reporting agency and provide all of the following: 

1. the unique personal identification number or password provided by the consumer 
reporting agency; 

2. proper identification to verify your identity; and 
3. the proper information regarding the period of time for which the report shall be available 

to users of the credit report. 



A co sumer reporting agency that receives a request from a consumer to temporarily lift a freeze 
on a predit report shall comply with the request no later than three business days after receiving 
the request. A security freeze does not apply to circumstances where you have an existing 
acco~t relationship and a copy of your report is requested by your existing creditor or its agents 
or aff liates for certain types of an account review, collection, fraud control, or similar activities . 
If yo are actively seeking a new credit, loan, utility, telephone, or insurance account, you should 
unde stand that the procedures involved in lifting a security freeze may slow your own 
applil ations for credit. You should plan ahead and lift a freeze -- either completely, if you are 
shopping around, or specifically for a certain creditor -- with enough advance notice before you 
appll for new credit for the lifting to take effect. 

You ~ave a right to bring a civil action against someone who violates your rights under the credit 
repof ing laws. The action can be brought against a consumer reporting agency or a user of your 

credl report. 

Unle s you are 65 years of age or older, or you are a victim of identity theft with an incident 
repo1ft or complaint from a law enforcement agency, a ~onsumer reporting agency has th~ rig_ht to 
charge you up to$ l 0.00 to place a freeze on your credit report; up to $10.00 to temporarily hft a 
free~e on your credit report, depending on the circumstances; and up to $10.00 to remove a 
free~e from your credit report. If you are 65 years of age or older or are a victim of identity theft 
with r valid incident report or complaint, you may not be charged a fee by a conswner reporting 
agenr y for placing, temporarily lifting, or removing a freeze. 

To place a security freeze on your credit report, you must send a request to each of the three 
maj9r consumer reporting agencies: Equifax, Experian, and Trans Union. These agencies can be 
contacted using the contact information provided above. 

To r quest a security freeze, you may need to provide the following information: 

J your full name (including middle initial as well as Jr. , Sr. , II, III, etc.); 
~· Social Security nwnber; 
] · date of birth; 
4! . complete address; 
{ prior addresses; 
cl

1

. proof(s) of identification (state driver ' s license or ID card, military identification, birth 
certificate etc .); 

71 . if you are a victim of identity theft, a copy of either the police report, investigative report, 
or complaint to a law enforcement agency concerning identity theft; and 
if you are not a victim of identity theft, payment by check, money order, or credit card 
(Visa, Mastercard, American Express, or Discover only) . Do not send cash through the 
mail. 
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Rosewood Hotels & Resorts Properties Affected by the Sabre Hospitality Solutions Incident 

AFFECTED PROPERTY RELEVANT TIME PERIOD 

Jumby Bay, A Rosewood Resort November 20, 2016 

Las Ventanas al Paraiso, A Rosewood Resort November 19 - 20, 2016 

Rosewood Abu Dhabi November 19 - 20, 2016 

Rosewood Beijing November 3 - 21 , 2016 

Rosewood Castiglion del Bosco November 13- 21, 2016 

Rosewood CordeValle November 8 - 20, 2016 

Rosewood Hotel Georgia November 13 - 19, 2016 

Rosewood Inn of the Anasazi November7-19, 2016 

Rosewood Jeddah November 19- 20, 2016 

Rosewood London November 20 - 21 , 2016 

Rosewood Mayakoba November 9, 2016 - March 7, 2017 

Rosewood San Miguel de Allende November 13 - 21, 2016 

Rosewood Sand Hil l November 7 - 22, 2016 

Rosewood Tucker's Point November 18 - 20, 2016 

Rosewood Washington DC November 9 - 20, 2016 

Rosewood Mansion on Turtle Creek November 19-21, 2016 

The Carlyle, A Rosewood Hotel November 19 - 20, 2016 

https:// .rosewoodhotels.com/en/announcement_affectedproperty 07/06/2017 



tahotels properties affected by the Sabre 
pitality Solutions incident 

pent~hotel Berlin-Koepenick November 20 - 21 , 2016 

pent~hotel Berlin-Potsdam November 20, 2016 - March 2, 2017 

pent;:ihotel Birmingham November 3, 2016 - March 2, 2017 

November 20 . 2016- March 2, 2017 

November 3 - 21 , 2016 

pent hotel Brussels City Centre November 3 - 29, 2016 

November 4, 2016 - March 2, 2017 

pent~hotel Chemnitz November 20 - 21 , 2016 

pent hotel Derby November 3, 2016 - March 2, 2017 

pent~hotel Eisenach November 20, 2016 - March 2, 2017 

pent~hotel Gera November 20 - 21, 2016 

pent~hotel Hong Kong, Kowloon November 19, 2016- March 8, 2017 

pent~hotel Inverness November 4, 2016 - March 2, 2017 

pentkhotel Ipswich November 3, 2016 - March 2, 2017 

pentahotel Kassel November 20 - 21 , 2016 

pentbhotel Leipzig November 19, 2016 - March 2, 2017 

pent~hotel Leuven November 3, 2016 - March 2, 2017 

November4, 2016- March 2, 2017 

Pen ahotel Prague November 20 . 2016- March 8, 2017 

pen*'3hotel Reading November 20, 2016 - March 2, 2017 

pen ahotel Restock November 19. 2016- March 2, 2017 

pen~ahotel Shanghai November 20 - 21 , 2016 

pen~ahotel Trier November 20 - 21 , 2016 

pen ahotel Vienna November 20, 2016 - March 2, 2017 

pen~ahotel Warrington November 3, 2016 - March 2, 2017 

pen~ahotel Wiesbaden November 20 - 21 , 2016 



AFFECTED RELEVANT TIME 
PROPERTY PERIOD 

New World Beijing Hotel November 19 - 21 , 2016 
New World Dalian Hotel November 20, 2016 

New World Shanghai Hotel November 18 - 21, 2016 
New World Shunde Hotel November 19, 2016 
New World Wuhan Hotel November 20, 2016 

New World Millennium Hong November4-17, 2016 
KonQ Hotel 

New World Makati Hotel November 18, 2016-
March 7, 2017 

New World Manila Bav Hotel November 5 - 18, 2016 
New World Saigon Hotel November 18 - 20, 2016 


