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McDonald Hopkins PLC represents Four Seasons Hotels Limited ("Four Seasons"). I 
write o provide notification concerning an incident at Sabre Hospitality Solutions ("Sabre"), a 
third-J arty hotel reservations provider to Four Seasons and other hotel companies and travel 
partners worldwide. This incident may affect the security of personal information of nineteen 
(19) ::iew Hampshire residents who are Four Seasons customers. Sabre's investigation is ongoing 
and t~s notification will be supplemented with any new significant facts or findings provided to 
Four $easons by Sabre subsequent to this submission, if any. By providing this notice, Four 
Seasof s does not waive any rights or defenses regarding the applicability of New Hampshire law 
or personal jurisdiction. · 

1The incident involves unauthorized access to reservation information, including payment 
card formation, made through the Sabre Hospitality Solutions SynXis Centre Reservations 
Syste (CRS). Sabre advised Four Seasons that it engaged a leading cybersecurity firm to 
suppott its investigation. Sabre also notified law enforcement and major credit card brands about 
this irlcident so that they can coordinate with card issuing banks to monitor for fraudulent 

activiI! on cards used. 

Following an examination of forensic evidence, Sabre confirmed to Four Seasons on June 
6, 20 1 7 that an unauthorized party gained access to account credentials that permitted 
unaut orized access to certain unencrypted payment card information, as well as certain 
reservktion information, for a subset of hotel reservations processed through the Sabre CRS. 
Sabre lhas confirmed that the issue has been contained and the unauthorized access has been 
revok1d. Sabre ' s investigation did not uncover evidence that the unauthorized party removed any 
info ation from the system, but it is a possibility. 
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Atto ey General Foster 
July 6 2017 
Page , 

Sabre's investigation determined that the unauthorized party first obtained access to 
paymtent card and other reservation information on August 10, 2016. The last access to payment 
card i ormation was on March 9, 2017. 

Reservations made on Fourseasons.com, with Four Seasons Worldwide Reservations 
Office or made directly with any of Four Seasons 105 hotels or resorts were not compromised 
by thi incident. Sabre ' s CRS platform serves thousands of hotel properties in all market 
segmer ts from independent properties to large global chains; many of these companies and other 
travel partners have been impacted by this incident. 

lThe unauthorized party was able to access payment card information for certain hotel 
reserv tion(s), including cardholder name; payment card number; card expiration date; and, 
potentlally, card security code. The unauthorized party was also able, in some cases, to access 
certairl information such as guest name, email, phone number, address, and other information. 
Inforulation such as Social Security, passport, or driver' s license number was not accessed. 

To date, Four Seasons has not received any reports of identity fraud, theft or specific 
misus of information as a direct result of this incident. Nevertheless, we wanted to make you 
(and t e potentially affected residents) aware of the incident and explain the steps that have been 
taken o date. The New Hampshire residents impacted by this Sabre incident will be provided 
with ~ritten, electronic and/or substitute notice commencing on July 6, 2017, in substantially the 
same ~orm as the notice attached hereto, which includes an explanatory letter from Sabre. The 
residents may contact the Sabre toll-free response line with questions regarding the incident. A 
microdite has also been made available to the residents. 

The residents will also be advised to remain vigilant in reviewing financial account 
statem nts for fraudulent or irregular activity on a regular basis, and to report suspicious activity 
to they financial institutions. The residents have also been provided with best practices to 
protec~ their personal information, including steps to obtain a free credit report, place a security 
freeze nn.

1 

d/or fraud alert on their credit files. The residents also will be provided with the contact 
info]ation for the consumer reporting agencies and the Federal Trade Commission. 

Should you have any questions regarding this notification, please contact me at (248) 
220-1 56 or dpaluzzi@mcdonaldhopkins. com. 

DAP "b 
Encl. 
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Sincerely, 

~/ 
Dominic A. Paluzzi 

McDonaldHo kins PLc 
Attorneys at Law P 



Return 1J'pil Processing Center 
PO Box 61336 
Portland, OR 97228-6336 

.-:·<Mail f >> 
, .. < .. JVame . · > 
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<·<Addre ·s2> > 
<<C.'iry>.· <<State>><<Zip.> .. ' 

···,··Date .· .. '' 

Re: Notice of Sabre Data Security Incident 

:::,:t;~:;:· notify you of a data secudty incident at Sab,e, a thi,d-p"ty hotel <esmations prnvide< to Fou' 
Seasons [Hotels and Resorts and other hotel companies and travel partners worldwide. The incident involves 
unauthoqzed access to reservation information, including payment card information, made through the Sabre 
Hospitalily Solutions SynXis Centre Reservations System (CRS). Sabre has confirmed that the issue has been 
containe ' and the unauthorized access has been revoked, but some of your information may have been compromised 
as a resu t of the incident. 

The enclr sed letter from Sabre provides additional explanatory information regarding this incident. 

What H opened? 

The Sabr~~RS facilitates the booking of hotel reservations made by consumers through hotels, on line travel agencies, 
and simirar booking services. Following an examination of forensic evidence, Sabre confirmed to Four Seasons 
Hotels ai d Resorts on June 6, 2017 that an unauthorized party gained access to account credentials that permitted 
unauthor 'zed access to certain unencrypted payment card information, as well as certain reservation information, for 
a subset f hotel reservations processed through Sabre's system. 

Sabre's 'nvestigation determined that the unauthorized party first obtained access to payment card and other 
reservati n information on August 10, 2016. The last access to payment card information was on March 9, 2017. 
Sabre 's ir vestigation did not uncover evidence that the unauthorized party removed any information from the system, 
but it is possibility. 

It is im riortant to note that reservations made on Fourseasons.com, with Four Seasons Worldwide Reservations 
Office, Jar made directly with any of Four Seasons 105 hotels or resorts were not compromised by this incident. 

What I formation was Involved? 

The una thorized party was able to access payment card information for certain hotel reservation(s), including 
cardhol~er name; payment card number; card expiration date; and, potentially, card security code. The unauthorized 
party was also able, in some cases, to access certain information such as guest name, email, phone number, address, 
and othe information. Information such as Social Security, passport, or driver's license number was not accessed. 

What Sabre is Doin~ 

Sabre h~s engaged a leading cybersecurity firm to support its investigation. Sabre also notified law enforcement 
and maj ' r credit card brands about this incident so that they can coordinate with card issuing banks to monitor for 
fraudule t activity on cards used. 
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What Yo Can Do 

Enclosedl ou will find precautionary measures you can take to protect your personal information. You should remain 
vigilant~?! incidents of fraud and identity theft by regularly reviewing your account statements and monitoring free 
credit re~Erts for any unauthorized activity. lfyou discover any suspicious or unusual activity on your accounts, be 
sure to rj port it immediately to your financial institutions, as major credit card companies have rules that restrict 
them from requiring you to pay for fraudulent charges that are timely reported. 

For Morl Information 

Sabre's C S platform serves thousands of hotel properties in all market segments from independent properties to 
large glolj>al chains; many of these companies and other travel partners have been impacted by this incident. As a 
result, yo1tl1rnay receive multiple notifications about this incident from multiple hotel properties or hotel brands, credit 
card corn anies, or other travel partners. 

We apolo ize for any inconvenience that this incident has caused. 

If you h~le any further questions regarding this incident, please call the dedicated toll-free response line at 
800-442-8960 (U.S. and Canada) and 503-520-4461 (international). This response I ine is staffed with professionals 
familiar J"ith Sabre's data security incident and knowledgeable on what you can do to protect against misuse of your 
inforrnatibn. The response line is available 24 hours a day, Monday through Friday, with voicernail available outside 
of those j ours. Translation services are available at the response line. 

For addifonal information, you may also visit http://sabreconsumernotice.com 
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- OTHER IMPORTANT INFORMATION -

You shou d remain vigilant for incidents of fraud and identity theft by regularly reviewing your account statements 
and monitoring free credit reports for any unauthorized activity. If you discover any suspicious or unusual activity 
on your at counts, be sure to report it immediately to your financial institutions, as major credit card companies have 
rules thatlrestrict them from requiring you to pay for fraudulent charges that are timely reported. 

In additi9n, you may contact the Federal Trade Commission (FTC) or law enforcement, such as your state attorney 
~:e~~~ tp0~~~~~~~~c~~~t~t~f identity theft or to learn about steps you can take to protect yourself from identity theft. 

Federal ~r,ade Commission 600 Pennsylvania 
A venue, l'N W 
Washingtpn, DC 20580 
(877) ID~HEFT (438-4338) 
https://www. identitytheft.gov/ 

If you fii~d that your information has been misused, the FTC encourages you to file a complaint with the FTC and 
to take these additional steps: (1) close the accounts that you have confirmed or believe have been tampered with or 
opened fI1 udulently; and (2) file and keep a copy of a local police report as evidence of the identity theft crime. 

Obtain Yi ur Credit Report 

You shou d also monitor your credit reports . You may periodically obtain credit reports from each nationwide credit 
reporting agency. If you discover inaccurate information or a fraudulent transaction on your credit report, you have 
the right nder the federal Fair Credit Reporting Act (FCRA) to request that the credit reporting agency delete that 
inforrnati n from your credit report file. 

In addit' on, under the FCRA, you are entitled to one free copy of y0ur credit report every 
12 rnon hs from each of the three nationwide credit reporting agencies. You may obtain a 
free copy of your credit report by going to www.AnnualCreditReport.com or by calling 
(877) 322-8228. You also may complete the Annual Credit Report Request Form available from the FTC at 
https://wt w.consurner.ftc.gov/articles/pdf-0093-annual-report-request-forrn .pdf, and mail it to Annual Credit 
Report Rf quest Service, P.O. Box 105281 , Atlanta, GA 30348-5281. You may also contact any of the three major 
credit re ~orting agencies to request a copy of your credit report. 

Place a J aud Alert or Security Freeze on Your Credit Report File 

In additiqn, you may obtain information from the FTC and the credit reporting agencies about fraud alerts and 
security t reezes. A fraud alert can make it more difficult for someone to get credit in your name because it tells 
creditors Ito follow certain procedures to protect you, but it also may delay your ability to obtain credit. If you 
suspect you may be a victim of identity theft, you may place a fraud alert in your file by calling just one of the three 
nationwide credit reporting agencies listed below. As soon as that agency processes your fraud alert, it will notify 
the other ~wo agencies, which then must also place fraud alerts in your file. An initial fraud alert will last 90 days. 
An exten~ed alert stays on your file for seven years. To place either of these alerts, a consumer reporting agency will 
require y0u to provide appropriate proof of your identity, which may include your Social Security number. If you ask 
for an exjended alert, you will have to provide an identity theft report. 

Also, yo can contact the nationwide credit reporting agencies regarding if and how you may place a security freeze 
on your 3redit report. A security freeze prohibits a credit reporting agency from releasing information from your 
credit repi°rt without your prior written authorization, which makes it more difficult for unauthorized parties to open 
new accounts in your name. However, please be aware that placing a security freeze on your credit report may delay, 
interfere r ith , or prevent the timely approval of any requests you make for new loans, credit mortgages, employment, 
housing, or other services. The credit reporting agencies have 3 business days after receiving a request to place a 
security 1reeze on a consumer's credit report. You may be charged to place or lift a security freeze. Unlike a fraud 
alert, youJ. must separately place a credit freeze on your credit file at each credit reporting company. 

You may contact the nationwide credit reporting agencies at : 

Equifax 
P.O. Box 105788 
Atlanta, <BA 30348 
(800) 52SL6285 
www.eq+ fax.com 
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Experian 
P.O. Box 9554 
Allen, TX 75013 
(888) 397-3742 
www.experian.com 

TransUnion 
P.O. Box 2000 
Chester, PA 19016 
(800) 680-7289 
www.transun ion.corn 



Iowa Re idents: You may contact law enforcement or the Iowa Attorney General 's Office to report suspected incidents 
of identity Theft: Office of the Attorney General oflowa, Consumer Protection Division, Hoover State Office Building, 
1305 EasJ Walnut Street, Des Moines, IA 50319, www.iowaattorneygeneral.gov, Telephone: (515) 281-5164 

Marylald Residents: You may obtain information about avoiding identity theft from the Maryland Attorney 
General' Office: Office of the Attorney General of Maryland, Consumer Protection Division, 200 St. Paul Place, 
Baltimor , MD 21202, www.oag.state.md.us/Consumer, Telephone: 1-888-743-0023. 

North Ctl rolina Residents: You may obtain information about preventing identity theft from the North Carolina 
Attorney General 's Office: Office of the Attorney General of North Carolina, Department of Justice, 9001 Mail 
Service 1 enter, Raleigh, NC 27699-9001 , www.ncdoj.gov/, Telephone: 877-566-7226. 

Oregon esidents: You may obtain information about preventing identity theft from the Oregon Attorney General's 
Office: q regon Department of Justice, 1162 Court Street NE, Salem, OR 97301-4096, www.doj.state.or.us/, Telephone: 
877-877- 392. 
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c-L~e 
Dear Fol r Seasons Customers: ._,~/II• 1 

Sabre is ~ leading technology provider to the global travel industry, and counts Four Seasons as one of our most 
important customers ofour Sabre Hospitality Solutions (SHS) division . 

SHS had a cybersecurity incident that affects you. We wanted to offer an explanation. 

SHS pro~· des reservations technology to a number of hotel companies. SHS had an incident in which an unauthorized 
party wa able to obtain the credentials to an account within the SHS central reservations system and then view a subset 
of the ho I reservations. This was not an internal technology platform at a hotel that you stayed at, and the unauthorized 
use was contained to one system managed by SHS. As part of this incident, payment card informat ion that may have 
been tra~1smitted as part of the reservation booking process may have been viewed by this unauthorized user. 

Sabre en aged premier cybersecurity experts to support our investigation and took successful measures to ensure 
this una thorized access was stopped and is no longer possible. The investigation did not uncover evidence that 
the unaj horized party removed any information from the system, but it is a possibility. We have also notified law 
enforce ent and the payment card brands. 

The una thorized party was able to access information for certain hotel reservations, including cardholder name; 
payment card number; card expiration date; and , for a subset of reservations, card security code (if it was provided). 
Social S curity, passport, driver's license or other government identification numbers were not accessed. 

On behal of the Sabre team, we wish to express our sincere regret for this incident and assure you that we have taken 
measure to further strengthen our already-robust cybersecurity program. As a leading technology provider to the 
travel in ' ustry, Sabre is committed to a global , holistic security program focused on protecting its systems, their 
custome sand consumers. As cyber threats have escalated, so too has Sabre's investment in state of the art security 
technolo y and highly qualified personnel to reassure its travel industry customers and the traveling public that 
Sabre adoresses security with the utmost care and expertise. 

Yours tr ly, 
SABRE OSPITAL/TY SOLUTIONS 
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