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I 
VIA US MAIL 
State dfNew Hampshi re Department of Justice 
Offic~f of the Attorney General Joseph Foster 
33 Ca~itol Street 
Conco1·ct, NH 0330 1 

Re: Voluntary Data Security Breach Notification 

To w 7om It May Concern: 

AU G 0 7 2017 

CONSUMER PROTECTION 

I A client o f Bryan Cave LLP, intends to notify forty-eight (48) residents o f New Hampshire 
of a ariminal cyber-attack involving a third party business partner, Sabre Hospitality Solutions 
("Sab+ "). Sabre facilitates and processes certain reserva tions for the ho tels identified in the 
attached exhibit which are operated by our client. We are providing this letter as a courtesy 
althoukh, based upon the facts of the incident, notification may not be required under N.H. Rev. 
Stat. 159-C: 19. 

I On June 6th, Sabre made our client aware of an attack which allowed an unauthorized third 
party jo access Sabre's systems using authorized log-in credentials bet\:veen August 10, 2016 and 
MarcH 9, 2017. Sabre reports that it enlisted a leading forensics firm to help in its inves tiga tion. 
Sabre as stated, but our client has not been able to independently confirm, that: 

• Sabre stopped the intrusion, 

• Sabre identified all reservations that were potentially accessed, 

• Sabre excluded the unauthorized individual from its systems, 

• The unauthorized party was able to access payment card information for hotel 
reservation(s), including credit or debit cardholder name; card number; card expiration date; 
and, in some instances, card security code; in certain cases, the guest's name, email, phone 
number, address, number of adults and children staying at the ho tel, and dates of 
reservation at one or more o f the referenced hotels were also unlawfully accessed, and 

• Sabre notified the payment card brands of this incident. 

Our pent is notifying potentially affected customers in early August, 2017 via U.S . mail through a 
service provider retained by Sabre. An example of the customer message is attached. If you would 
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like ant . additional information concerning the above event, please feel free to contact me at your 
conve91ence. 

I 

Sincerely, 
I 
I / s / Jena V aldetero 

Jena v r ldetero 



Big M adows Lodge 

Cedar rove 

Explo er Cabins at Yellowstone 

Gideo Putnam Hotel 

Roe 

The 

rove Village 

olflnn & Suites 

Creek Resort State Park 

ountain Cabins 

f Otter Lodge 

Village RV Park 

Y ello stone Park Hotel 
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[DATJ ] 

[CUSTOME R NAME AND ADDRESS] 

N OT ICE OF D A TA BRE.AC H 

D ear Valued G ues t: 

Sabre ospitality Solutions, which facilitates and processes the booking of reservations for many 
ho tels including llNSERT NAME O F H OTEL], recently, indica ted that they experienced a data 
breach'. 

I 
While1the breach only impacted Sabre and did no t compromise the computer networks and 
guest ' ata at your hotel, we are providing this notification to you as Sabre has indicated tl1at your 
infor~ation may have been impacted. We have enclosed a letter from Sabre that explains the 
incideht, as well as some general information about identity tl1eft . 

What Happened? 

Sabre indicated iliat confidential payment card and o ther guest reservation data from August 10, 
2016 o March 9, 2017, that was held in ilieir reserva tion system was unlawfully accessed by an 
unaut~10rized person. They have further indica ted that your booking in formation was on Sabre's 
server! during iliat period of time, and, as a result, your information may have been at risk. Sabre 
has nf, t indicated how many individuals were impacted by the breach overall, or how many 
indivi , uals were impacted from your state. 

What Information Was Involved? 

Sabre has indicated that the unauthorized party was able to access payment card in formation, 
inclu~g such information as credit or debit cardholder name, card number, card expiration date 
and card security code. In addition, in certain cases, the guest's name, email, phone number, 
addre~s , number of adults and children staying at the hotel, and dates of reservation at the hotel 

I were also unlawfully accessed. 

What We Are Doing 

I 
Sabre

1 

has informed us that they notified law enforcement and the payment card brands about the 
security breach of its network and of ilie confidential data that was accessed. Sabre also retained a 
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payment card industry forensic investigator to investigate this incident. Sabre has es tablished a 
websit I with information about the breach (\\ \\ \\ .salncu>n,urnrri1ol 1<;~,DJJJ.2). 

We as ed that Sabre provide you with the attached no tice to give you more information about 
the br ach. Although we are not able to independently verify the information therein, we are 
contin · g to discuss with Sabre how the incident happened and to obtain assurances from them 
of thei'.r ongoing security and how they will handle and inves tigate security incidents like this in 

I 
the fure. 

I 
What I ou Can Do 

Underl the circumstances, we strongly recommend that you regularly monitor your credit or debit 
card account statements for any unauthorized activity. If you discover any suspicious or unusual 
activi1'. on your payment card account, immediately no ti fy your account institution. In addition, 
be vigilant about any emails tl1at you may receive that claim to be fro m the hotel or Sabre, 
particJilarly any emails that ask you to provide personal in fo rmation or click on links. 

For J ore Information 

Addi~onal information about how to protect yourself, including state-specific in formation, is 
enclos~ed in tl1e attached sheet titled "Additional Information and Resources about Identity 
Theft.I' If you have any questions regarding tl1e Sabre data breach or if you desire further 
infor ation or assistance, Sabre has set up a toll-free ho tline which can be reached at 888-721-
6305. 

We sincerely apologize if you experience any inconvenience because of the Sabre data breach. 
The ~rivacy and pro tection o f customer information is o f the utmost importance to us, and we 
are c~mmitted to working with Sabre to make sure that they continue to ta ke appropriate steps 
to pro tect guest data. 
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E:.bre 
June X, 4017 

Sabr i!: a l:eadln,g tt echnology pro,,,.rder to the global tra.ve'I indllstry, and co.unts [hisert Bl'andl as one of en.1.r most 
imp rtantcu$tom en of our Sabre Ho$pitality SolutiMs '[SHS) divi$iori. 

SH$ frov:ides reservations ~chno l ogy to a num ber of hotel>. SHS had an incident in whieh an unauthotited party 

was l ble t o obtain the credentials to an acx:ount within the SHS central rese rvations system and then view a 

s.,·u· b-$.. f t ·O. fth·e. h.o.te.I rese. rva. t.i·· .. o.·. 1'1$.·.•' .... · •Th ... ~ s .. wa·:;· n.:· o. tan. ln.te:rnal tec.hn .. o. fogy p. l·a·t·forni ·at. a hotel that you. s.·ra·. v.·. e.d at,.an .. d the . 11authorlied use was C<:Jntained ti:> one system managed by SHS. A$ part of this incident , p-ayment card 
info· mati<:m that may have been r:rao:;mitted a:; part of the r~s ervat on booking process may have been, viewed by· 

this naut:horized user. 

SitbJ engaged premier. cv~rsecur:ity exp,erts to support our inve!itigation a,nd too~ suc:ceS$ful measures to en$1,1re 

this nauthofit ed a,ccess was stopped and i.s no longer possible . The invest gatton did not uncover evidence that 
the nauthorized party removed anv information from the system, but it ts a po.ss.ibillty. w e have also noti fied 

1.aw nrforcement and the payment card brands. 

The nauthorited party was able to access informat ion for certain hotel reservat ions,, including cardholder name; 
pay!· eot card number; card explr ;;ition diite; and, for a, subset of reservations,, card securi ty code (1f rt was 
pro ided). $odal Security, passport, drtver's license or other gov.ernment identification numbers were !JEJ. 
ace: .·. 5ed. 

On oeohalf of the Sabre team, we wish t\l express. 01;1r si cere regret for 'this incidtm t an~ assure you that we have takl· measures to further strengthen ow already· robust tybersecurity program. As a l!!ading technology 

pro., .ld·e·rto the t;a .. v.el i.ndust ry. , $. abre fs··· COmmitt·e· d tc a. i lQbal, holist ic: .security program fQC·lJSed Ori p ro.·· te~tiog 1.tS 
svs't ms, their customel'$ 11<t11d coMumers. M cybe•r t hreats have escalated, so t.o.o has sa,bre's investment in s~.ate 

of tJe art s.ecurit)• tec:hno.logy and highl11' qua lifted personnel to reassun~ its tr.av el ndustry cu!;tomers and the 
travf J "& poblle th., S.b« >dd. r.~.s$es stK:tu'ity with the u:tmost .care and expertise. 

You~ t ruly, 

SABi f HOS'PfTAtlTY SOLUTIONS 



ADDITIONAL INFORMATION AND RESOURCES 

ABOUT IDENTITY THEFT 

You may find the following general information and resources help ful concerning identity theft. 
I . 

Federal Trade Commission 

You ~ay contact the Federal Trade Commission (FTC) or law enforcement, such as your state 
attorney general, to report incidents o f identity theft or to learn about steps you can take to 
protect yourself from identity theft. You can contac t the FTC at: 

I Federal Trade Commission 
600 Pennsylvania Avenue, NW 
Washington, D C 20580 

(877)-IDTHEFT (438-4338) 
https://www.identity theft.gov/ 

If you find that your information has been misused, the FTC encourages you to file a complaint 
with ~e FTC and to take these additional steps: (1) close the accounts that you have confirmed or 
believ have been tampered with or opened fraudulently; and (2) file and keep a copy o f a local 
police report as evidence of the identity theft crime. 

Obtainl Your Credit Report · 

N o Salcial Security N umbers or driver's license numbers were exposed in this incident, and, as a 
result, we have no reason to believe that you may be at risk o f new account identity theft. As a 
general matter, it is advisable to regularly monitor your credit reports to see if any new accounts 
have tieen opened under your nam.e. You may periodically obtain credit reports from each 
natiott ide credit reporting agency. If you discover inaccurate information or a fraudulent 
transaf tion on your credit report, you have the right to request that the credit reporting agency 
delete,that information from your credit report file. 

You Jay contact the nationwide credit reporting agencies at: 

Equifr Experian Trans Union 

P .O . Box 105788 P.O. Box 9554 

Atlant , GA 30348 Allen, TX 75013 

P.O. Box 2000 

Chester, PA 19016 

(800) f 25-6285 (888) 397-3 7 42 (800) 680-7289 

www.equifax.com W\"llW.<:xpenan.com WW\V . tran:>un10n.com 

In adf tion, under federal law, you _are entitled to one free copy of your credit repo~t every 12 
montfs from each o f the three nationwide credit reporting agencies . You may obtam a free copy o f 

I 
1027808 1.1 



your credit report by going to \VWw.[\nnualCrcditRcpor t. com or by calling (877) 322-8228. You 
also may complete the Annual Credit Report Reques t Form available from the FTC at 
https: / )/ www.consumcr.ftc.gov /articlc:; / pdf-0093-annual-rcport-rcgucsr-fo rm.pdf. and mail it to 
Annual Credit Report Request Service, P.O. Box 105281, Atlanta, GA 30348-5281. You may also 
contact any of tl1e three major credit reporting agencies to request a copy of your credit report. 

Fraud _,~_/ert or S ecttriry freeze 011 Yottr Credit Report File , 

Althoj gh no Social Security N umbers or driver's license numbers were exposed in this incident, 
and, as

1 

a result, we have no reason to believe that you may be at risk of new account identity theft, 
you may obtain information from the FTC and the credit reporting agencies about fraud alerts and 
securi~ freezes. A fraud alert can make it more difficult fo r someone to get credit in your name 
because it tells creditors to follow certain procedures to protect you, but it also may delay your ability 
to obtt il1 credit. If you suspect you may be a victim of identity theft, you may place a fraud alert i.J.1 
your file by callll1g just one of the three nationwide credit reporting agencies listed below. As soon as 
that a!?iency processes your fraud alert, it will no tify the o ther two agencies, which tl1en must also 
place frnud alerts in your file. An initial fraud alert will last 90 days. An extended alert stays on your 
file fo~ seven years. To place eitl1er of tl1ese alerts, a consumer reporting agency will require you to 
provide appropriate proof o f your identity, which may il1clude your Social Security number. If you 
ask fof an extended alert, you will have to provide an identity theft report. 

Also, you can contact the nationwide credit reporting agencies regarding if and how you may place 
a secutity freeze on your credit report. A security freeze prohibits a credit reporting agency from 
releasfug information from your credit report without your prior written authorization, which 
makesl it more difficult for unauthorized parties to open new accounts i.J.1 your name. However, 
please/be aware that placil1g a security freeze on your credit report may delay, interfere with, or 
preve~t the timely approval o f any requests you make for new loans, credit mortgages, employment, 
housing, or o ther services. The credit reporting agencies have 3 business days after receivil1g a 
requel t to place a security freeze on a consumer's credit report. You may be charged to place or lift 
a security freeze. Unlike a fraud alert, you must separately place a credit freeze on your credit file at 
each redit reporting company. 

STATE SPECIFIC INFORMATION 

IF YOU ARE AN IOWA RESIDENT: 

You lay contact local law enforcement or the Iowa Attorney General's O ffice to report suspected 
incidl~1ts of identity theft. This office can be reached at: 

Offic o f the Attorney General of Iowa 

Hoo er State Office Building 

1305 E . Walnut Street 

Des I oines, IA 50319 
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IF YOIU ARE A MARYLAND RESIDEN T: 

You may obtain information about avoiding identi ty theft from the Maryland Attorney General's 
O ffice. 

This otfice can be reached at 

Office of the Attorney General 

Consu n er Pro tection Division 

200 Stj Paul Place . 

Baltimore, MD 21202 

(888) 743-0023 

www .1barylandattorncygcneral.gov 

I 

IF YOU ARE A MASSACHUSETTS RESIDENT: 

UndeJ Massachusetts law, you have the right to obtain a police report in regard to this incident. If 
you a11ie the victim of identity theft, you also have the right to file a police report and obtain a copy 
of it. 

Mass+husetts law also allows consumers to place a security freeze on their credit reports. If you 
have ~een a victim of identity theft, and you provide the credit reporting agency with a valid police 
report, it cannot charge you to place, lift, or remove a security freeze. In all other cases, a credit 
reporring agency may charge you up to $5.00 each to place, temporarily lift, or permanently remove 
a secJrity freeze. To place a security freeze on your credit report, you must send a written request 
to eat h o f the three major consumer reporting agencies, Equifax, Experian, and Trans Union, by 
regul, r, certified, or overnight mail or online at the addresses in the enclosed letter. 

In order to request a security freeze, you will need to provide the following information: 

1. Your full name (including middle initial as well as Jr., Sr., II , TU, etc.); 
2. Social Security number; 
3. Date o f birth; 
4. If you have moved in the past five (5) years, the addresses where you have lived over the 

prior five years; 
5.) Proof of current address such as a current utility bill or telephone bill; 
6. A legible photocopy of a government issued identification card (s tate driver's license or ID 

I 
card, military identification, etc.); 

7. If you are a victim of identity theft, a copy o f either the police report, inves tiga tive report, or 

I 
complaint to a law enforcement agency concerning identity theft; 

8 If you are no t a victim of identity tl1eft, payment by check, money order, or credit card (Visa, 
MasterCard, American E>..1Jress, or Discover only) . D o no t send cash through the mail. 
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The credit reporting agencies have three (3) business days after receiving your request to place a 
security freeze on your credit report. The credit reporting agencies must also send written 
confirmation to you within five (5) business days and provide you with a unique personal 
identiqcation number (PIN) or password, or both, that can be used by you to authorize the removal 
or lif,g of the security freeze. 

To lift lthe security freeze in order to allow a specific entity or individual access to your credit report, 
you mµ st call or send a written request to the credit reporting agencies by mail and include proper 
identification (name, address, and Social Security number) and the PIN number or password 

I 
provi9ed to you when you placed the security freeze, as well as the identities o f those entities or 
individuals you would like to receive your credit report or the specific period of time you want the 
credit feport available. The credit reporting agencies have three (3) business days after receiving your 
request to lift the security freeze for those identified entities or for the specified period o f tin1e. 

To rerhove the security freeze, you must send a wri tten request to each of the three credit bureaus 
by mail and include proper identification (name, address, and social security number) and the PIN 
numb~r or password provided to you when you placed the security freeze. The credit bureaus have 
three (3) business days after receiving your reques t to remove the securi ty freeze. 

I 
IF YOU ARE A NEW MEXICO RESIDENT: 

You ll ve rights under the federal Fair Credit Reporting Act (FCR.A) . T hese include, among o thers, 
the right to know what is in your file; to dispute incomplete or inaccurate information; and to have 
consuE1 er reporting agencies correct or delete inaccura te, incomplete, or unverifiable information. 
For n ore information about the FCR.A, please visit http s: //www.consumer.ftc.gm-/articles / pdf-
0096- air-credit-reporting-act.pelf or www. ftc.gO\'. 

I . . 
In Ad(iition, New Mexico Consumen Have the Right to Oh1ai11 a Securiry Free:\.e or Suhmil a Declaration qf 
Remo1Jf/ 

You lf.ay obtain a security freeze on your credit report to pro tect your privacy and ensure that 
credit[ is not granted in your name without your knowledge. You may submit a declaration of 
remo · al to remove information placed in your credit report as a result of being a victim of identity 
theft. You have a right to place a security freeze on your credit report or submit a declaration of 
removal pursuant to the Fair Credit Reporting and Identity Security Act. 

The sl curity freeze will prohibit a consumer reporting agency from releasing any information in 
your red.it report without your express authoriza tion or approval. 

The s
1

ecurity freeze is designed to prevent credit, loans, and services fro m being approved in your 
name without your consent. When you place a security freeze on your credit report, you will be 
provided with a personal identification number, password, or similar device to use if you choose to 
remoye the freeze on your credit report or to temporarily authorize the release o f your credit report 
to a specific party or parties or for a specific period of time after the freeze is in place. To remove 
the f~eeze or to provide authoriza tion for the temporary release of your credit report, you must 
cont~ct the consumer reporting agency and provide all o f the following: 
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I. thi unigue personal identification number, password, or similar device provided by the 
co sumer reportmg agency; 

2. pr per identification to veri fy your identity; 
3. infpnnation regarding the third party or parties who are to receive the credit report or the 

pefiod of time for which the credit report rn.ay be released to users o f the credit report; and 
4. payment of a fee, if applicable. 

A con$umer reporting agency that receives a reguest from a consumer to lift temporarily a freeze on 
a cre~t report shall comply with the reguest no later than three business days after receiving the 
request. As of September 1, 2008, a consumer reporting agency shall comply with the request 
within fifteen minutes of receiving the reguest by a secure electronic method or by telephone. 

A security freeze does not apply in all circumstances, such as where you have an existing account 
relationship and a copy of your credit report is requested by your existing creditor or its agents for 
certau1 types of account review, collection, fraud control, or similar activities; for use in setting or 
adjusting an insurance rate or clain1 or insurance underwriting; for certain governmental purposes; 
and for purposes of prescreening as defmed in the federal Fair Credit Reporting Act. 

If you , are actively seeking a new credit, loan, utili ty, telephone, or insurance account, you should 
understand that the procedures involved in lifting a security freeze may slow your own applications 
for cr1dit. You should plan ahead and lift a freeze, either completely if you are shopping around or 
specifically for a certain creditor, with enough advance notice before you apply for new credit for 
the liftuig to take effect. You should contact a consumer reporting agency and reguest it to lift the 
freeze! at least three busii1ess days before applying. As of September 1, 2008, if you contact a 
consumer reportii1g agency by a secure electronic method or by telephone, the consumer reporting 
agenct should lift the freeze withii1 fifteen minutes. You have a right to bring a civil action against a 
consu er reporting agency that violates your rights under the Fair Credit Reporting and Identity 
Secur· Act. 

To pl ce a security freeze on your credit report, you must send a reguest to each of the three 
major consumer reporting agencies: E guifax, Experian, and TransUnion. These agencies using 
the cl ntact ii1formation provided in the enclosed letter. 

IF Y(i)U ARE A NORTH CAROLINA RESIDENT: 

I 
You may obtain information about preventing identity theft from the North Carolina Attorney 
General's 

Offic or the Federal Trade Commission. This office can be reached at: 

Nort [ Carolina Department of Justice 

Attor ey General's Office 

9001 Mail Service Center 

Ralei1h, NC 27699-9001 

(877) 566-7226 

htt : \v ... w\v.ncdo' . ov 
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If you are actively seeking a new credit, loan, utility, telephone, or insurance account, you should 
unders~and that the procedures involved in lifting a security freeze may slow your own applica tions for 
credit. You should plan ahead and lift a freeze -- either completely, if you are shopping around, or 
specifically for a certain creditor -- with e11ough advance notice before you apply for new credit for the 
lifting to take effect. 

You h1ve a right to bring a civil action against someone who violates your rights Lmder the credit 
repordng laws. T11e action can be brought against a consw11er reporting agency or a user o f your credit 
report 

Unless you are sixty-five (65) years of age or older, or you are a victim of identity theft with an incident 
report lor complaint from a law enforcement agency, a conswner repor.ting agency has the right to charge 
you u~ to ten dollars ($10.00) to place a freeze on your credit report; up to ten dollars ($10.,00) to 
temporarily lift a freeze on your credit report, depending on the circumstances; and up to ten dollars 
($10.00) to remove a freeze from your credit report. If you are SL'<t:y-five (65) years of age or older or are a 
victimlof identity theft with a valid incident report or complaint, you may not be charged a fee by a 
conswner reporting agency for placing, temporarily lifting, or removing a freeze. 

To place a security freeze on your credit report, you must apply online or send a request to each of the 
three rajor conswner reporting agencies: E quifax, Experian, and Trans Union. T11ese agencies can be 
contal ted using the contact info1mation provided in the enclosed letter. 

In or~er to request a security freeze, you may need to provide the following info1mation: 

1., Your full name (including middle initial as well as Jr., Sr., II, IJI , etc.); 

2. Social Security nwnber; 

3. Date of birth; 

4. Complete address; 

5. Prior addresses; 

6. Proof(s) o f identification (state driver's license or ID card, military identification, birth certificate, 
etc.); 

7. If you arc: a victim of identity theft, a copy of either the police report, investigative report, or 
complaint to a law enforcement agency concerning identity theft; 

8. If you are not a victim of identity theft, payment. D o not send cash through the mail. 
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