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VIA. U.S. MAIL 

Attj rney General Gordon J. MacDonald 
Oftjce of the New Hampshire Attorney General 
Attn: Security Breach Notification 

I 
33 CCapitol Street 
Concord, NH 03301 

Re: Notice of Data Security Incident 

Dei r Mr. MacDonald: 

We Jrepresent Aimbridge Hospitality Holdings, LLC and its affiliates entities ("Company"), 5851 
Legacy Circle Drive, Suite 400, Plano, TX 75024, and are writing to notify you of a data security 
inciident that occurred at Sabre Hospitality Solutions ("Sabre") and may have compromised the 
security of information related to certain individuals residing in New Hampshire. This notice will 
be kupplemented with any new significant facts learned subsequent to its submission. By 
pro} iding this notice, Company does not waive any rights or defenses regarding the applicability 
of New Hampshire law, the applicability of the New Hampshire data event notification statute, or 
personal jurisdiction. 

I 
I Nature of the Data Security Event 

The Sabre Hospitality Solutions ("Sabre") SynXis Central Reservations system (CRS) facilitates 
the /booking of hotel reservations made by consumers through hotels, on line travel agencies, and 
similar booking services . Beginning on June 6, 2017, Sabre notified affected entities that an 
una\Jthorized party gained access to account credentials that permitted unauthorized access to 
undncrypted payment card information, as well as certain reservation information, for a subset of 
hot~ ! reservations processed through the CRS. Sabre provided additional information on dates 
sublsequent to the initial notice that Company utilized to determine its legal obligations. The 
invl stigation determined that the unauthorized party first obtained access to payment card and 

Mullen.law 



Attof1ey General Gordon J. MacDonald 
August 24, 2017 
Page/2 

othe~ reservation information on August 10, 2016, and the last unauthorized access to payment 
card! information was on March 9, 2017. 

Acer' rding to Sabre, the unauthorized party was able to access payment card information for guests 
who made hotel reservation(s) at the following Company-managed hotels: The Anza Calabasas 
Hot I, the Hard Rock San Diego, The Queen Mary Hotel, and Anaheim Portofino Inn & Suites 
(togbther, "The Hotels"). This information potentially included guest: (1) name; (2) card number; 
(3) dard expiration date; and, (4) card security code. The unauthorized party was also able, in some 
cas9s, to access certain information such as guest name, email, phone number, address, and other 
information. Sabre has confirmed that information such as Social Security number, passport 
number, or driver's license number was not impacted by this incident. 

j Notice to New Hampshire Residents 

Be inning on or about July 6, 2017, Company published notice of the incident on the homepages 
of 1 he Anza Calabasas Hotel, the Hard Rock San Diego, The Queen Mary Hotel, and Anaheim 
Portofino Inn & Suites. Additionally, on August 24, 2017, Company will issue a nationwide press 
releflse regarding the incident. 

Beginning on August 24, 2017, Company, on behalf of The Hotels, will provide written notice of 
this) incident to those individuals whose payment card information was stored on the affected Sabre 
server and may have been accessed by the unauthorized party, including approximately twenty­
four (24) known, potentially impacted New Hampshire residents for whom Company has address 
inf9rmation. Of the twenty-four (24) New Hampshire residents, two (2) were affiliated with The 
Anza Calabasas Hotel, thirteen (13) were affiliated with the Hard Rock San Diego, eight (8) were 
affiliated with The Queen Mary Hotel, and one (1) was affiliated with Anaheim Portofino Inn & 
Suites. On August 25 , 2017, Company will be sending emails to individuals for whom address 
infdrmation is unknown, but for whom email addresses are available. This notice will be provided 
in s~bstantially the same form as the letters attached hereto as Exhibit A, Exhibit B, Exhibit C, 
and Exhibit D. 

Other Steps Taken 

Upon receiving notification of the incident from Sabre, Company has been working diligently to 
determine the full nature and scope of this event and to identify those guests who may be impacted. 
Cor pany has also verified that Sabre worked with third-party forensic investigators in its 
investigation into this incident and has provided notice of this event to law enforcement and the 
paytment card brands. 

Company, on behalf of The Hotels, is providing potentially impacted individuals with guidance 
on how to better protect against identity theft and fraud, including information on how to place a 
fraud alert and security freeze on one's credit file , the contact details for the national consumer 
reporting agencies, information on how to obtain a free credit report, a reminder to remain vigilant 
for incidents of fraud and identity theft by reviewing account statements and monitoring free credit 
reports, and encouragement to contact the Federal Trade Commission, their state Attorney General, 
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and taw enforcement to report attempted or actual identity theft and fraud. Company has provided 
no ti , e of this incident to the credit reporting agencies, as well as to other state officials as required 
by I w. 

Contact Information 

Sho Id you have any questions regarding this notification or other aspects of the data security 
eve t, please contact us at 267-930-4798. 

Very truly yours, 

James E. Prendergast of 
MULLEN COUGHLIN LLC 
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ANiA 
;;~~;~r~~IL PROCESSING CENTER 
PO BOX ~336 
PORTLAND, OR 97228-6336 

<<Mail It >> 
<<Namcl > 
<<Narnc2 > 
<<Addrc~s l >> 
<<Addrc s2>> 
<<Addre~s3>> 

<<Addrc3'js4>> 
<<Addrc s5>> 
<<City> <<ST>><<ZIP>> 
<<Countt)y>> 

Re: Notice of Data Breach 

<<Date>> 

Dear << amel>>: 

We writl to make you aware of an incident that occurred at a third-party vendor - Sabre Hospitality 
Solutions - involving unauthorized access to information associated with your hotel reservation(s) made at The Anza 
Calabasas Hotel between August 10, 2016 and March 9, 2017. The privacy and protection of our guests ' information 
is a matt~r we take seriously, and we encourage you to review the information provided in this letter for steps that 
you may take to protect yourself against potential misuse of your information, should you feel it appropriate to do so. 

What Happened? Sabre Hospitality Solutions ("Sabre") provides reservation management services to The Anza 
Calabasas Hotel. The Sabre Hospitality Solutions SynXis Central Reservations system (CRS) facilitates the booking 
of hotel reservations made by consumers through hotels, online travel agencies , and similar booking services. Sabre 
notified rts on or about June 6, 2017 that an unauthorized party gained access to account credentials that permitted 
unauthorized access to unencrypted payment card information, as well as certain reservation information, for a 
subset o:tl hotel reservations processed through the CRS. The investigation determined that the unauthorized party 
first obta[ned access to payment card and other reservation information on August 10, 2016, and the last access to 
payment card information was on March 9, 2017. 

What Information Was Involved? According to Sabre, the unauthorized party was able to access payment card 
information for your hotel reservation(s). This information potentially included your: (1) name; (2) card number; (3) 
card expitation date; and, (4) card security code. The unauthorized party was also able, in some cases, to access certain 
information such as guest name, email, phone number, address, and other information. Some of this information may 
not have 

1

been stored in Sabre's systems at the time of the incident and may not be affected, but Sabre is unable to 
confirm whether your information was included and, out of an abundance of caution, we are providing notice to you. 
Information such as Social Security number, passport number, or driver's license number was !lfl1. impacted by this 

incident. / . . . . . . . . . 
What We Are Doing. Smee bemg mformed of this mcident, The Anza Calabasas Hotel has been workmg diligently 
to determine the full nature and scope of this event and to identify those customers who may be impacted. We 
have alsd verified that Sabre worked with third-party forensic investigators in its investigation into this incident and 
has provided notice of this event to law enforcement and the payment card brands. The confidentiality, privacy, 
and secur.ity of infor.mation in our system~ is one o.f our hi.g~est priorities: We have sa~egua~ds in pla~e to protect 
the secu~ity of data m our systems and will be takmg addit10nal steps gomg forward, mcludmg workmg with our 
third-party vendors, to ensure the protection of data in our care. 

What You Can Do. Please review the enclosed Privacy Safeguards Information for additional steps you can take to 
better protect against the potential misuse of your personal information. 

$6941 v.04 08.22.2017 



For More Information. We understand that you may have questions about this incident that are not addressed in this 
letter. If you have additional questions, please contact Sabre's dedicated assistance line at 888-721-6305 (toll-free) 
Monday through Friday, 24 hours a day or visit the Sabre website established specifically to help our customers in 
responding to this incident at www.sabreconsumernotice.com. We sincerely regret any inconvenience or concern 
this incident has caused you. 

Sincerely, 

Lauren Df Boalt 
General ~anager 
The Anz~ Calabasas Hotel 
23627 Calabasas Road 
Calabasa$, CA 91302 

56942 v.04 08. 2.2017 



PRIVACY SAFEGUARDS INFORMATION 

Monitor Your Accounts. 
I 

Credit Reports. We encourage you to remain vigilant against incidents of identity theft and fraud by reviewing your 
account statements and monitoring your free credit reports for suspicious activity. Under U.S. law, you are entitled 
to one free credit report annually from each of the three major credit reporting bureaus. To order your free cre~it 
report, visit www.annualcreditreport.com or call, toll-free, 1-877-322-8228. You may also contact the three maJor 
credit bureaus directly to request a free copy of your credit report. 

Fraud Alkrts. At no charge, you can also have these credit bureaus place a "fraud alert" on your file that alerts 
creditors to take additional steps to verify your identity prior to granting credit in your name. Note, however, that 
because if tells creditors to follow certain procedures to protect you, it may also delay your ability to obtain credit 
while the agency verifies your identity. As soon as one credit bureau confirms your fraud alert, the others are notified 
to place fraud alerts on your file . Should you wish to place a fraud alert, or should you have any questions regarding 
your cred~t report, please contact any one of the agencies listed below: 

Equifax 
P.O. Box 105069 
Atlanta, GA 30348 
800-525-6285 
www.equifax.com 

Experian 
P.O. Box 2002 
Allen, TX 75013 
888-397-3742 
www.expenan.com 

Trans Union 
P.O. Box 2000 
Chester, PA 19106 
800-680-7289 
www.transunion.com 

Security Freeze. You may also place a security freeze on your credit reports. A security freeze prohibits a credit 
bureau from releasing any information from a consumer's credit report without the consumer's written authorization. 
However, please be advised that placing a security freeze on your credit report may delay, interfere with, or prevent 
the timel¥ approval of any requests you make for new loans, credit mortgages, employment, housing, or other 
services. If you have been a victim of identity theft and you provide the credit bureau with a valid police report, it 
cannot charge you to place, lift, or remove a security freeze. In all other cases, a credit bureau may charge you a fee to 
place, temporarily lift, or permanently remove a security freeze. Fees vary based on where you live, but commonly 
range from $3 to $15. You will need to place a security freeze separately with each of the three major credit bureaus 
listed above if you wish to place a freeze on all of your credit files. In order to request a security freeze , you will 
need to supply your full name, address, date of birth, Social Security number, current address, all addresses for up to 
five previous years, email address, a copy of your state identification card or driver's license, and a copy of a utility 
bill, bank or insurance statement, or other statement proving residence. To find out more on how to place a security 
freeze , y©u can use the following contact information: 

Equifax Security Freeze 
P.O. Box 105788 
Atlanta, GA 30348 
1-800-685-1111 
www.freeze.equifax.com 

Experian Security Freeze 
P.O. Box 9554 
Allen, TX 75013 
1-888-397-3742 
www.experian.com/freeze/ 

Trans Union 
P.O. Box 2000 
Chester, PA 19016 
1-888-909-8872 
www.transunion.com/ 
credit-freeze/place-credit-freeze 

Additional Information. You can further educate yourself regarding identity theft, security freezes , fraud alerts, and 
the steps lyou can take to protect yourself against identity theft and fraud by contacting the Federal Trade Commission 
or your state Attorney General. The Federal Trade Commission can be reached at: 600 Pennsylvania Avenue NW, 
Washington, DC 20580; www.identitytheft.gov; 1-877-lD-THEFT (1-877-438-4338); and TTY: 1-866-653-4261. The 
Federal Trade Commission encourages those who discover that their information has been misused to file a complaint 
with them. Instances of known or suspected identity theft should be reported to law enforcement, the Federal Trade 
Commission, and your state Attorney General. This notice has not been delayed as the result of a law enforcement 
investigation. 

For Maryland residents, the Maryland Attorney General can be reached at: 200 St. Paul Place, 16th Floor, 
Baltimorie, MD 21202; 1-888-743-0023; and www.oag.state.md.us. The Anza Calabasas Hotel is located at 
23627 Calabasas Road, Calabasas, CA 91302 and can be reached at 818-222-5300. 

For NoJth Carolina residents, the North Carolina Attorney General can be contacted by mail at 9001 Mail 
Service Center, Raleigh, NC 27699-9001; toll-free at 1-877-566-7226; by phone at 1-919-716-6400; and online at 

l.i . www.ncuoJ.gov. 
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For Rho~e Island residents, the Rhode Island Attorney General .can be conta.cted. by mail at l?O South Main 
Street, Pr~vidence , RI 02903; by phone at (401) 274-4400; and onhne at www.nag.n.gov. Approximately two (2) 
Rhode Island residents may be impacted by this incident. You have the right to file and obtain a police report if you 
ever expehence identity theft or fraud. Please note that, in order to file a crime report or incident report with law 
enforcement for identity theft, you will likely need to provide some kind of proof that you have been a victim. 

For New I Mexico residents, you have rights pursuant to the Fair Credit Reporting Act, such as the right to be 
told if information in your credit file has been used against you, the right to know what is in your credit file, the 
right to aJk for your credit score, and the right to dispute incomplete or inaccurate information. Further, pursuant 
to the Fair Credit Reporting Act, the consumer reporting agencies must correct or delete inaccurate, incomplete, 
or unverifiable information; consumer reporting agencies may not report outdated negative information; access 
to your file is limited; you must give your consent for credit reports to be provided to employers; you may limit 
"prescreeeed" offers of credit and insurance you get based on information in your credit report; and you may seek 
damages from violator. You may have additional rights under the Fair Credit Reporting Act not summarized here. 
Identity theft victims and active duty military personnel have specific additional rights pursuant to the Fair Credit 
Reporting Act. We encourage you to review your rights pursuant to the Fair Credit Reporting Act by visiting 
www.co~umerfinance .gov/f/201504_ cfpb _summary _your-rights-under-fcra.pdf, or by writing Consumer Response 
Center, Room 130-A, Federal Trade Commission, 600 Pennsylvania Ave. N.W., Washington, D.C. 20580. 
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Ha~c.ll 
~ 

SAN DIE , 0 

RETURN] MAIL PROCESSING CENTER 
PO BOX 6336 
PORTLAND, OR 97228-6336 

<<Mail JD>> 
<<Name! >> 
<<Name2~> 
<<Address I>> 
<<Addre s2>> 
<<Addre 3>> 
<<Addrcds4>> 
<<Addre~s5>> 
<<City>~ <<ST>><<ZlP>> 
<<Country>> 

Re: Notice of Data Breach 

Dear << amcl>>: 

<<Date>> 

We write to make you aware of an incident that occurred at a third-party vendor - Sabre Hospitality 
Solutions - involving unauthorized access to information associated with your hotel reservation(s) made at Hard Rock 
Hotel San Diego between August 10, 2016 and March 9, 2017. The privacy and protection of our guests' information 
is a matter we take seriously, and we encourage you to review the information provided in this letter for steps that 
you may take to protect yourself against potential misuse of your information, should you feel it appropriate to do so. 

What Happened? Sabre Hospitality Solutions ("Sabre") provides reservation management services to Hard Rock 
Hotel Sa~ Diego. The Sabre Hospitality Solutions SynXis Central Reservations system (CRS) facilitates the booking 
of hotel reservations made by consumers through hotels, online travel agencies, and similar booking services. Sabre 
notified l;IS on or about June 6, 2017 that an unauthorized party gained access to account credentials that permitted 
unauthorized access to unencrypted payment card information, as well as certain reservation information, for a 
subset of hotel reservations processed through the CRS. The investigation determined that the unauthorized party 
first obtained access to payment card and other reservation information on August 10, 2016, and the last access to 
payment card information was on March 9, 2017. 

What Information Was Involved? According to Sabre, the unauthorized party was able to access payment card 
information for your hotel reservation(s). This information potentially included your: (1) name; (2) card number; (3) 
card expiration date; and, (4) card security code. The unauthorized party was also able, in some cases, to access certain 
information such as guest name, email, phone number, address, and other information. Some of this information may 
not have Jbeen stored in Sabre's systems at the time of the incident and may not be affected, but Sabre is unable to 
confirm whether your information was included and, out of an abundance of caution, we are providing notice to you. 
Information such as Social Security number, passport number, or driver's license number was !!fl1. impacted by this 
incident. 

What We Are Doing. Since being informed of this incident, Hard Rock Hotel San Diego has been working diligently 
to deterrhine the full nature and scope of this event and to identify those customers who may be impacted. We 
have also verified that Sabre worked with third-party forensic investigators in its investigation into this incident and 
has provided notice of this event to law enforcement and the payment card brands. The confidentiality, privacy, 
and sec~ity of information in our systems is one of our highest priorities. We have safeguards in place to protect 
the security of data in our systems and will be taking additional steps going forward , including working with our 
third-pat ty vendors , to ensure the protection of data in our care. 

What Y9u Can Do. Please review the enclosed Privacy Safeguards Information for additional steps you can take to 
better protect against the potential misuse of your personal information. 
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For More Information. We understand that you may have questions about this incident that are not addressed in this 
letter. If ou have additional questions, please contact Sabre's dedicated assistance line at 888-721-6305 (toll-free) 
Monday tprough Friday, 24 hours a day or visit the Sabre website established specifically to help our customers in 
respondinp to this incident at www.sabreconsumernotice.com. We sincerely regret any inconvenience or concern 
this incident has caused you. 

Sincerely, 

Matt Greene 
General tanager 
Hard Roe Hotel San Diego 
207 5th enue 
San Diegb, CA 92101 
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PRIVACY SAFEGUARDS INFORMATION 

I 
Monitor Your Accounts. 

Credit Rebarts. We encourage you to remain vigilant against incidents of identity theft and fraud by reviewing your 
account statements and monitoring your free credit reports for suspicious activity. Under U.S. Law, you are entitled 
to one freb credit report annually from each of the three major credit reporting bureaus. To order your free credit 
report, visit www.annualcreditreport.com or call, toll-free, 1-877-322-8228. You may also contact the three major 
credit bureaus directly to request a free copy of your credit report. 

Fraud Alkrts. At no charge, you can also have these credit bureaus place a "fraud alert" on your file that alerts 
creditors to take additional steps to verify your identity prior to granting credit in your name. Note, however, that 
because it tells creditors to follow certain procedures to protect you, it may also delay your ability to obtain credit 
while the agency verifies your identity. As soon as one credit bureau confirms your fraud alert, the others are notified 
to place fpud alerts on your file. Should you wish to place a fraud alert, or should you have any questions regarding 
your credit report, please contact any one of the agencies listed below: 

Equifax 
P.O. Box 105069 
Atlanta, GA 30348 
800-525-6285 
www.equifax.com 

Experian 
P.O. Box 2002 
Allen, TX 75013 
888-397-3742 
www.experian.com 

Trans Union 
P.O. Box 2000 
Chester, PA 19106 
800-680-7289 
www.transunion.com 

Securitv Freeze. You may also place a security freeze on your credit reports. A security freeze prohibits a credit 
bureau from releasing any information from a consumer's credit report without the consumer's written authorization. 
However, please be advised that placing a security freeze on your credit report may delay, interfere with, or prevent 
the timely approval of any requests you make for new loans, credit mortgages, employment, housing, or other 
services. !If you have been a victim of identity theft and you provide the credit bureau with a valid police report, it 
cannot c~arge Y?U t<_> place, Lift, or remove a security fr~eze. In all other cases, a credit bureau may charge you a fee to 
place, temporanly lift, or permanently remove a secunty freeze. Fees vary based on where you live, but commonly 
range from $3 to $15. You will need to place a security freeze separately with each of the three major credit bureaus 
listed above if you wish to place a freeze on all of your credit files . In order to request a security freeze , you will 
need to supply your full name, address , date of birth, Social Security number, current address, all addresses for up to 
five previous years, email address, a copy of your state identification card or driver's license, and a copy of a utility 
bill, bank or insurance statement, or other statement proving residence. To find out more on bow to place a security 
freeze , you can use the following contact information: 

Equifax1Security Freeze 
P.O. Box 105788 
Atlanta, GA 30348 
1-800-685-1111 
www.freeze.equifax.com 

Experian Security Freeze 
P.O. Box 9554 
Allen, TX 75013 
1-888-397-3742 
www.experian.com/freeze/ 

Trans Union 
P.O. Box 2000 
Chester, PA 19016 
1-888-909-8872 
www.transunion.com/ 
credit-freeze/place-credit-freeze 

Additional Information. You can further educate yourself regarding identity theft, security freezes , fraud alerts, and 
the steps 1you can take to protect yourself against identity theft and fraud by contacting the Federal Trade Commission 
or your state Attorney General. The Federal Trade Commission can be reached at: 600 Pennsylvania Avenue NW, 
Washington, DC 20580; www.identitytbeft.gov; 1-877-ID-THEFT (1-877-438-4338); and TTY: 1-866-653-4261. The 
Federal Trade Commission encourages those who discover that their information bas been misused to file a complaint 
with them. Instances of known or suspected identity theft should be reported to Law enforcement, the Federal Trade 
Commission, and your state Attorney General. This notice bas not been delayed as the result of a law enforcement 
investigation. 

For Maryland residents, the Maryland Attorney General can be reached at: 200 St. Paul Place, 16th Floor, 
BaltimorF, MD 21202i 1-888-743-0023; and www.oag.state.md.us. Hard Rock Hotel San Diego is located at 
207 5th Avenue, San Diego, CA 92101 and can be reached at 619-702-3000. 

For North Carolina residents, the North Carolina Attorney General can be contacted by mail at 9001 Mail 
Service Center, Raleigh, NC 27699-9001; toll-free at 1-877-566-7226; by phone at 1-919-716-6400; and online at 
www.ncdoj .gov. 

I 
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For Rhode Island residents, the Rhode Island Attorney General can be contacted by mail at 150 South Main 
Street, Pd vidence, RI 02903; by phone at (401) 274-4400; and online at www.riag.ri.gov. Approximately seven (7) 
Rhode Isl~nd residents may be impacted by this incident. You have the right to file and obtain a police report if you 
ever experience identity theft or fraud. Please note that, in order to file a crime report or incident report with law 
enforcement for identity theft, you will likely need to provide some kind of proof that you have been a victim. 

For New ,Mexico residents, you have rights pursuant to the Fair Credit Reporting Act, such as the right to be 
told if information in your credit file has been used against you, the right to know what is in your credit file, the 
right to a~k for your credit score, and the right to dispute incomplete or inaccurate information. Further, pursuant 
to the Fai~ Credit Reporting Act, the consumer reporting agencies must correct or delete inaccurate, incomplete, 
or unverifiable information; consumer reporting agencies may not report outdated negative information; access 
to your file is limited; you must give your consent for credit reports to be provided to employers; you may limit 
"prescreehed" offers of credit and insurance you get based on information in your credit report; and you may seek 
damages from violator. You may have additional rights under the Fair Credit Reporting Act not summarized here. 
Identity theft victims and active duty military personnel have specific additional rights pursuant to the Fair Credit 
Reporting Act. We encourage you to review your rights pursuant to the Fair Credit Reporting Act by visiting 
www.co~sumerfinance .gov/f/201504 _ cfpb _summary _your-rights-under-fcra.pdf, or by writing Consumer Response 
Centec, l orn 130-A, Federnl Trnde Commission, 600 Pennsylvania Ave. N.W., Washington, D.C. 20580. 

I 
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THfQUEEN'MAfly 
RETUR~ MAIL PROCESSING CENTER 
PO BOX 6336 
PORTLAND, OR 97228-6336 

<<Mail I >> 
<<Name! > 
<<Name2 > 
<<Addrc sl>> 
<<Addrc s2>> 
<<Addrc s3>> 
<<Addre 4>> 
<<Addrc~s5>> 
<<City>>!, <<ST>><<ZIP>> 
<<Count1jy>> 

Re: Notice of Data Breach 

Dear << amcl >>: 

<<Date>> 

We write to make you aware of an incident that occurred at a third-party vendor - Sabre Hospitality 
Solutions1 - involving unauthorized access to information associated with your hotel reservation(s) made at The 
Queen Mary between August 10, 2016 and March 9, 2017. The privacy and protection of our guests' information is 
a matter yve take seriously, and we encourage you to review the information provided in this letter for steps that you 
may take to protect yourself against potential misuse of your information, should you feel it appropriate to do so. 

What Happened? Sabre Hospitality Solutions ("Sabre") provides reservation management services to The Queen 
Mary. 1 he Sabre Hospitality Solutions SynXis Central Reservations system (CRS) facilitates the booking of 
hotel reservations made by consumers through hotels, online travel agencies, and similar booking services. Sabre 
notified ~son or about June 6, 2017 that an unauthorized party gained access to account credentials that permitted 
unauthorized access to unencrypted payment card information, as well as certain reservation information, for a 
subset of hotel reservations processed through the CRS. The investigation determined that the unauthorized party 
first obtained access to payment card and other reservation information on August 10, 2016, and the last access to 
payment card information was on March 9, 2017. 

What Information Was Involved? According to Sabre, the unauthorized party was able to access payment card 
informatjon for your hotel reservation(s). This information potentially included your: (1) name; (2) card number; (3) 
card expilration date; and, (4) card security code. The unauthorized party was also able, in some cases, to access certain 
information such as guest name, email, phone number, address, and other information. Some of this information may 
not have been stored in Sabre's systems at the time of the incident and may not be affected, but Sabre is unable to 
confirm r hether your information was included and, out of an abundance of caution, we are providing notice to you. 
Information such as Social Security number, passport number, or driver's license number was !1.121. impacted by this 
incident. 

What We Are Doing. Since being informed of this incident, The Queen Mary has been working diligently to 
determine the full nature and scope of this event and to identify those customers who may be impacted. We have 
also ver~fied that Sabre worked with third-party forensic investigators in its investigation into this incident and 
has provided notice of this event to law enforcement and the payment card brands. The confidentiality, privacy, 
and secmity of information in our systems is one of our highest priorities. We have safeguards in place to protect 
the security of data in our systems and will be taking additional steps going forward, including working with our 
third-panty vendors , to ensure the protection of data in our care. 

What You Can Do. Please review the enclosed Privacy Safeguards Information for additional steps you can take to 
better protect against the potential misuse of your personal information. 
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For More~nformation. We understand that you may have questions about this incident that are not addressed in this 
letter. If you have additional questions, please contact Sabre's dedicated assistance line at 888-721-6305 (toll-free) 
Monday tbrough Friday, 24 hours a day or visit the Sabre website established specifically to help our customers in 
respondin~ to this incident at www.sabreconsumernotice.com. We sincerely regret any inconvenience or concern 
this incident has caused you. 

Sincerely, 

Paolo Dorpingo 
Hotel Manager 
The Queer Mary 
1126 Queen Highway 
Long Beabh, CA 90802 
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PRIVACY SAFEGUARDS INFORMATION 

Monitor Your Accounts. 

Credit Reports. We encourage you to remain vigilant against incidents of identity theft and fraud by reviewing your 
account sfu.tements and monitoring your free credit reports for suspicious activity. Under U.S. law, you are entitled 
to one free credit report annually from each of the three major credit reporting bureaus. To order your free credit 
report, vi~ it www.annualcreditreport.com or call, toll-free, 1-877-322-8228. You may also contact the three major 
credit burl aus directly to request a free copy of your credit report. 

Fraud Alerts. At no charge, you can also have these credit bureaus place a "fraud alert" on your file that alerts 
creditors to take additional steps to verify your identity prior to granting credit in your name. Note, however, that 
because iv tells creditors to follow certain procedures to protect you, it may also delay your ability to obtain credit 
while the ~gency verifies your identity. As soon as one credit bureau confirms your fraud alert, the others are notified 
to place f~aud alerts on your file. Should you wish to place a fraud alert, or should you have any questions regarding 
your credit report, please contact any one of the agencies listed below: 

Equifax 
P.O. Boxl 105069 
Atlanta, GA 30348 
800-52516285 
www.equifax.com 

Experian 
P.O. Box 2002 
Allen, TX 75013 
888-397-3742 
www.expenan.com 

Trans Union 
P.O. Box 2000 
Chester, PA 19106 
800-680-7289 
www.transunion.com 

Security Freeze. You may also place a security freeze on your credit reports. A security freeze prohibits a credit 
bureau fnhm releasing any information from a consumer's credit report without the consumer's written authorization. 
However, please be advised that placing a security freeze on your credit report may delay, interfere with, or prevent 
the timely approval of any requests you make for new loans, credit mortgages, employment, housing, or other 
services. If you have been a victim of identity theft and you provide the credit bureau with a valid police report, it 
cannot charge you to place, lift, or remove a security freeze . In all other cases, a credit bureau may charge you a fee to 
place, temporarily lift, or permanently remove a security freeze. Fees vary based on where you live, but commonly 
range from $3 to $15. You will need to place a security freeze separately with each of the three major credit bureaus 
listed above if you wish to place a freeze on all of your credit files . In order to request a security freeze , you will 
need to sJpply your full name, address , date of birth, Social Security number, current address , all addresses for up to 
five previous years, email address, a copy of your state identification card or driver's license, and a copy of a utility 
bill, ban~ or insurance statement, or other statement proving residence. To find out more on how to place a security 
freeze , you can use the following contact information: 

Equifax Security Freeze 
P.O. Box 105788 
Atlanta,1GA 30348 
1-800-685-1111 
www.freeze.equifax.com 

Experian Security Freeze 
P.O. Box 9554 
Allen, TX 75013 
1-888-397-3742 
www.experian.com/freeze/ 

Trans Union 
P.O. Box 2000 
Chester, PA 19016 
1-888-909-8872 
www.transunion.com/ 
credit-freeze/place-credit-freeze 

Additional Information. You can further educate yourself regarding identity theft, security freezes , fraud alerts, and 
the steps ~ou can take to protect yourself against identity theft and fraud by contacting the Federal Trade Commission 
or your state Attorney General. The Federal Trade Commission can be reached at: 600 Pennsylvania Avenue NW, 
Washing~on, DC 20580; www.identitytheft.gov; 1-877-ID-THEFT (1-877-438-4338); and TTY: 1-866-653-4261. The 
Federal Trade Commission encourages those who discover that their information has been misused to file a complaint 
with them. Instances of known or suspected identity theft should be reported to law enforcement, the Federal Trade 
Commis~ion, and your state Attorney General. This notice has not been delayed as the result of a law enforcement 
investigation. 

For Maryland residents, the Maryland Attorney General can be reached at: 200 St. Paul Place, 16th Floor, 
Baltimore, MD 21202; 1-888-743-0023; and www.oag.state.md.us. The Queen Mary is located at 
1126 Queens Highway, Long Beach, CA 90802 and can be reached at 877-342-0738. 

For No~th Carolina residents, the North Carolina Attorney General can be contacted by mail at 9001 Mail 
Service F~nter, Raleigh, NC 27699-9001; toll-free at 1-877-566-7226; by phone at 1-919-716-6400; and online at 
www.ncOOJ.gov. 
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For Rhode Island residents, the Rhode Island Attorney General can be contacted by mail at 150 South Main 
Street, Providence, RI 02903; by phone at (401) 274-4400; and online at www.riag.ri.gov. Approximately five (5) 
Rhode Island residents may be impacted by this incident. You have the right to file and obtain a police report if you 
ever expe~ience identity theft or fraud. Please note that, in order to file a crime report or incident report with law 
enforcement for identity theft, you will likely need to provide some kind of proof that you have been a victim. 

For New !Mexico residents, you have rights pursuant to the Fair Credit Reporting Act, such as the right to be 
told if information in your credit file has been used against you, the right to know what is in your credit file, the 
right to ask for your credit score, and the right to dispute incomplete or inaccurate information. Further, pursuant 
to the Faif Credit Reporting Act, the consumer reporting agencies must correct or delete inaccurate, incomplete, 
or unverifiable information; consumer reporting agencies may not report outdated negative information; access 
to your file is limited; you must give your consent for credit reports to be provided to employers; you may limit 
"prescreei;ied" offers of credit and insurance you get based on information in your credit report; and you may seek 
damages from violator. You may have additional rights under the Fair Credit Reporting Act not summarized here. 
Identity t~eft victims and active duty military personnel have specific additional rights pursuant to the Fair Credit 
Reporting Act. We encourage you to review your rights pursuant to the Fair Credit Reporting Act by visiting 
www.con~umerfinance.gov/f/201504 _ cfpb _summary _your-rights-under-fcra.pdf, or by writing Consumer Response 
Center, R6om 130-A, Federal Trade Commission, 600 Pennsylvania Ave. N.W., Washington, D.C. 20580. 

I 
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Exhibit D 



RETURN ,MAIL PROCESSING CENTER 
PO BOX 6336 
PORTLAND, OR 97228-6336 

<<Mail ID>> 
<<Name! > 
<<Namc2 > 
<<Addres I>> 
<<Addrcs,2>> 
<<Addrcs 3>> 
<<Addres 4>> 
<<Addrcs 5>> 
<<City>>, <<ST>><<ZIP>> 
<<Countrl >> 

Re: Notice of Data Breach 

Dear <<Nl mcl>>: 

<<Date>> 

We writel to make you aware of an incident that occurred at a third-party vendor - Sabre Hospitality 
Solutions f. involving unauthorized access to information associated with your hotel reservation(s) made at Anaheim 
Portofino 1Inn & Suites between August 10, 2016 and March 9, 2017. The privacy and protection of our guests' 
information is a matter we take seriously, and we encourage you to review the information provided in this letter for 
steps that you may take to protect yourself against potential misuse of your information, should you feel it appropriate 
to do so. 

What Happened? Sabre Hospitality Solutions ("Sabre") provides reservation management services to Anaheim 
Portofino Inn & Suites. The Sabre Hospitality Solutions SynXis Central Reservations system (CRS) facilitates the 
booking of hotel reservations made by consumers through hotels, online travel agencies, and similar booking services. 
Sabre notified us on or about June 6, 2017 that an unauthorized party gained access to account credentials that 
permitted unauthorized access to unencrypted payment card information, as well as certain reservation information, 
for a subset of hotel reservations processed through the CRS. The investigation determined that the unauthorized 
party firs~ obtained access to payment card and other reservation information on August 10, 2016, and the last access 
to payment card information was on March 9, 2017. 

What Inf?rmation Was Involved? According to Sabre, the unauthorized party was able to access payment card 
informati©n for your hotel reservation(s). This information potentially included your: (1) name; (2) card number; (3) 
card expiration date; and, (4) card security code. The unauthorized party was also able, in some cases, to access certain 
information such as guest name, email, phone number, address, and other information. Some of this information may 
not have fueen stored in Sabre's systems at the time of the incident and may not be affected, but Sabre is unable to 
confirm '.f hether your information was included and, out of an abundance of caution, we are providing notice to you. 
Information such as Social Security number, passport number, or driver's license number was !1Jl1. impacted by this 
incident. 

What We Are Doing. Since being informed of this incident, Anaheim Portofino Inn & Suites has been working 
diligently to determine the full nature and scope of this event and to identify those customers who may be impacted. 
We have also verified that Sabre worked with third-party forensic investigators in its investigation into this incident 
and has provided notice of this event to law enforcement and the payment card brands. The confidentiality, privacy, 
and secur~ty of information in our systems is one of our highest priorities. We have safeguards in place to protect 
the security of data in our systems and will be taking additional steps going forward , including working with our 
third-pary vendors, to ensure the protection of data in our care. 

What You Can Do. Please review the enclosed Privacy Safeguards Information for additional steps you can take to 
better protect against the potential misuse of your personal information. 
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For More nformation. We understand that you may have questions about this incident that are not addressed in this 
letter. If you have additional questions, please contact Sabre's dedicated assistance line at 888-721-6305 (toll-free) 
Monday t~rough Friday, 24 hours a day or visit the Sabre website established specifically to help our customers in 
respondin? to this incident at www.sabreconsumernotice.com. We sincerely regret any inconvenience or concern 
this incident has caused you. 

Sincerely, 

~J~:edo 
General , anager 
Anaheim ortofino Inn & Suites 
1831 South Harbor Boulevard 
Anaheim, CA 92802 
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PRIVACY SAFEGUARDS INFORMATION 

Monitor Your Accounts. 

Credit Reports. We encourage you to remain vigilant against incidents of identity theft and fraud by reviewing your 
account statements and monitoring your free credit reports for suspicious activity. Under U.S. law, you are entitled 
to one free credit report annually from each of the three major credit reporting bureaus. To order your free credit 
report, visit www.annualcreditreport.com or call, toll-free, 1-877-322-8228. You may also contact the three major 
credit burbaus directly to request a free copy of your credit report. 

Fraud Alerts. At no charge, you can also have these credit bureaus place a "fraud alert" on your file that alerts 
creditors to take additional steps to verify your identity prior to granting credit in your name. Note, however, that 
because it tells creditors to follow certain procedures to protect you, it may also delay your ability to obtain credit 
while the ~gency verifies your identity. As soon as one credit bureau confirms your fraud alert, the others are notified 
to place ftaud alerts on your file . Should you wish to place a fraud alert, or should you have any questions regarding 
your cred~t report, please contact any one of the agencies listed below: 

Equifax 
P.O. BoX! 105069 
Atlanta, IGA 30348 
800-525-6285 
www.equifax.com 

Experian 
P.O. Box 2002 
Allen, TX 75013 
888-397-3742 
www.expenan.com 

Trans Union 
P.O. Box 2000 
Chester, PA 19106 
800-680-7289 
www.transunion.com 

Security Freeze. You may also place a security freeze on your credit reports. A security freeze prohibits a credit 
bureau frbm releasing any information from a consumer's credit report without the consumer's written authorization. 
However, please be advised that placing a security freeze on your credit report may delay, interfere with, or prevent 
the timeLy approval of any requests you make for new loans, credit mortgages, employment, housing, or other 
services. If you have been a victim of identity theft and you provide the credit bureau with a valid police report, it 
cannot charge you to place, lift, or remove a security freeze. In all other cases, a credit bureau may charge you a fee to 
place, temporarily lift, or permanently remove a security freeze. Fees vary based on where you live, but commonly 
range from $3 to $15. You will need to place a security freeze separately with each of the three major credit bureaus 
listed above if you wish to place a freeze on all of your credit files. In order to request a security freeze , you will 
need to supply your full name, address, date of birth, Social Security number, current address, all addresses for up to 
five prevtious years, email address, a copy of your state identification card or driver's license, and a copy of a utility 
bill, bank or insurance statement, or other statement proving residence. To find out more on how to place a security 
freeze , Yf u can use the following contact information: 

Equifa~ Security Freeze Experian Security Freeze 
P.O. Box 105788 P.O. Box 9554 
Atlanta! GA 30348 Allen, TX 75013 
1-800-685-1111 1-888-397-3742 
www.freeze.equifax.com www.experian.com/freeze/ 

Trans Union 
P.O. Box 2000 
Chester, PA 19016 
1-888-909-8872 
www.transunion.com/ 
credit-freeze/place-credit-freeze 

Additional Information. You can further educate yourself regarding identity theft, security freezes , fraud alerts, and 
the steps you can take to protect yourself against identity theft and fraud by contacting the Federal Trade Commission 
or your state Attorney General. The Federal Trade Commission can be reached at: 600 Pennsylvania Avenue NW, 
Washington, DC 20580; www.identitytheft.gov; 1-877-ID-THEFT (1-877-438-4338); and TTY: 1-866-653-4261. The 
Federal Trade Commission encourages those who discover that their information has been misused to file a complaint 
with theb. Instances of known or suspected identity theft should be reported to law enforcement, the Federal Trade 
Commission, and your state Attorney General. This notice has not been delayed as the result of a law enforcement 
investig~tion. 

For Maryland residents, the Maryland Attorney General can be reached at: 200 St. Paul Place, 16th Floor, 
Baltimore, MD 21202; 1-888-743-0023; and www.oag.state.md.us. Anaheim Portofino Inn & Suites is located at 
1831 South Harbor Boulevard, Anaheim, CA 92802 and can be reached at 714-782-7600. 

For North Carolina residents, the North Carolina Attorney General can be contacted by mail at 9001 Mail 
Service 

1

Center, Raleigh, NC 27699-9001; toll-free at 1-877-566-7226; by phone at 1-919-716-6400; and online at 
www.ncdoj .gov. 
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For New L exico residents, you have rights pursuant to the Fair Credit Reporting Act, such as the right to he 
told if inf6rmation in your credit file has been used against you, the right to know what is in your credit file, the 
right to ask for your credit score, and the right to dispute incomplete or inaccurate information. Further, pursuant 
to the Fair Credit Reporting Act, the consumer reporting agencies must correct or delete inaccurate, incomplete, 
or unveriff,able information; consumer reporting agencies may not report outdated negative information; access 
to your me is limited; you must give your consent for credit reports to be provided to employers; you may limit 
"prescreeqed" offers of credit and insurance you get based on information in your credit report; and you may seek 
damages t om violator. You may have additional rights under the Fair Credit Reporting Act not summarized here. 
Identity tlleft victims and active duty military personnel have specific additional rights pursuant to the Fair Credit 
Reporting! Act. We encourage you to review your rights pursuant to the Fair Credit Reporting Act by visiting 
www.con~umerfinance.gov/f/201504 _ cfpb _summary _your-rights-under-fcra.pdf, or by writing Consumer Response 
Center, Rr m 130-A, Federal Trade Commission, 600 Pennsylvania Ave. NW., Washington, D.C. 20580. 

I 
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