SENT VIA USPS

RECEIVED
JUL 0 32017

INH Department of Justice I ~ CONSUMER PROTECTION
Gordon J. MacDonald, Attorney General : :

33 Capitol Street
Concord New Hampshire 03301

June 30, 2017

o RE Data Breach Notification
Dear Attomey General MacDonald:

¢ Please accept this as notice of a securlty breach concerning the personal information of
New Hampshlre residents. At this time, we have identified two (2) affected New Hampshire
res_idents and will advise you if we drscover that additional New Hampshire residents are affected.

“On June 8, 2017, Sabre Hospltahty (“Sabre”) notified 21c Museum Hotels that
unauthorlzed activity occurred within Sabre’s Hospitality Solutions SynXis Central Reservation
System affecting certain of 21c Museum Hotels’s customers. The Sabre notification states the
unauthorized activity occurred between August 10, 2016 and March 9, 2017. Sabre has not
provrf}ed to us a specific date of their dlscovery of this incident.

. Sabre’s investigation concluded the unauthorized party was able to access cardholder
name; address, payment card name, card expiration date, and, when collected, card security codes.
Sabre!states that it has notified law enforcement and payment card brands. Sabre has assured 21c
Museum Hotels that the unauthorized act1v1ty has been stopped and is no longer possible, and that
they have enhanced security around access credentials and the monitoring of system actlvxty to
further detect and prevent unauthonzed aCCess.

~We are in the process of preparing notification letters to the affected customers, and

i anticii_)ate mailing notice letters on or arbund July 6, 2017.

* Please let me know if you should have any questions.

Bestre gards

- fla /M/

* Phillip Affen
- Chief Development Ofﬁcer & General Counsel
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