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Via  Ema il: a tt0rne yge ne ra l@d0j.nh .gov
Attorney Genera l Joseph Foster
Office  of the  Attorne y Ge ne ra l
33 Capitol S tree t
Concord, NH 03301

Roy & Bentas CPAs, P.C.
Our File No. 4087Z.00105

Dear Attorney Gene ra l Fos te r:

Pursuant to N.H. Rev. S ta t. Ann. §  359-C:20(I)(b), we  a re  writing to notify you of a  da ta  security
incide nt involving 187 Ne w Ha mpshire  re s ide nts . We  a re  submitting this  notifica tion on be ha lf of our clie nt,
Roy & Be nta s  CP As , P .C (R&B).

Na tu re  Of The  S e c urity Bre a c h

R&B is  a n a ccounting firm loca te d in Ma nche s te r, Ne w Ha mpshire . On Fe brua ry 2, 2017, R&B
discovered tha t it had become the  victim of a  cyber a ttack by which an unknown third party was  able  to access
R&B's  Sha reFile  porta l and some  of its  client's  pe rsona l informa tion. Based upon its  inves tiga tion of the
incident, R&B be lieves  tha t the  ma licious  activity s ta rted on Februa ry 1, 2017 a t approxima te ly 7:00 p.m. and
continued into the  ea rly morning hours  of Februa ry 2, 2017. As  a  re sult, some  of its  clients ' pe rsona l
information may have  been exposed to others , including the ir' firs t and last names, addresses , socia l security
numbers , and tax and financia l informa tion and employment informa tion. R&B has  no reason to be lieve  tha t
anyone  has  used the  information.

The  New Hampshire  re s idents  involved in this  incident we re  forwarded le tte rs  notifying them of this
incident a s  soon a s  poss ible . A copy of the  fonn le tte r is  a ttached he re to. Notifica tion to New Hampshire
res idents  was not de layed due  to law enforcement investiga tion.

S teps  Taken Re la ting  To The  Inc ident

Upon lea rning of the  cyber a ttack, R&B took immedia te  s teps  to inves tiga te  and de te rmine  the  source
and extent of any access  to its  clients ' pe rsona l information in order to deve lop a  be tte r unders tanding of what
ha d ta ke n pla ce  a nd how. R&B worke d quickly to fix the  vulne ra bility a nd re move d wha t it be lie ve d to be  the
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ma licious  code . R&B a lso changed a ll a ffected pa sswords . R&B reported the  incident to the  loca l police  and
they a re  inves tiga ting. R&B is  now in the  process  of reviewing its  intema l policie s  and da ta  management
protocols  and will be  implementing enhanced security measures  to he lp prevent this  type  of incident from
re curring in the  future .

R&B is  a ttempting to obta in a  pe rsona l identifica tion number from the  Inte rna l Revenue  Se rvice  for the
a ffected individua ls  in orde r to prevent the  filing of fraudulent tax re turns . R&B has  a lso recommended to the
affected individua ls  tha t they place  a  security freeze  on the ir credit accounts  with each if the  three  maj or credit
reporting agencies  and has  provided those  individua ls  with the  information to be  able  to do so. R&B has  a lso
advised tha t it is  ava ilable  to answer questions  or ass is t any of the  a ffected individua ls  with the  process  of
obta ining a  security freeze .

Should you need additiona l infomia tion regarding this  matte r, please  contact me .

Ve ry truly yours ,

DS.
DAVID J . S HANNON

DJS:jl
Encl.
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February 3, 2017

The purpose  of this  le tter is  to inform you about a  breach re la ted to tax information held
by Roy & Bentas CP A's , P .C. (R&B). On February 2, 2017, R&B discovered tha t a  hacker had
executed a  sophisticated cyber attack to obtain access to R&B's ShareFile  portal, and had
downloaded from the  porta l pe rsona l tax information for a  number of R&B's  clients . R&B
believes that this malicious activity started on February 1, 2017 around 7:00 pm and continued
into the  early morning hours of February 2, 2017.

As soon as R&B discovered the  a ttack, we fixed the  vulnerability to prevent any further
such activity. The malicious code that we believe  was responsible  for the  a ttack was removed
and all affected passwords changed. Therefore, R&B believes that the hackers no longer have
access  to R&B data . Nonethe less , R&B will continue  to investiga te  this  matte r thoroughly and
remedia te  any vulnerabilities  tha t we may find.

The information downloaded by the  hackers included tax re tums for previous tax years.
For corpora te  taxpayers , the  downloaded tax re tums included K-ls  for owners , which conta in
each owner's  name, address, socia l security number, and tax and financia l information. For
individual taxpayers, the  downloaded tax re turns included both the  taxpayers ' and their
dependents ' names, addresses, social security numbers, tax and financial information, and
employment information. While  we  do not know if any of this  information has  actua lly been
used by the  hackers ye t, such as to engage in identity, financia l or tax theft, R&B will be  taking
the  following steps to protect the  individuals  affected and, furthermore , we strongly recommend
that a ll affected individuals take the  following measures to protect themselves.

R&B will a ttempt to obta in a  persona l identifica tion number (PIN) from the  United Sta tes
Inte rna l Revenue  Service  (IRS) for a ffected individua ls . If we  a re  able  to obta in an IRS PIN, it
would prevent the  filing of a  tax re turn in each such individual's  name without the  PIN afte r the
PIN is  issued, including a  fraudulent tax re turn. While  we  do not ye t know if the  IRS will issue  a
PIN under these circumstances .- because we are not aware that any fraudulent return has yet
been filed in the  names of a ffected individuals  - R&B believes it is  important tha t we a ttempt to
do so immedia te ly. Accordingly, we  will be  doing so as  immedia te ly, unless  we  hear from you
instructing us otherwise , and will provide  updates as  we have  further information.

In addition, we s trongly recommend tha t a ll a ffected individuals  place  a  "security freeze"
on the ir credit accounts  with each of the  three  credit reporting agencies , which will result in
obta ining a  PIN (different than an IRS PIN) re la ted to each agency. A security freeze  with each
agency prohibits  tha t agency from re leasing any information from the  individua l's  credit report
without the  PIN. While  placing a  security freeze  on a  credit report will a ffect the  process  for
approval of a  credit, R&B firmly believes tha t this  is  the  best solution under the  circumstances,
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and s trongly advises  a ll a ffected individua ls  to do so immedia te ly. Unfortuna te ly, R&B cannot
place a  security freeze on an affected individual's  credit account, thus, each person must do so.

Though placing a security freeze on a credit account would be free if the person has been
a  victim of identity theft, there  is  no indica tion a t this  time tha t any affected individua1's
information has yet been used for that purpose. Thus, each credit reporting agency may charge
up to $10.00 each time to place , temporarily lift, or permanently remove a  security freeze . R&B
will re imburse  a ll a ffected individuals  for such costs  for the  next two years , provided tha t the
person immediately implement the security freeze. To request such a  reimbursement, please mail
or email documentation of such costs to R&B at the addresses provided below.

To place a  security freeze on a  credit account, an affected individual can send a  written
request to any of the three maj or consumer reporting agencies by regular, certified or overnight
mail, request the  freeze by phone, or use  their online process to do so. Given the urgency of this
matter, R&B strongly advises that this be done either by phone or online. The addresses, phone
numbers, and websites for each of three credit reporting agencies are as follows:

Equifax Security Freeze
P.O. Box 105788
Atlanta , GA 30348
800-685-1111
www.equifax.com

Experian Security Freeze
P.O. Box 9554
Allen, TX 75013
888-397-3742
www.experian.com

Trans Union Security Freeze
P.O. Box 2000
Chester, PA 19022
888-909-8872
www.transunion.com

The credit reporting agencies should freeze an account within three business days after
receiving the  request. The agencies will send a  written confirmation of the  freeze  and a  PIN to
authorize  the  temporary lifting or permanent removal of the  freeze.

If any affected individual has any question or needs assistance with any of the processes
discussed above, please contact George Bentas, Roy & Bentas CPA's, P.C., 697 Union Street,
#A, Manches te r, NH 03104, work - (603)625-5715 or ce ll - (603) 505-2899.

While  malicious a ttacks such as this  are  an unfortunate  fact of life  in the  world we now
live , R&B takes client security and privacy extremely seriously and therefore  apologizes for the
inconvenience  we  know this  will cause . Again, we  urge  a ll a ffected individua ls  to act
immedia te ly to placing a  security freeze  on their credit accounts and to draw on R&B to help
with this  ma tte r. We  will be  in contact with you shortly conceming the  IRS PIN.

Sincere ly,

George Bentas, CPA, CGM4, MSTax
Roy & Bentas CPAs, P.C.
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