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IMPORTANT INFORMATION
PLEASE REVIEW CAREFULLY

Dear [l

We are writing with important information regarding a security incident. The privacy and security of the
personal information we maintain is of the utmost importance to The Richards Group (“Richards Group™). The
Richards Group provides insurance-related services to businesses, including your current or former employer.
We wanted to provide you with information about the incident, explain the services we are making available to
you, and let you know that we continue to take significant measures to protect your information.

What Happened?

We learned that a Richards Group employee email account was compromised by an email phishing attack
resulting in unauthorized access to the email box.

What We Are Doing.

Upon learning of the issue, we immediately secured the account and commenced a prompt and thorough
investigation. As part of our investigation, we have been working very closely with external cybersecurity
professionals experienced in handling these types of incidents. After an extensive forensic investigation and
manual email review, we discovered on August 21, 2020 that the impacted email account that was accessed
between May 1, 2020, and May 11, 2020 contained individually identifiable personal information.

Thereafter, we worked diligently and comprehensively to identify each impacted individual, as well as the
business customer to which each individual was associated. On November 24, 2020 we completed our review
and determined that your personal information was impacted. The Richards Group was in possession of certain
elements of your personal information in order to provide insurance-related services to your current or former
employer, or to provide such services directly to you. Some of that information was contained within the
accessed email account. We have no evidence that any of the information has been misused. Nevertheless, out
of an abundance of caution, we want to make you aware of the incident.

What Information Was Involved?

The accessed email account contained some of your personal information, specifically your -
What You C - Do.

To protect you from potential misuse of your information, we are offering a complimentary one-year
membership of Experian IdentityWorks™ Credit 3B. This product helps detect possible misuse of your personal
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— OTHER IMPORTANT INFORMATION —

1. Enrolling ‘-~ Complimentary 12-Mg-** “~~-*“ *pnitoring.

Activate IdentityWorks Credit 3B Now in Three Easy Steps

1. ENROLL by: - (Your code will not work after th*~ “ate,
2. VISIT the Experian IdentityWorks wehe<ite to enroll: -

3. PROVIDE the Activation Code:

If you have questions about the product, need assistance with identity restoration or would I’'-~ ~~ ~'ternative to
enrolling in Experian ldentity Works onlin n'~~-e contact Experian’s customer care team af . Be
prepared to provide engagement number _h as proof of eligibility for the identity restoration services by
Experian.

ADDITIONAL DETAILS REGARDING YOUR 12-MONTH EXPERIAN IDENTITYWORKS CREDIT
3B MEMBERSHIP:

A credit card is not required for enrollment in Experian IdentityWorks Credit 3B.

You can contact Experian immediately without needing to enroll in the product regarding any fraud issues.
Identity Restoration specialists are available to help you address credit and non-credit related fraud.

Once you enroll in Experian Identity Works, you will have access to the following additional features:

= Experian credit report at signup: See what information is associated with your credit file. Daily
credit reports are available for online members only . *

= Credit Monitoring: Actively monitors Experian, Equifax and Transunion files for indicators of fraud.
* Experian IdentityWorks ExtendCARE™: You receive the same high-level of Identity Restoration
support even after your Experian Identity Works membership has expired.

= $1 Million Identity Theft Insurance**: Provides coverage for certain costs and unauthorized
electronic fund transfers.

Activate your memf““’.hii today at I “ .

or call to register with the activation code above.

What you can do to protect your information: There are additional actions you can consider taking to reduce
the chances of identity theft or fraud on your account(s). Please refer to
www.ExperianIDWorks.com/restoration for this information. If you have any questions about Identity Works,
need help understanding something on your credit report or suspect that an item on your credit report may be
fraudulent, please contact Experian’s customer care team at h

* Offline members will be eligible to call for additional reports quarterly after enrolling.

** dentity theft insurance is underwritten by insurance company subsidiaries or affiliates of American International Group, Inc. (AIG).
The description herein is a summary and intended for informational purposes only and does not include all terms, conditions and
exclusions of the policies described. Please refer to the actual policies for terms, conditions, and exclusions of coverage. Coverage may
not be available in all jurisdictions.
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