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in its possession and has taken many precautions to safeguard it. Richard A. Berger, MD
continually evaluates and modifies its practices and internal controls to enhance the security and

privacy of personal information.

Richard A. Berger, MD provided notification to individuals pursuant to the HIPAA
Breach Notification Rule, 45 CFR §§ 164.400-414.

Should you have any questions regarding this notification, please contact me at (305)
674-2609. Thank you for your cooperation.

Sincerely,
Fictard LBorger, MY
Richard Berger, MD

Encl.



IMPORTANT INFORMATION
PLEASE REVIEW CAREFULLY

.

We are writing with important information regarding a recent security incident. The privacy and security of the
personal information we maintain is of the utmost importance to Richard A. Berger, MD. As such, we wanted to
provide you with information about the incident, explain the services we are making available to you, and let you
know that we continue to take significant measures to protect your information.
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it Happened?

On March 1, 2020, a backup drive utilized by Richard A. Berger, MD was determined to be infected with ransomware
that encrypted files stored on the drive.

What We Are [~ 7.

Upon learning of the issue, we immediately commenced a prompt and thorough investigation. After an extensive
forensic investigation and comprchensive manual document review, we discovered on November 30, 2020 that the
impacted data contained some of your personal and/or protected health information. We have no evidence that any
of the information has been misused. Nevertheless, out of an abundance of caution, we want to make you aware of
the incident.

What Informatior ™~ [r—~—-" -2
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— OTHER IMPORTANT INFORMATION —
1. Enrolling in Compli—-—*-ry 12-Men“* 7~ it Monitoring,

Product Information
Equifax® Credit Watch™ Silver provides you with the following key features:

*  Equifax credit file monitoring with alerts to key changes to your Equifax Credit Report.

*  Automatic Fraud Alerts." With a fraud alert, potential lenders are encouraged to take extra steps to verify your
1D before extending credit.

+  Wireless alerts (available online only). Data charges may apply.

*  Access to one Equifax® credit report.

*  Up to $25,000 Identity Theft Insurance.

»  Live agent Customer Service 7 days a week from 8 a.m. to 3 a.m.

-

Enrollm iructions

To sign up online for online delivery go to _

1. Welcome Page: Enter the Activation Code provided at the top of this page in “Activation Code” and click the
“Submit” button.

2. Register: Complete the form with your contact information (name, gender, home address, date of birth, Social
Security Number and telephone number) and click the “Continue” button.

3. Create Account: Complete the form with your email address, create a User Name and Password, review the Terms
of Use and then check the box to accept and click the “Continue” button.

4. Verify ID: The system will then ask you up to four security questions to verify your identity. Please answer the
questions and click the “Submit Order” button.
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5. Order Confirmation: This page shows you your completed enrollment. Please click the “View My Product
button to access the product features.

2. Consider Placing a Fraud Alert on Your Cr¢ " [

Whether or not you choose to use the complimentary 12 month credit monitoring services, we recommend that you
place an initial one-year “Fraud Alert” on your credit files, at no charge. A fraud alert tells creditors to contact you
personally before they open any new accounts. To place a fraud alert, call any one of the three major credit bureaus at
the numbers listed below. As soon as one credit bureau confirms your fraud alert, they will notify the others.

Equifax Experian TransUnion LLC
P.O. Box 105069 P.O. Box 2002 P.O. Box 2000
Atlanta, GA 30348 Allen, TX 75013 Chester, PA 19016
www.equifax.com " w.experian.com o tT T junion.com
1-800-525-6285 1-588-397-3742 1-5U0-00u-7289

! The Automatic Fraud Alert feature made available to consumers by Equifax Information Services LLC and fulfilled on its behalf by
Equifax Consumer Services LLC.

? Identity theft insurance is underwritten by American Bankers Insurance Company of Florida or its affiliates. The description herein is a
summary and intended for informational purposes only and does not include all terms, conditions and exclusions of the policies described.
Please refer to the actual policies for terms, conditions and exclusions of coverage. Coverage may not be available in all jurisdictions.

Equifax® is a registered trademark and the other Equifax marks used herein are trademarks of Equifax Inc.
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