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April 15, 2021

VIA CERTIFIED MAIL
Consumer Protection Bureau
Office of the Attorney General
33 Capitol Street

Concord, NH 03301

RE: Notice of Da*~ Breach

To Whom It May Concern:

Dinsmore & Shohl LLPre : 1 Lifestyle Communities (‘RLC"). RLC
operates all-inclusive resort-style communities to provide independent living for adults
age 55 and over. | am writing to inform your office of a recent security incident
experienced by RLC that may have exposed personal information.

On or about February 6, 2021, RLC discovered it was the victim of a ransomware
attack that encrypted portions of its systems. Upon discovery of the security incident,
RLC engaged a digital forensic firm and legal counsel, and initiated an investigation to
understand the scope and nature of the security incident. RLC maintains robust data
backups and was able to recover nearly all data contained in the affected systems.
Accordingly, RLC decided not to pay the threat actor to decrypt its systems.

In the course of its investigation, RLC determined that in addition to encrypting

portions of its systems, the threat actor ~~** have exfiltrated some of its information.
RLC confirmed the data exfiltration on Fepruary 12, 2021 when portions of information
maintained by RLC were pub 1ed it actor  public we site. RLC and its

retained digital forensic firm analyzed both the information published by the threat actor
and the encrypted portions of its systems d¢ 'mine the scope of the threat actol
access to personal information. As a result of this review, it was determined that some
personal information may have been accessed by the threat actor. RLC did not
complete its forensic investigation and determine the full scope of access to personal
information untit on or about February 25, 2021.

The forensic investigation was able to identify with substantial—but not
complete—certainty the threat actor’s itry vector(s) to RLC systems. Thereafter,
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RLC evaluated its several systems and subfolders to attempt to identify the populations
of individuals affected and the specific types of personal information that may have
been exposed. The forensic investigation and subsequent evaluation of systems and
subfolders provided limited indications of what types of information the threat actor may
have accessed. Ultimately, RLC, acting under a “worst case scenario” ethos,
determined that the types of personal information that may have been accessed
included first name, last name, social security number, bank account number, and bank
routing number. In total, 14,700 individuals associated with RLC were affected,
including 8 New Hampshire residents.

Per applicable state data breach notification faws, RLC notified the three major
consumer reporting agencies of the security incident on April 15, 2021. In addition, RLC
will provide all affected individuals notice of the security incident via U.S. mail on April
15, 2021. There is a small subset of potentially affected individuals we continue to
investigate to determine whether they were impacted by the security incident. If F C’s
investigation concludes that these individuals were impacted, RLC will notify them of the
security incident immediately.

We are offering affected individuals with potentially exposed social security
numbers identity monitoring services for one year, at no cost to the affected individual,
through Kroll. Residents of Connecticut and Massachusetts will be offered identity
monitoring services for two years pursuant to applicable state data breach notification
requirements. These services include credit monitoring, fraud consultation, and identity
theft restoration. We have also established a call center through Kroll to help route
questions about the security incident to RLC and respond to any questions affected
individuals may have about identity monitoring services being offered. A copy of the
individual data breach notification letter, along with instructions for how affected
individuals can register for identity monitoring services, is enclosed with this letter.

Since discovering the security incident, RLC initiated remedial measures to
further safeguard customer personal information. These measures included, among
other measures, retaining forensic experts to determine the scope of the security
incident and eliminate any unauthorized access, installing threat monitoring
technologies, and exploring the deployment of a SIEM with company-wide input for
network access visibility. We are also reviewing our existing data practices, policies,
and procedures to protect our information and systems further, including by broadening
our use of multi-factor authentication measures, implementing access limitations to
certain data and systems, and migrating certain information to a secure third-party cloud
provider. RLC will be working with privacy legal counsel to review its existing policies
and procedures to identify additional areas of improvement.
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If you have anv additional questions or require more information, you can reach
me by email a or by phone at (513) 977-8101.
Sincerely,

fs/ Kurt R. Hunt

Kurt R. Hunt

Enclosure















