
TRAUB LIEBERMAN 
STRAUS & SHREWSBERRY LLP 

August 23 , 2018 

New Hampshire Office of the Attorney General 
Consumer Protection and Antitrust Bureau 
Attn: Security Breach Notification 
33 Capitol Street 
Concord, NH 03301 

Re: Notification of Data Breach 

To Whom it May Concern: 

322 Highway 35 South 
Red Bank, New Jersey 07701 

Telephone (732) 985-1000 
Facsimile (732) 985-2000 
www.traublieberman .com 

I am writing on behalf of our client, REEB Mill work Corporation ("REEB"), and pursuant 
to the New Hampshire Right to Privacy Act, N .H. Rev. Stat. § 359-C:20, to inform you of a data 
breach. 

On or about June 11 , 2018, some REEB employees discovered that they were unable to 
access files residing in REEB ' s Windows environment. The REEB IT staff investigated and 
determined that a number of files had been encrypted and rendered inaccessible. The IT staff 
stopped the program that was executing the encryption. Thereafter REEB retained an IT forensic 
consultation to further investigate. It was determined that the REEB computer system had been 
the subject of a ransomware attack on or about June 8, 2018. The IT forensic consultant discovered 
that the intruder may have had access to the social security numbers, passport numbers and/or 
driver ' s license numbers of REEB ' s employees. However, the IT forensic consultant could not 
conclude with certainty whether the intruder actually accessed this information . Nevertheless, 
REEB promptly coordinated with its insurer to retain our law firm as its breach response counsel. 

Pursuant to New Hampshire Right to Privacy Act, N.H. Rev. Stat. § 359-C:20, notification 
was provided to two (2) New Hampshire residents on or about July 25 , 2018 during a company­
wide meeting, which was followed with written notification on August 10, 2018 by way of United 
States Postal Service ground mail in substantially the form attached hereto . 

In addition to providing the three affected individual s with information regarding security 
freezes , fraud alerts, identity theft protection and contact details for several regulatory agencies 
and companies which can advise them on matters related to the incident, including the Federal 
Trade Commiss ion, and the three principle nat ional consumer reporting agencies, REEB is making 
available to its employees, at no cost to them, twelve (12) months of identity protection services 
through LifeLock. These services include, but are not limited to, identity alert system, live member 
suppo11, stolen funds reimbursement, personal expense compensation, credit reports and 
monitoring, identity monitoring and financial acco unt alerts. 

New York 1 New Jersey I Florida I Illinois I C a lifornia 1 C onnecticut I London (lia i so n Office) 
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Please feel free to contact me if you have any questions or require additional information. 

Enclosure 

Sincerely, 

TRAUB LIEBE7l/& SH 

Richara J. Bortni 

cc: Daniel Schaffer (with enclosure) 



I I~~~ ll~r 

8 I 1305 ********************* AUT0**5-DIGTT 2 1654 

Test Da ta 
12345 Test Rd 
Test, CA 12345- 1248 
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Notice of Data Breach 

Dear Test Data, 

08/09/201 8 

We are writing to tell you about a data security inc ident that may have exposed certain of your personal 
info tmation to unauthorized intruders. 

We take the protection and proper use of your personal information very seriously. For this reason, we are 
contac ting you directly to explain the circumstances of the incident and to advi se you about what we are doing 
to protect you from fraud and identity theft. 

W hat Happened and What Information was Involved 

On or about the afternoon of June 11 , 201 8, certain of you were unable to access fi les res idi ng in our Windows 
environment. 

Members of our IT staff investigated and quickly discovered that a number of fil es had been encrypted and 
rendered unreadable. Fortunately, our staff was ab le to quickly identify the program executing the encrypti on 
and immedi ately stop the process. The program was call ed Sam Sam, which is a type of ransomware. Further 
analys is detem1 ined that the attackers accessed our network through Remote Desktop beginn ing on June 8, 
201 8. 

To the ir credit, our IT staff and consultants have been able to restore a maj ority of the data that the attackers had 
encrypted. We now have full access to that infonnati on. 

We have not been able to conclude w ith certainty whether the in truders were able to ga in access to the per onal 
info rmation stored on our servers. For your reference, the subj ect information is our emp loyees' soc ial security 
numbers, passport numbers and dr iver's license numbers. In the un likely event the intruders did ga in access to 
thi s info rmation, however, we wanted you to know what we are doing to protect you and what you can do to 
pro tect yourself from fraud and identity theft. 

0 Bethlehem, PA 
1000 Maloney Cir. 
Bethlehem, PA 18015 
Phone (800)862-8622 
Fax (800) 772-7332 

0 Barclay, MD 
1315 Goldsboro Rd. 
Barclay, MD 21607 
Phone (800) 825-8331 
Fax (800) 331-9387 

0 Mocksville, NC 0 Providence, RI 
346 Bethel Churcl1 Re!. 19 Business Park Dr. 
Mocksville, NC 27028 Smithfielcl, RI 02917 
Phone (800) 642-0886 Phone (800) 343-5703 
Fax (800) 618-0620 Fax (800) 388-5979 

reeb.c om 

0 Syracuse, NY 
7475 Henry Clay Blvd. 
Liverpool, NY 13088 
Phone (800)422-5224 
Fax (800) 531-7332 



What We Are Doing to Protect You 

As some of you may know, our IT staff and consultants have been working dili gently to protect your personal 
information. We are pleased with the quality of protections in place and believe that no such inc ident will 
happen aga in. 

Still , it is understandable if some of you might be concerned that the intruders may have accessed your personal 
information. In order to help relieve any such concerns and restore confidence following thi s incident, we have 
contracted with LifeLock, a Symantec company, to make available at no cost to you for one year its LifeLock 
Defender™ Preferred so lution. As you may be aware, LifeLock is an industry leader in providing credit and 
identity theft monitoring and remediation services and products. Their incident response team has extens ive 
experience in assisting people who have sustained an unintentional exposure of their personal information. 

LifeLock Defender™ Preferred is specifically designed to protect your personal information as 
we ll as your financial standing and personal identity. In the unlikely event that you are impacted 
by this incident, LifeLock will take all steps necessary to respond to, remediate and rectify the 
situation . 

To activate your membership and get protection at no cost to you: 

1. Go to www.LifeLock.com and click on the red ST ART MEMBERSHIP button . 

2. You wi II be taken to another page where, below the three protection plan boxes, you can enter the promo code: 

TESTPROMO and click the APPLY button . 

3. On the next page, enter yo ur Member ID. (Your M ember ID is TEST12345). 

4. Click the red START YOUR MEMBERSHIP button. 

5. You wi ll receive a confinnation em ail after enrollment (be sure to follow all directions in thi s email). 

You will have until October Ji·!!, 2018 to enroll in this service. 

Once yo u have completed the LifeLock enrollment process, the service will be in effec t. Your Life Lock 
Defender™ Preferred membership includes : 

./ Life Lock Jdentity Alert® System t 

./ L ive, US-Based Priority Member Support 24/7 

./ Stolen Funds Reimbursement up to $25,000 * 

./ Persona l Expense Compensation up to $25,000 * 

./ Service Guarantee for Lawyers and Experts up to $1 million * 

./ Iden tity Restoration Support 

./ Annual Three-Bureau Credit Reports & Credit Scores 1 

The credit scores provided are VantageScore 3.0 credit scores based on Equ ifax , Experi an and TransUnion 
respec ti ve ly. Third parti es use many different types of cred it scores and are li kely lo use a different type of cred it 
score to assess yo ur creditworthiness . 

./ T hree-Bureau Cred it Moni to ring 1
•
2 

./ Address Change Verifica tion 

./ Bank Account Takeover Alerts t 

./ Dark Web Monitoring 

./ F ict itious Identity Monitoring 

./ Credit Card , Checking and Savings Account Activity & App licati on Alerts t 

I Credi t reports, scores and credit monitoring may require an add it ional ve ri ficat ion process and cred it services will be withh eld until such process is 
comp lete. 



2 For Li fe Lock Defender™ Preferred Three-bureau Credit monitoring, credit monitoring from Experian and TransUnion will take several days to 

begin . 

i" Life l ock does not monitor a ll transactions at a ll businesses. 

• Indicates features included within the Million Dollar Protection T M Package·nt No one can prevent all identi ty theft. 

We are also providing you with the attached Recommended Steps to help Protect your 
Information, which identifies other measures that you can take to protect yourself from identity theft. It also 
includes contact information for the Federal Trade Commission, state Attorneys General , and the three major 
credit bureaus, should you wish to contact them as well. 

What You Can Do 

In addition to utilizing the LifeLock solution, which we strongly encourage you to take advantage of, we also 
caution you to be vigilant in protecting your personal information. By way of example, you might change all of 
your website and computer passwords, check your bank and credit card statements to see if there have been any 
unusual or unauthorized transactions or activity, and take similar remedial measures that only you can do , as 
suggested on the attached document 

Please rest assured that our employees ' and their families' well-being and the security of your personal 
information are our highest priorities. We apologize for any inconvenience this incident may cause you and 
thank you for your understanding and patience. 

For More Information 

If you have any questions or need additional information about this notice, we have set up a dedicated support 
line through LifeLock, available 24/7/365. Please feel free to give us a call at 844-466-9181. 

Sincerely, 

JhO Go c:;,J,j 
Daniel Schaffer 
610-867-6160 



Recommended Steps to Help Protect Your Information 

It is recom mended that yo u remain vig il ant fo r incidents of fra ud and identity the ft by reviewing credit ca rd account statements and 
monitoring your credit report fo r un authori zed ac tivity . 

You can obta in in fo rmati on fro m the Federal T rade Commission about fraud alerts, sec urity freezes, and steps yo u ca n take towa rd 
preventing identity the ft . The FTC can be reached at : 

Federa l Trade Commission 
Consumer Response Center 
600 Pennsylvani a Ave, NW 

Washington, DC 20580 
1-877-IDT HEFT (438-4338) 

www.ftc.gov/i dtheft 

Fraud Alerts: You can place fraud alerts with the three maj or cred it bureaus by phone and also via their webs ites . A fra ud alert te ll s 
creditors to fo ll ow certa in procedures, incl uding contacting you, before they open any new accounts or change yo ur ex is ting accounts. 
For that reason, pl ac ing a fraud alert can pro tect you, but also may delay yo u when you seek to obta in credit. T he contac t in fo rmation 
fo r a ll three credit bureaus is below. 

Monitoring: You should always rema in vigil ant and monitor your accounts fo r suspi cious or unu sua l ac ti vity. 

Security Freeze : You also have the right to place a securi ty freeze on your credit report. A security freeze is intended to prevent 
cred it , loans and services fro m being approved in your name without your consent. To place a security freeze on your credit repo rt, 
yo u need to make a request to each consumer reporting agency. You may make that request by certifi ed ma il , overni ght mail , or 
regul ar stamped mail , o r by fo llowing the instructions fo und at the websites li sted below. T he fo ll owi ng in fo rmat ion must be included 
when req uesting a securi ty freeze (note that if you are requesting a cred it report for your spouse, thi s in fo rmati on mu st be provided fo r 
him/ her as well ): ( l ) full name, with middle ini tia l and any su ffi xes; (2) Soc ial Security 
number; (3) date of birth ; (4) current address and any previous addresses fo r the pas t fi ve yea rs; and (5) any applicab le inc ident report 
or compl aint with a law en fo rcement agency or the Registry of M otor Vehi cles. The request must a lso include a copy of a 
government- issued identifi cati on card and a copy of a recent utility bill or bank or in surance sta tement. Jt is essenti a l that eac h copy be 
leg ib le, di spl ay yo ur name and current mailing address, and the date o f issue. The consumer reporting agency may charge a small fee 
to place, li fe , or remove a freeze, but is free if you are a vic tim of identity the ft or the spouse of a victim o f identity the ft , and you have 
submitted a va lid po li ce report re lating to the identity theft in cident to the consumer reporti ng agency. 

Yo u may obtain a securi ty freeze by contac ting any one or more of the fo llowing nationa l consumer reporti ng agencies: 

Equifax Security Freeze 
P.O . Box l 05788 
Atl anta, GA 30348 
www.freeze.equi fax .co m 
800-525-6285 

E xperi a n Security Freeze 
P. O. Box 9554 
All en, TX 750 13 
www .experian. co m/ freeze 
888-397-3742 

TransUnion (FVA O) 
P.O. Box 2000 
Chester, PA 19022 

http ://freeze.transunion. co m 
800-680-7289 

If you live in Mary land , please r ead th e additional notice below that applies to you : 

You ca n obtain in formation fro m your sta te's Attorney General Offi ce about steps yo u ca n take to prevent identity th e ft. 

O ffi ce of the A ttorney General 
200 St. Pa ul Place 
Ba ltimore, MD 21202 
1-888-743-0023 
www. mary landa ttorneygenera I .gov 

If you live in North C arolina, plea se r ead the additional notice below th at applies to you: 

You ca n obtain in fo rmati on fro m your sta te ' s Attorn ey Genera l Offi ce about steps you ca n take to prevent identity theft. 

North Caro lina Attorney Genera l 
Depa rtment of Ju sti ce 
900 1 Mail Service Center 
Ra leigh, NC 27699-9001 
(9 19) 7 16-6400 
htt p://www. ncdoj .gov/ He lp-fo r-Vic ti ms/ I D-Theft-Vic ti ms.aspx 



If you live in Oregon, please read the additional notice below that applies to you: 

You can obtain information from your state's Attorney General Office about steps you can take to prevent identity theft. 

Oregon Attorney General 
Department of Justice - Consumer Protection 
1162 Court Street NE 
Salem, OR 97301 
(877) 877-9392 
https ://www .doj .state. or. us/consumer-protection/id-theft-data-breaches/ data-breaches 

If you live in Rhode Island, please read the additional notice below that applies to you: 

You can obtain information from your state's Attorney General Office about steps you can take to prevent identity theft. 

Rhode Island Attorney General 
Consumer Protection Unit 
150 South Main Street 
Providence, RI 02903 
(401) 274-4400 
http ://www.riag.ri .gov/consumerprotection/about.php 


