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November 21, 2017

VIA FED™"

Office of the Attorney General
33 Capitol Street
Concord, NH 03301

Re: Notice of Data Security Incident
Dear Sir/Madam:

We write on behalf of Randolph Savings Bank (“Randolph Savings”) to notify you of a phishing
incident that Randolph Savings recently experienced. In October 2017, Randolph Savings discovered
that an unauthorized individual gained access to certain emails belonging to Randoiph Savings
employees, the contents of which included information about some customers of Randolph Savings.
Potentially-affected information includes names, addresses, loan numbers, and related information.
Randolph Savings took immediate steps to identify and contain the intrusion. To date, Randolph
Savings has identified 25 New Hampshire residents potentially impacted by the incident. Social
security numbers are not affected in this incident.

Randolph Savings also is taking swift action to provide assistance to affected persons.
Randolph Savings sent notification letters to affected individuals by mail on November 15, 2017, and is
offering three years of identity protection services from AllClear ID, at no charge. Randolph also is
recommending steps individuals can take to protect themselves, such as regularly monitoring financial
statements and credit reports. A template copy of an incident notification letter that Randolph Savings
mailed to affected persons is attached to this notice. Randolph Savings is undertaking a review of its
systems to help guard against a similar incident occurring in the future.

Thank you for your attention to this matter.
Sincerely,
Branda £ Sharton
Brenda R. Sharton
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November 15, 2017

Dear John Sample;

We are contacting you because we recently discovered that Randolph Savings Bank experienced an email phishing
scam that could affect some of your personal information.

WHAT HAPPENED

In October 2017, an unauthorized individual gained access to certain emails belonging to Randolph Savings Bank
employees. You are receiving this notice because you are one of the individuals whose personal information could
have been accessed without authorization. We discovered the incident shortly after it occurred.

WHAT INFORMATION WAS INVOLVED

The unauthorized individual could have accessed certain of your personal information, such as name, address, and
loan numbers. Your social security number was NOT affected or disclosed in this incident.

WHAT WE ARE DOING

We have shut down the unauthorized access and implemented additional security measures to help further
protect against these types of attacks going forward. Further, at this time we have no evidence that anyone’s
information has been used in an unauthorized manner. As an added precaution, we have arranged to have
AllClear ID protect your identity for 36 months at no cost to you. The following identity protection services began
on November 15, 2017 and you can use them at any time during the next 36 months.

AliClear ldentity Repair: This service is automatically available to you with no enroliment required. Ifa
problem arises, simply call 1-877-318-0375 and a dedicated investigator will help recover financial losses,
restore your credit and make sure your identity is returned to its proper condition.

AllClear Credit Monitoring: This service offers additional layers of protection including credit monitoring
and a $1 million identity theft insurance policy. To use this service, you will need to provide your personal

information to AliClear ID. You may sign up online at enroll.allclearid.com or by phone by calling 1-877-
318-0375 using the following redemption code: Redemption Code.

01-02-1-060




Please note: Additional steps may be required by you in order to activate your phone alerts and
monitoring options. '

WHAT YOU CAN DO

For information on how you can help protect yourself, please also review the enclosed Steps You Can Take to
Protect Yourself From Identity Theft.

FOR MORE INFORMATION

At Randolph Savings Bank, your account safety is our priority. We sincerely regret any inconvenience or concern
that this has caused you. |f you have any questions about this incident or the services available to you through
AllClear ID please don’t hesitate to call 1-877-318-0375, Monday through Saturday, 6:00 a.m. — 6:00 p.m. Pacific

Time.

Sincerely,

Richard D. Olson
SVP Retail Banking and Corporate Marketing







for how to establish a credit freeze differ from state to state, please contact the three major credit reporting
companies at the numbers above to find out more information.

3. Learn more about how to protect yourself from identity theft.

You may wish to review the Federal Trade Commission’s guidance on how consumers can protect themselves
against identity theft. For more information:

Federal Trade Commission
600 Pennsylvania Avenue NW
Washington, DC 20580
www.ftc.gov/idtheft
1.877.ID.THEFT (1.877.438.4338)




