
Ms Kelly A. Ayotte, Attorney General 
Department of Ju~tice 

33 Capitol Street 
Concord, NH 0330 I 

Re: Reporting of Security Incident 

Dear Ms. Ayotte: 

On behalf of Qwxtar !nc" I 'lrnmi1~li_' :') ;JI1':U L t l ,., "ix ;~L.-., Hlmrshire 
resldcnts arc receiving a notification of a " 'JI11:: ;.,1' "nt i(~~.: '-. ';.-' d<':;ltJflt:(~ • QU1."':lr ,:(,rn on 
May 27, 2008. Quixtar discovered that SOIT': OUiXl'1; ~;;.';1'1 US~j ,_~,")llJ1t phssworri'S ,md :lscr IDs 
had been compro!~ljscd, that someone was a(;I.:~-::;sing l"'e:il- a" fHlrlts .~ -',- in :;('Pl(~ C..1St. ~_ L-l1anginf!, 
deposit bank account infoffilatlon. Quixtar u,'!levc:-; dlrlt (~c:~t act~: were perfc);'Dh:d with the 
fraudulent intent to divert bonus paymenb carned bv thc in(~epcndfJlt business OWTJer:; '41-,,, usc 
the Quixtar.eom website. Notification letters wue seLt 0Jl June 11. 200;:; k\ tho~e \.!uixtar.colO 
users whose accoums are believed to have been fraudulently accessed. 

Quixtar is still in the process of investigating this incident, bu1 ius found no 
evidence that the perpetrators of this fraud obtained user names and passwords through any 
security breach at Quixtar.com, ' Moreover, even though these fraudsten wert' able to access 
some user accounts, they were not able to view social security, hank c:ccount, credit eard or 
drivers license number information. 

Quixtar does llot believt,; thal this incident has triggered lidy duty of notification 
under New Hampshire law, but Quixtar thought it prudent to alert Quixtar.com wehsite llsers of 
the incident. As a courtesy, I am notifying you of the incident and including copies of the letters 
that have been sent to the n--.: (' .... , Quixtar 1'13 also j;.~rtecl the' FBI ()bout thl'.' i'1cident 1nd is 
cooperating in the FBI's ime0lig?tion. 

.' 

. . .,' ~ I .. 

5101 Spaulding Plaza. Ada, Michigan 49355 1551980-1 



Ms. Kelly A. Ayotte 
June 11,2008 
Page 2 

If you have any questions about this lDcident, yOLl may contact me at (616) 787-6742 . 

. Sherk 
Director and Associate General COLlnsel 
International/Core Legal 

cc: Dirk Bloemendaal, Alticor Corporate Government Affairs 

5101 Spaulding Plaza, Ada. Michigan 49355 



June 11 , 2008 

Dear lBO, 

On May 30 we sent out ernail communications an~ posted a "What's Nevv" article at OU.lx1al corn 

explaining that OUlxlar had discovered some fraudulent actIVIty Involving comprornised user IDs and 

passwords of sorr·", inde;)er~'3r.\ Ec:s/ness Ow~,ers, ::::'1,:;':; :~18i1 we 1"":3\/(;; plaGcd calis :0 1:,L1Gp,:. Jderlt 

Business Owners we know were affected by thiS Incident. Including you 

We have determined that an intruder \/I,as able to access your Ouixlar account uSing your 180 

Idenllflcallon nurnber a;\\j password cornbirlallorl, which we believe were obti.1lned rrorn em external 

web Site, The Intruder then changed the bank account Inforrnallon In ari effort to divert your Ouixlar 

bonus Income, We assure you (hat the security of OUlxtar.com has not been compromised nor was 

tillS person ab;e 10 access vour credit card, bank accoc1nt or social security numbers, as thiS Information 

IS not viewable on o-Jr web Site. Atso, ple8se be assured Ihat no bonus payments have been lost and 

that you will receive all payL',ents to which you are enlitled We are taking (he p:ecaut.on tillS month of 

iSSUing paper cllecks for any 180 IIl'Ilose banking depOSit Informalicllilas changed In any way since March, 

To protect your account. we sr.ramoled your qassworo r/n ,lUllS c1-, 2008, effectively barnri"'l access to 

your account by the Intrudw. If you have not logged Oil Since ttlen, 'You wili find thai on your r',ext visll 

you Will need 10 create a new passworci follOWing tl18 prompts orovlCied We apologize for tile 

Illccnvenlence thiS may cause, but we wa.:ted to do ()ii v"e could (0 orotecl your account rnformatlon. 

Unfortunately, cnrnlnal actIVIty on the Internet rneans thal we all have to use caulirw On the folJOWlIlg 

pages are some suggestions, gUidelines, and resources for your use, 

We take thiS inCident very st:nously and Will continue 'nvestlgatlng, W8 also Ilave prOVided Inlormallon 

to tile F81 about ttle Incrd(;l"I; and are c;ODperatlng Witt-> their Investigation 1'1 the COllling weeks, you 

:Y dy i;oh.... ..::., 30:1'1:; C.:-'SrJQ83 '~c' LL-;e QUJ;(ta~ site ~::i.S ,",'-18 !r~1r:!errlef~l a.ddltl:r'.-\ prO~9C!i~)'rS to S2~8,~uarc your 

personal information. 

If you have any questions, please contact Customer Support at 800-253-6500 Monday through Fnd<3y 

8 a.m, to Midnight and Satl'r,':,',! 8:30 a,m to.s pm ET 

Sincerely, 

Steve Lieberman 

Managing Dlrt;c(or 

·101 Spaulding Plan!, Ada, Michigan 49355 



SUGGESTIONS & RESOURCES TO PROTECT YOUR PERSONAL INFORMATION 

•	 Make sure you have up-to-date anti-VIrUs, anti-spyware and firewall software on computers you use to access 

Ouixtar.com or conduct other transactions. After running scans using thiS software, you should delete any viruses 

found, and then you may want to again change your password and verify that all account Information IS accurate. 

•	 You should use separate passwords at different sites, so that if that information IS discovered at one site, i1 

does not put you at risk at all other sites where you also use those passwords. Use strong passwords that 

Include numerals and upper and lower case alphabetical characters. It is advised that you cf)ange your 

passwords every 30 to 90 days. 

•	 Be cautious about websltes that you visit and any attachments to e-mail messages you receive, even when they 

appear' to be from people you trust. These attachments or linked websltes may appear legitimate but may actually 

contain maliCiOUS code that explOits vulnerabdlt:es !n operating systems that are not kept up to date. Some sites 

can piant maliCIOUS software on your computer that can track your every keystroke. Also, you should be suspicious 

of any e-mail that asks you to click on a !Ink and provide user name, password, or account Information, 

•	 If you have children who use these computers, talk lo them about the risks of downloading "free" games, using 

file-sharing programs, or clicking on pop-up messages. A good source of information about how to protect 

yourself from these kinds of risks can be found at http://www.ftc.gov/bcp/menus/consumer/tech/privacy.shtm, 

prOVided by the Federal Trade CommiSSion. 

•	 Remain vigilant for Identity fraud. You should monitor your bank and credit card statements and you may want 

to penodlcally review your credit report. You are entitled to a free copy of your credit report every 12 months from 

each of the three national credit bureaus, and if you stagger these reports, you can obtain a free report every four 

months. To request a free report, please Visit the annual credit report webSite at www.annua!creditreport.com. or 

call 877-322-8228. See the attached credit bureau information sneet for more InformatIOn about each credit bureau. 

•	 If you suspect someone may be trying to use your personal information to commit fraud, you should report such 

activity to your !ocallaw enforcement agency and to the Federal Trade CommiSSion. if police reports have been 

riled In connection With such activlly, you may have a right under your stale's law to obtain copies of such 

reports. You Illay also obtain a security freeze on your credit file by sending a wnttell request to onG of the credit 

bureaus - see the attaclled credit bureau Information sheet for more information. The secunty freeze Will prohibit 

third parties from accessing your credit report without your authOrization. 
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June 11, 2008 

Dear 180, 

On May 30 WG sent out 8ma~; COmmUI1IC<'\l ,,- IS dnd Dr;";',,, , ;:; " N!"'o' i '3 ,~v"" icicle Ell OUIYtar,com 

explaining that Uuixwr !)8d O!scovHed 3<)(118 fraudl ~8'- r'Jv't; 11\" '11110 '("'ll'r< mise I ~ser IDs and 
p8%words of some Indopendent E3uslnes:., ;:-)\,,/118r8. 

We tiave determined that all illtruder was ab:e to OlC,'."SS a smolll number 01 180 accounts and 

unfortunately yOllrs was one ,flected. This Inti uLler gained access to your O.)lxtar account L>Slng yOllr 

180 identlilcallon nurnber ,<f'O password comblnallon, wrlich we b' lhsV8 Wef8 obtained Irorn an 

external web site linked ILl OUixtar. So what does this rnr;all( It does not app,c;ar tnat any Iraudulent 

activity occurred on your acccunt. No ,nrormallon about your SCCourl! wao. (:Ilanged by the Intruder. 

nor was thiS person able to access your credl! card, bank aCGount or SOCIal securlly numbers, as 

thiS Informat,on IS not viewable on our web Site. The Intruder however. knows your passc0tle", 

Because your account was at (lsk. however, on June 4, 2008, we scrambled your password If you 

ilave I)Ot logged on since Itien you Will find that on your next VISit yOll will need 10 create a new 

password, follOWing the prompts proVided, We apologize for Ihe illconvenlence thiS may cau~.e, but 

we wanted to do all we could to protect your account Information. 

UnfonunatelY, criminal actIVIty on the Internet means thm we 81i have to use caution. On HiE- followrng 

pages are SOllle suggest,ons. gUidelines, and resources for your use. 

We take \rllS '1cident very seriously and Will co"lIr-:ue rrllesllg,--.t ~lg. Vlie E:'SC nave provided Informallon 

to ttie FBI 8bout the !nCldent dnd Eye CO~)r-..;r:ttir'g w,:r; 'iHI lr.vestll,,~t!On. (. ti,e COl1llnQ \\.;~ei ~, you 

may notice some changes I:) the OUixtar co'I2 0;" '-'oJB -r;·-I,:-menl 3c'rll+' "Y"'::I! Drotectlons '"' safeguard YOur 

personal Information. 

If yOL! have any questlol",s. please rontac, Custor'1er 2,"'f)P0rl Jl eOO-2f.:·-6GOO ivlot'day thlOuoh Fnday 

8 a.m. to Midnight and Saturd~y 8::30 a.n!. to 5 p.m. fl. 

Steve LlebwrT':an 

Managing Director 

5101 Spaulding Plaza, Ada. Michigan 49355 



SUGGESTIONS & RESOURCES TO PROTECT YOUR PERSONAL INFORMATION 

•	 Make sure you have up-to-date anti-virus, antl-sp'(INare and firewall software on computers you use to access 

OUlxtar.com or conduct other transactions. After running scans uSing this software, you should delete any viruses 

found, and then you may want to again change your password and venfy that all accounllnformatlon is accurate. 

•	 You should use separate passwords at different sites, so that If that Informatloll is discovered at one site, it does 

not put you at risk at all other sites where you also use those passwords. Use strong passwords that Include 

numerals and upper and lower case alphabetical characters. It IS advised that you change your passwords every 

30 to 90 days. 

•	 Be cautious about websltes that you visit and any attachments to e-melll messages you receive, even when they 

appear to be from people you trust. These attachments or linked webslles may appear legitimate but may actually 

contain malicIous code that exploits vulnerabilities In operating systems that are not kept up to date. Some sites 

can plant malicious software on your computer tl1at can track your every keystroke. Also, you should be suspicious 

of any e-mail that asks you to click on a link and prOVide user name, password, or account information. 

•	 If you have children who use 1hese computers, talk to them about the risks of downloading "free" games, using 

file-sharing programs, or clicking on pop-up messages A good source of Information about how to protect 

yourself from these kinds of risks can be found at http://www.ftc.gov/bcp/menus/consumer/tech/pnvacy.shtm, 

proVided by the Federal Trade CommiSSion. 

•	 Remain vigilant for identity fraud. You should monitor your bank and credit card statements and you may want 

to periodically review your credit report. You are entitled to a free copy of your credit report every 12 months from 

each of the three national credit bureaus, and If you stagger these reports, you can obtain a free report every four 

months. To request a free report, please visit the annual credit report website at www.annualcreditreport.com. or call 

877 -322-8228. See the attached credit bureau information sheet for more Information about each credit bureau. 

•	 If you suspect someone may be trying to use your personallnformallon to commit fraud, you should report such 

actIVIty to your local law enforcement agency and to the Federal Trade Commission. If police reports have been 

liled In connection With such activity, you may have a rigl"'l under your state's law to obtairl copies of such reports. 

You may also obtain a securrty freeze on your credit file by sending a written request to one of the credit bureaus 

see the attached credit bureau information sheet for more Information. The security freeze will prohibit third parties 

from accessing your credit report Without your authOrization. 



ICREDIT BUREAU INFORMATION SHEET
 

Address for requesting 
Credit Bureau Phone security freeze Information needed to request security freeze Cost of 5 

Equifax 800-635-1111 Eqllifax Name, address, date 01 blrih, Social Security Number, proof No more t 

www,equlf3x corn Equlfax SeQunty Freeze of current address (such as 3 current Utility bill), payment of 3ppilcabiE 

P.O. Gox 105788 any applicable fees, II you are a vlcllm olldentt1y theft, you 

AUclnta, GA 30348 must also !nclude a copy 01 police report Identity theft repor;, For rnol'e 

or other government law enforcement agency repor; your state 

freeze Infe 

For more Information, VISit the EqlJllax security Ireeze 

1I1jormat!on page al: 

hlti! IlvyvvN equllax,com/csiS8teillte?c EFX_Conte"tPoot& 

<"<l" ~ 'F, ,?0jQ7[19S1 &~'?ge'1;HnH~fl- I ~o?F~)-1-' ClYO\l\ 

Experian 888-397-3742 Experian Full name, SOCial Security number elate of blrih: current No more t 

www.8xpenan com Attn: Expenan Security Freeze address anel prevIous addresses for the past two years, 0 applicablE 

PO. Box 9554 copy of a government issued Identlflcat,on card. such 3S 

Allen, TX 75013 a drivers license, state or military 10 card: a copy or a utllity For more, 

bill, bank or insurance st3temenl; plus any applicable fee or your state 

a valid Investigative or incident rapOri or complaim With a law freeze Ink 

enforcement agency 

For more Information, visit the Experian security freeze 

Information page at: 

htip:llwww.expenan.com/consumerlsecurity_freeze hlml 

TransUnion 800-916-8800 TransUlllon Name, address, SOCial Security number, proof of currefl( No more 1 
wwwtr311SUll10n corn Attn, TransUnioll Fraud Victim address (such as stale Issued ,denl'lJcallon card or dnver's applicablE 

ASSistance Department license). and a credit oard number and expiration date to pay 
PO Box 67g0 any applicable fee For more 
Fullerton, CA 92834 your state 

For more 1I1lormatlun. visit the TransUnlon seounty freeze 

i 

security In 

informallOIl page at 

http Ilwww IransunlOll com,!corporateipersonaV[raudldennty 

The'lll 'revenmgisecunlyFreeze,page 

curity freeze 

an 820 (plus any
 

t8x)
 

ltormetlon about costs In 

Visit lile Equltax secllilty 

maHan page 

han £20 (plus any 

lax) 

nformatlon about costs In 

viSit the Expenan secunty 

maHon page 

han $20 (plus any 

tax) 

,iormatlon about costs in 

VIS!! the TransUnlon 

eze Inlorrnatlon page 
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