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WILSON :LSER 

November 28, 20 17 

Via Regular Mail 

Attorney General Joseph A. Foster 
Office of the Attorney General 
33 Cap ito l Street 
Concord, New Hampshire 03302 

Re: Data Security Incident 

Dear Attorney Genera l Foster: 

RECEIVED 

NOV 3 0 2017 

G regory J. Bautista 
9 14.872. 7839 (direct) 

Gregory.Bautista@wilsonelser.co m 

We represent Pulm.onary Specialists of Louisville, PSC (" PSoL") with respect to an inciden~ invo lving the 
potential exposure of certain personal information described in detail be low. 

I. NaturF,Of t~ ~ .possible security breach or unauthorized use or access 

On. Septemb~r . 26 ; · 2017, PSoL identifi ed possible un authorized access to its e lectroni c hea lth record 
(EHR) system. After learning of this, PSoL worked with its IT department and ·computer expe1ts to 
investigate ~hether its systems were at risk. The investigation determined that an 1unkrlown, unauthorized 
third pa1ty may have ga ined access to the practice' s EHR and could have viewed or accessed patients ' 
e lectronica lly stored information , inc luding names, addresses, phone numbers, dates of bi1th, Social 
Securi ty numbers, hea lth insurance information and medica l records . At thi s time, PSoL is not aware of 
any spec ific access to pat ient informati on. 

2. Number of New Hampshire residents potentially affected 

Approximately 2 New Hampshire residents were affected in this potential inc ident. PSoL sent the 
potentially impacted individuals letters not ifying them of this incident on November 28, 2017. A copy of 
the notificati on sent to the potentia lly impacted individuals is included with this letter. 

3. Steps you have taken or plan to take relating to the potential incident 

PSoL has taken steps to secure patient information, including rev iewing and revis ing its information 
security policies and procedures and updating the security systems on its EH R.'· PSoL has a lso notified 
the Depa1tfnent' of 1-lealth and Human Services, Office of Civ il Rights, as pet :the HIPAA Breach 
Notification Rule. 
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4. Other notification and contact information. 

If you have any additional questions, please contact me at Gregory.Bautista@wilsonelser.com or (914) 

872-7839. 

Very Truly Yours, 

Wilson Elser Moskowitz Edelman f Dicker LLP 

~~ 
I J Gregory J. Bautista 
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Return Mail Process ing Center 
P.O. Box 6336 
Portl and, OR 9722 8-6336 

<<Mail ID>> 
<<Name l>> 
<<Name 2>> 
<<Address 1 >> 
<<Address 2>> 
<·<Address 3>> 
.,_ ./\dd ress 4>> 
« /\ddre<;,;):· . 
. , · < it: -.,., <Stme _ .. .,.. -..fip ,.> 

( lHllllr\ 

Dear <<Name 1>>: 

November 28, 2017 

We are writing to inform you of an incident that may have resulted in the di sclosure of your info rmati on, including 
your name, Social Security number and medical records. We take the security of your information very se riously 
and sincerely apologize fo r any inconvenience this incident may cause. This letter contains additi onal in fo rm ati on 
about what occurred. 

On September 26, 201 7, we identified poss ible unauthorized access to our electro ni c hea lth record (E HR) system. In 
response, we worked with our IT department and computer experts to in vestigate whether our systems were at risk. 
The investigation determined that an unknown, unauthorized third party may have ga ined access to our practi ce's 
EHR and could have viewed or accessed your electronica lly stored info rm ation, including your name, address, phone 
number, date of birth , Soc ial Security number, health insurance info rm ati on and medical records. Although at thi s 
time we have no ev idence that your info rm ation was actually accessed or vi ewed, or any indication of misuse of your 
info rm ati on, we are sending thi s letter to you out of an abundance of caution . We also recommend that your monitor 
your accounts fo r unusual activity. Additional tips for protecting your information can be found on the reverse side 
of this letter. 

We want to ass ure you that we have taken steps to prevent a si milar event from occurring in the future, including 
rev iewing and revising our info rm ation security poli cies and procedures to minimi ze thi s ri sk in the future and 
updating the security systems on our EHR. 

We sincerely regret any inconvenience that this incident may cause you, and remain dedi cated to protecting your 
personal info rmation . Should you have any questions or concerns, pl ease ca ll 844-81 4-8802, Monday through Friday 
from 6:00 AM to 6:00 PM Pacific Standard Time. 

Sincerely, 

Dr. Amm ar Alm asalkhi 
Pulmonary Spec ialists of Loui sville 
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Additional Important Information 

For residents of Hawaii Michl an Missouri Vir0 inia Vermont and North Carolina: It is recomm ended by state 
law that you remai n vigil ant for incidents of fraud and identity theft by rev iew ing cred it card accoun t statements and 
mon itoring your credit report for unauthorized activity. 

For residents of Illinois, Iowa. Marv/and, Missouri, North Carolina, Orer:on, and West Virr:inia: 
ft is required by state laws to inform you that you may obtai n a copy of your credit report, free of charge, whether or not you 
suspect any unauthorized activity on your account. You may obtain a free copy ofyour creditreportfrom each of the nati onwide 
three credit reporting agencies. To order your free credit report, please visit www.annualcreditreport.com, or cal I to I I-free at 
1-877-322-8228. You can also order your annual free credit report by mailingacompleted Annual Credit Report Request Form 
(avai I able at https: //www.consumer.ftc.gov/a rticles/O 155-free-credit-reports) to: Annual Credit Report Request Service, 
P.O. Box 10528 1, Atlanta, GA , 30348-5281. 

For residents of Iowa: 
State law advises yo u to report any suspected identity theft to law enforcement or to the Attorney General. 

For residents of Oregon: 
State laws advi se you to report any suspected identity theft to law enforcement, including the Attorney General, and the 
Federa l Trade Com mi ssion. 

For residents of Marv/and, Rhode Island, Illinois. and North Carolina: _ 
You can obtain information from the Maryland and North Carolina Offices of the Attol· 1~eys General and the Federal Trade 
Com mi ss ion about fraud alerts, security freezes , and steps you can take toward preventing identity theft. 

Maryland Office of the 
Attorney General 
Consumer Protection Division 
200 St. Paul Place 
Baltimore, MD 21202 
1-888-74 3-0023 
www.oag.state.md.us 

Rhode Island Office of the 
Attorney General 
Consumer Protection 
150 South Main Street 
Providence Rf 02903 
1-40 1-274-4400 
www. riag.ri.gov 

North Carolina Office of the 
Attorney General 
Consumer Protection Division 
9001 Mai l Service Center 
Raleigh, NC 27699-9001 
1-877-566-7226 
www.ncdoj.com 

Federal Trade Commission 
Consumer Response Center 
600 Pennsylvania Ave, NW 
Washington, DC 20580 
1-877-IDTHEFT (438-4338) 
www.ftc.gov/idtheft 

For residents of Massachusetts : It is required by state law that you are info rm ed of your right to obtain a police report 
if you are a vict im of identity theft 

For residents of all states: 

Fraud Alerts: You can place fraud alerts with the three cred it bureaus at one of the three major cred it bureaus by phone 
and also via Experi an's or Equifax's webs ite. A fra ud alert tell s cred itors to fo ll ow certain proced ures, including contacting 
you, before they open any new accounts or change yo ur ex isting accounts. For that reason, plac ing a fraud alert can protect 
you, but also may de lay you when you seek to obtain cred it. The contact information fo r all three credit bureaus is below: 

Monitoring: You should always remain vigilant and monitor yo ur accounts fo r susp icious or unusual activ ity. 

Security Freeze: You also have the right to place a security freeze on your cred it report. A security freeze is intended to 
prevent credit, loans and services from bei ng approved in your nam e without your consent. To place a securi ty freeze on 
your credit report, you need to make a request to each consum er reporting agency. You may make that request by certified 
mai l, overni ght mail , or regul ar stamped mail , or by fo llow ing the instructions found at the webs ites li sted below. The 
fo ll owing info rm ation must be in cluded when requesting a secur ity freeze (note that if you are requesting a credit report 
for your spouse, thi s informat ion must be provided for him/her as we ll ): ( I) full name, with middle initi al and any suffixes; 
(2) Soc ial Security number; (3) date of birth; (4) current address and any prev ious addresses fo r the past five years; and (5) 
any applicable incident report or complaint with a law enforcement agency or the Registry of Motor Vehicles . The request 
must also include a copy of a governm ent-issued identification card and a copy of a recent uti I ity bi II or bank or insurance 
statement. It is essential that each copy be legible, di splay your nam e and current mailing address, and the date of issue. 
The consum er reporti ng agency may charge a small fee to pl ace, li fe, or remove a freeze, but is free if you are a victim of 
identity theft or the spouse of a victim of identity theft, and you have submitted a val id pol ice report relating to the identity 
theft incident to the consum er report ing agency. You may obtai n a security freeze by contact ing any one or more of the 
fo ll ow ing national consumer reporting agencies: 

Eq uifa x Security Freeze 
P.O. Box 105788 
At lanta , GA 30348 
www.freeze.equi fax.com 
800-525-6285 

Experian Security Freeze 
P.O. Box 9554 
Allen, TX 75013 
www.experian.com /freeze 
888-397-3742 

TransUnion (FVA D) 
P.O. Box 2000 
Chester, PA 19022 
freeze .transun ion.com 
800-680-7289 

More info rm ati on can also be obtained by contacting the Federal Trade Comm iss ion li sted above. 
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