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We are writing to inform you of an incident that may have resulted in the disclosure of your information, including

your name, Social Security number and medical records. We take the security of your information very seriously
and sincerely apologize for any inconvenience this incident may cause. This letter contains additional information
about what occurred.

On September 26, 2017, we identified possible unauthorized access to our clectronic health record (EHR) system. In
response, we worked with our [T department and computer experts to investigate whether our systems were at risk.
The investigation determined that an unknown, unauthorized third party may have gained access to our practice’s
EHR and could have viewed or accessed your electronically stored information, including your name, address, phone
number, date of birth, Social Security number, health insurance information and medical records. Although at this
time we have no evidence that your information was actually accessed or viewed, or any indication of misuse of your
information, we are sending this letter to you out of an abundance of caution. We also recommend that your monitor
your accounts for unusual activity. Additional tips for protecting your information can be found on the reverse side
of this letter.

We want to assure you that we have taken steps to prevent a similar event from occurring in the future, including
reviewing and revising our information security policies and procedures to minimize this risk in the future and
updating the security systems on our EHR.

We sincerely regret any inconvenience that this incident may cause you, and remain dedicated to protecting your
personal information. Should you have any questions or concerns, please call 844-814-8802, Monday through Friday
from 6:00 AM to 6:00 PM Pacific Standard Time.

Sincerely,

Dr. Ammar Almasalkhi
Pulmonary Specialists of Louisville
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