
Principal Financial Group                                             
711 High Street 
Des Moines, IA 50392  

 
 

  
 

VIA EMAIL (attorneygeneral@doj.nh.gov) 

May 7, 2020     

 
Attorney General Gordon MacDonald 
Office of the Attorney General 
33 Capitol Street 
Concord, NH  03301 
 
 
Re: Notification of website issue 
 
Dear Attorney General MacDonald: 
 
I am writing to inform you of an issue that occurred regarding personal information of 14 residents. On 
November 23, 2019, we updated a portion of our website, Principal.com. We later determined that a 
software coding issue was intermittently resulting in instances where a single webpage containing 
information related to another Principal® customer’s account may have been displayed while a customer 
was navigating in his or her own account. Information displayed included name, Social Security number 
and sometimes other identifiable information. New code was installed on January 6, 2020, which fixed 
the issue. 
 
After receiving a limited number of reports from Principal customers about this issue (as of January 3, 
2020, 8 Principal customers had reported seeing information displayed from a different account out of 
approximately 11 million logins since November 23, 2019), we conducted an investigation to determine if 
additional instances could be identified after the software update, prior to the fix. Our investigation took 
substantial time and effort, and we are now confident we have identified the full group of retirement 
plans and participants that may have had information inadvertently displayed to another customer.  
 
In each occurrence, a single webpage containing personal information was potentially displayed to one 
Principal customer. To be clear, the individual to whom the webpage was misdirected could not make 
any changes or initiate any transactions in any other customer’s account. Nor could the individual access 
or navigate within another customer’s account. If the individual tried to click on a link or navigate on the 
webpage, they would have received an error or simply received their own account information. Given the 
circumstances, we believe it is very unlikely that the displayed data will be misused. 
 
After thorough investigation, we do not believe there was an acquisition of any inadvertently displayed 
information, nor do we believe there is any likelihood of harm to the individuals whose personal 
information was displayed. Out of an abundance of caution, however, the retirement plan sponsor whose 
participants’ information was displayed have asked us to notify those participants of the occurrence and 
offer them credit monitoring services. A copy of the notification letter sent to affected participants is 
attached. We are correspondingly providing you with this information.    
 
How Discovered – Reports received through our Corporate Contact Center. 
 



   
 

Has lost, stolen, or breached information been recovered – N/A 
 
Have individuals involved in the incident (both internal and external) been identified – Yes 
 
Has a police report been filed – No 
 
Type of information lost, stolen or breached – No information was lost, stolen or breached.  
Information potentially inadvertently displayed included name and Social Security.  
 
Was information encrypted – No 
 
Lost, stolen or breached information covers what period of time – December 16, 2019  
 
How many New Hampshire residents affected – 14 
 
Results of an internal review identifying either a lapse in internal procedures or confirmation that all 
procedures were followed – All procedures were followed.  We conducted a variety of tests before this 
software was introduced to our website, and we have now updated our testing to account for this exact 
scenario. However, because this issue was very unique and occurred so infrequently given the volume of 
activity our website experiences, the issue was not identified during testing. 
 
Regulated entity contact person for the Department to contact regarding the incident – Michele 
Ramsey, AVP – Chief Privacy Officer. 
 
Please do not hesitate to contact me if you have questions. 
 
Sincerely, 

 
/S/ Michele M. Ramsey 
 
Michele M. Ramsey 
AVP - Chief Privacy Officer  
Principal Financial Group  
Des Moines, Iowa  50392-0300 
(515) 248-0406  
FAX (866) 496-6527  
ramsey.michele@principal.com 
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http://www.myservices.equifax.com/tri
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http://www.fraudalerts.equifax.com/
http://www.experian.com/
http://www.equifax.com/
http://www.transunion.com/
http://www.annualcreditreport.com/
http://www.consumer.gov/idtheft
http://www.ftc.gov/credit
http://www.equifax.com/
http://www.experian.com/
http://www.transunion.com/
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