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kkleiner@cooley.com

March 2, 2018

Office of the New Hampshire Attorney General
Consumer Protection & Antitrust Bureau

33 Capitol Street

Concord, NH 03301

Re: Legal Notice of information Security Incident
Dear Sir or Madam:

| write on behalf of my client, Preferred Hotels & Resorts (“Preferred”), to inform you of a potential security
incident involving the personal information of certain properties within Preferred’s portfolio of independent
hotels, which may have affected approximately twenty New Hampshire residents. Preferred is notifying
these individuals and outlining some steps they may take to help protect themselves.

Preferred was recently notified of a potential security incident by Sabre/SynXis, a company that operates
an Internet-accessible reservation platform for the hotel industry. According to the information we have
received from this vendor, an unauthorized individual was able to gain access to to user credentials that
enabled the party to view certain reservation information between June of 2016 and November of 2017.
Based on the information we have received from the vendor, the information in these reservations that was
accessed may have included certain payment card data belonging to certain individuals who provided card
details when making reservations at some Preferred hotels. Please note that no Preferred computer or
network systems were affected in any way by this incident and Preferred is unaware of any fraudulent
activity that has occurred as a result of this incident.

Preferred takes the privacy of personal information seriously, and was deeply disappointed to learn that
this incident involving the vendor’s systems could affect Preferred guests. Upon learning of the incident,
Preferred promptly initiated an investigation into the incident and has communicated extensively with the
vendor to learn more about what occurred. The vendor has informed us that it has enhanced the security
around its access credentials and the monitoring of system activity to further detect and prevent
unauthorized access. In addition, the vendor has advised us that they notified law enforcement and the
payment card brands of this incident. Furthermore, Preferred is continuing to take actions, in cooperation
with Sabre, to improve the security and protection of all reservations information and to enhance all systems
to help prevent this type of incident from recurring.

Affected individuals are being notified starting on or around March 5, 2018. A form copy of the notice being
sent to the potentially affected New Hampshire residents is included for your reference. If you have any
questions or need further information regarding this incident, please contact me at (720) 566-4048 or
kkleiner@cooley.com.
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Sincerely,

Enclosure
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notify the issuer of the credit or debit card as well as the proper law enforcement authorities, including local law
enforcement, your state’s attorney general, and/or the Federal Trade Commission (“FTC”). In instances of payment
card fraud, it is important 1o note that cardholders are typically not responsible for any fraudulent activity that is
reported in a timely fashion.

Although Social security numbers and other sensitive personal information were not at risk in this incident, as a
general practice you can carefully check your credit reports for accounts you did not open or for inquiries from
creditors you did not initiate. If you see anything you do not understand, call the credit agency immediately. As an
additional precaution, we are providing an “Information About Identity Theft Protection” reference guide, enclosed

here, which describes additional steps you may take to help protect yourself, including recommendations from the
Federal Trade Commission regarding identity theft protection.

For More Information

For more information about this incident, or if you have additional questions or concerns, you may contact us
directly at [NUMBER] between [TIMES] Central time, Monday through Friday. Again, we sincerely regret any
concern this event may cause you.

Sincerely,

[SIGNATURE]

Ken Mastrandrea,

Chief Operating Officer
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New Mexico Consumers Have the Right to Obtain a Security Freeze or Submit a Declaration of Removal. You may
obtain a security freeze on your credit report to protect your privacy and ensure that credit is not granted in your name without
your knowledge. You may submit a declaration of removal to remove information placed in your credit report as a result of
being a victim of identity theft. You have a right to place a security freeze on your credit report or submit a declaration of
removal pursuant to the Fair Credit Reporting and ldentity Security Act.

The security freeze will prohibit a consumer reporting agency from releasing any information in your credit report without your
express authorization or approval. The security freeze is designed to prevent credit, loans and services from being approved in
your name without your consent. When you place a security freeze on your credit report, you will be provided with a personal
identification number, password or similar device to use if you choose to remove the freeze on your credit report or to
temporarily authorize the release of your credit report to a specific party or parties or for a specific period of time after the
freeze is in place. To remove the freeze or to provide authorization for the temporary release of your credit report, you must
contact the consumer reporting agency and provide all of the following:

(1) the unique personal identification number, password or similar device provided by the consumer reporting agency;

(2) proper identification to verify your identity;

(3) information regarding the third party or parties who are to receive the credit report or the period of time for which the
credit report may be released to users of the credit report; and

(4) payment of a fee, if applicable.

A consumer reporting agency that receives a request from a consumer to lift temporarily a freeze on a credit report shall comply
with the request no later than three business days after receiving the request. As of September 1, 2008, a consumer reporting
agency shall comply with the request within fifteen minutes of receiving the request by a secure electronic method or by
telephone.

A security freeze does not apply in all circumstances, such as where you have an existing account relationship and a copy of
your credit report is requested by your existing creditor or its agents for certain types of account review, collection, fraud
control or similar activities; for use in setting or adjusting an insurance rate or claim or insurance underwriting; for certain
governmental purposes; and for purposes of prescreening as defined in the federal Fair Credit Reporting Act.

If you are actively seeking a new credit, loan, utility, telephone or insurance account, you should understand that the procedures
involved in lifting a security freeze may slow your own applications for credit. You should plan ahead and lift a freeze, either
completely if you are shopping around or specifically for a certain creditor, with enough advance notice before you apply for
new credit for the lifting to take effect. You should contact a consumer reporting agency and request it to lift the freeze at least
three business days before applying. As of September 1, 2008, if you contact a consumer reporting agency by a secure electronic
method or by telephone, the consumer reporting agency should lift the freeze within fifteen minutes. You have a right to bring
a civil action against a consumer reporting agency that violates your rights under the Fair Credit Reporting and Identity Security
Act.

You can obtain more information about fraud alerts and credit freezes by contacting the FTC or one of the national credit
reporting agencies listed below.

Equifax (www.equifax.com) Experian (www.experian.com) TransUnion (www.transunion.com)
P.O. Box 740241 P.O. Box 2002 P.O. Box 1000

Atlanta, GA 30374 Allen, TX 75013 Chester, PA 19016

800-685-1111 888-397-3742 800-888-4213

Fraud Alerts: Fraud Alerts and Security Fraud Alerts and Security Freezes:
P.O. Box 740256, Atlanta, GA 30374 Freezes: P.O. Box 2000, Chester, PA 19022
877-478-7625 P.O. Box 9554, Allen, TX 75013 888-909-8872

Credit Freezes:
P.O. Box 105788, Atlanta, GA 30348
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