





Posternak

Return Mail Processing Center
P.O. Box 6336
Portland, OR 97228-6336

August 31,2018

[I

Dear [—

Posternak Blankstein & Lund LLP (*“Posternak™) understands the importance of protecting individuals® personal
information. We are writing to inform you that we recently identified and addressed a security incident that may have
involved your information. This notice explains the incident, measures we have taken, and some steps you can take in
response.

On June 29, 2018, we learned through an ongoing forensic investigation into a phishing incident that an unauthorized
party had obtained access to an email account belonging to a Posternak attorney. Upon first learning of the phishing incident,
we immediately secured and enhanced security for the employee account, changed the account password, and commenced
an internal investigation. We also engaged a professional forensic security firm to assist with the investigation. The
investigation determined that an unauthorized person had accessed the employee email account, but the investigation was
unable to determine the scope of information that may have been accessed or acquired. While we have no indication that
your information has been misused, we are providing you this notice out of an abundance of caution so that you understand
the nature of your information that was contained in the email account and can take steps to help protect yourself. The email
account contained documents transmitted by debtors or lawyers involved in bankruptcy matters and which contained your
name and Social Security number.

We encourage you to remain vigilant by reviewing your account statements for any unauthorized activity. You should
also review the additional information on the following pages on ways to protect yourself. We have arranged for you to
receive a complimentary one-year membership of Experian’s® IdentityWorksSM Credit 3B. This product helps detect possible
misuse of your personal information and provides you with identity protection services focused on immediate identification
and resolution of identity theft. IdentityWorksS™ Credit 3B is completely free to you and enrolling in this program will not
hurt your credit score. For more information on identity theft prevention and IdentityWorksS™ Credit 3B, including
instructions on how to activate your complimentary one-year membership, please see the additional information provided in
this letter.

We apologize for any inconvenience caused by this incident. To help prevent this type of incident from happening
again, we are taking significant steps to enhance our existing data security procedures and providing continued training to

our employees on data security and the dangers of phishing emails. If you have questions, please call at 877-588-5667,
Monday through Friday between 9:00 am and 9:00 pm Eastern Time.

Sincerely,
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Adam J. Ruttenberg, Partner
Posternak Blankstein & Lund LLP
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