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April 2, 2021 Anjali C Das 
312.821.6164 (direct) 

Anjali.Das@wilsonelser.com 

 

Kate A. Jarrett 
313.327.3127 (direct) 

Kate.Jarrett@wilsonelser.com 

 

VIA: Email Only  

      

Attorney General Gordon MacDonald 

Consumer Protection Bureau 

Office of the Attorney General 

33 Capitol Street 

Concord, NH 03302 

(603) 271-3643 

DOJ-CPB@doj.nh.gov 

 

Re: Netgain Cybersecurity Incident  

Client: PKF O’Connor Davies (“PKFOD”) 

File No.: 11077.00106 

 

Dear Attorney General MacDonald: 

 

We represent PKF O’Connor Davies (“PKFOD”) an accounting and advising firm with regard to 

a cybersecurity incident that impacted its third party vendor, Netgain Technology, LLC 

(“Netgain”). PKFOD is headquartered in New York, with a presence in New Jersey, Connecticut, 

Maryland and Rhode Island.  

 

1. Nature of the incident. 

 

On December 3, 2020, Netgain first advised PKFOD that Netgain was the victim of a cybersecurity 

incident that impacted Netgain’s systems. Netgain’s investigation revealed that the threat actor 

initially gained access to PKFOD’s hosted environment on November 8, 2020.  Between 

November 10 and November 23, 2020, the threat actor deployed various tools associated with the 

archiving and exfiltration of data. On December 3, 2020, according to Netgain, the threat actor 

began encrypting files hosted by Netgain.   

 

On December 10, 2020, Netgain notified PKFOD that the Threat Actor successfully exfiltrated 

files related to PKFOD. Netgain provided PKFOD with a screenshot of the files accessible by the 

threat actor. PKFOD reviewed the compromised files and discovered that the files contained 

personal information, including name, Social Security Number, financial account information, 

and/or tax documents.  

 

2. Number of New Hampshire residents affected. 
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PKFOD discovered that four (4) residents of New Hampshire were impacted by the Netgain 

cybersecurity incident. Notification letters were sent to these individuals between December 22, 

2020 and January 29, 2021. A sample notice letter that was sent to each impacted individual is 

included as Exhibit A.  

 

3. Steps taken. 

 

The remediation measures undertaken by Netgain include deploying threat-detecting tools across 

its environment and rotating all user credentials.  Netgain also ran scripts to ensure that all backups 

were clean prior to restoring any infected systems.  PKFOD provided complimentary credit 

monitoring to the impacted individuals for at least twelve (12) months.  

 

4. Contact information. 

 

PKFOD remains dedicated to protecting the sensitive information in its control.  If you have any 

questions or need additional information, please do not hesitate to contact me at 

Anjali.Das@WilsonElser.com or 312-821-6164. 

 

Very truly yours, 

 

Wilson Elser Moskowitz Edelman & Dicker LLP 

 
Anjali C. Das 

 

Enclosure 
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EXHIBIT A 
 














