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Re: Legal Notice of Information Security Incident
Dear Sirs or Madams:

We write on behalf of our client, Pivot Technology Services Corp. (“Pivot”), to notify you of a
security incident which resulted in the unauthorized access and exfiltration of the personal
information of 1 New Hampshire resident.

On June 12, 2020, Pivot discovered that it was the victim of a cybersecurity attack by an
unauthorized third party by which the malicious actor deployed ransomware in an attempt to
encrypt Pivot’s technology infrastructure.

Upon detection of the attack, Pivot engaged an industry-leading cyber forensic firm,
CrowdStrike, to conduct a comprehensive investigation to determine how the security incident
occurred, the scope of such incident and to assist it with remediation efforts. With the assistance
of the forensic firm, Pivot immediately implemented countermeasures to minimize the encryption
of its systems. As a result, some Pivot employees experienced complications with email,
however, there were no interruptions to its business operations.

On July 1, 2020, Pivot discovered that the unauthorized third party had in fact gained access to
and exfiltrated the personal information of Pivot's employees residing in the United States, and
immediately undertook an additional investigation to determine the scope of the information
affected. On July 7, 2020, Pivot determined that the following personal information of employees
was compromised in the incident. names, addresses, payroll earnings, deductions, 401k,
benefits, bank routing and account numbers, bank account names and social security numbers.

From the investigation, we have determined that the unauthorized third party had access to
Pivot's systems between June 9, 2020 and June 12, 2020.

In response to the incident, Pivot expedited the implementation process for Multifactor
Authentication (MFA) for all applications that are accessed remotely. In addition, Pivot will
implement additional safeguards in accordance with the recommendations of the forensic firm,
including CrowdStrike Falcon, Mimecast URL filtering process, and Cisco Umbrella, a secure
gateway to protect users access.


















