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December 11, 2020

VIA U.S. MAIL

Attorney General Gordon MacDonald
Office of the Attorney General

33 Capitol Street

Concord, NH 03301

Re: The Pike School, Inc. — Incident Notification
Dear Attorney General MacDonald:

McDonald Hopkins PLC represents The Pike Schooll. I am writing to provide
notification of an incident at Blackbaud, a third party service provider that may affect the
security of personal information of thirteen (13) New Hampshire residents. The Pike School uses
a Blackbaud application, and Blackbaud recently experienced an incident impacting that
application. The Pike School was one of many schools, colleges, and nonprofits that were a part
of this incident. The Pike School’s investigation is ongoing and this notification will be
supplemented with any new or significant facts or findings subsequent to this submission, if any.
By providing this notice, The Pike School does not waive any rights or defenses regarding the
applicability of New Hampshire law or personal jurisdiction.

On July 16, 2020 Blackbaud initially notified The Pike School of a ransomware attack on
their internal systems. Upon learning of the issue, we commenced an immediate and thorough
investigation. As part of our investigation, we engaged external cybersecurity professionals
experienced in handling these types of incidents. Blackbaud reported to us that they identified an
attempted ransomware attack in progress on May 20, 2020. Blackbaud engaged forensic experts
and law enforcement to assist in their internal investigation. The investigation concluded that the
cybercriminal removed data from Blackbaud’s systems intermittently between February 7, 2020
and May 20, 2020. A backup file containing certain information was removed by the
cybercriminal. According to Blackbaud, they paid the cybercriminal to ensure that the backup
file was permanently destroyed. On September 29, 2020, Blackbaud provided updated
information to The Pike School. The update expanded the scope of the incident for The Pike
School. Blackbaud identified instances where sensitive personal information which Blackbaud
assured The Pike School had been encrypted, was in fact not encrypted in Blackbaud’s
databases. The Pike School learned on October 30, 2020, that the compromised file may have
contained New Hampshire residents’ full names and Social Security numbers.

! The Pike School is located at 34 Sunset Rock Road, Andover, MA 01810.
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affected residents) of the incident and to explain the steps that it is taking to help safeguard the
affected residents against identity fraud. The Pike School is providing the affected residents with
written notification of this incident commencing on or about December 10, 2020 in substantially
the same form as the letter attached hereto. Residents with Social Security number impacted are
being provided with a complimentary 24 months of credit monitoring. The Pike School is
advising the affected residents about the process for placing fraud alerts and/or security freezes
on their credit files and obtaining free credit reports. The affected residents are also being
provided with the contact information for the consumer reporting agencies, and the Federal
Trade Commission.

At The Pike School, protecting the privacy of personal information is a top priority. The
Pike School is committed to maintaining the privacy of personal information in its possession
and has taken many precautions to safeguard it. The Pike School continually evaluates and
modifies its practices and internal controls to enhance the security and privacy of personal
information.

Should you have any questions regarding this notification, please contact me at
248.220.1356 or dpaluzzi@mcdonaldhopkins.com.

Qinceralv

Dominic A. Paluzzi

Encl.
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Dear [N

We are writing to let you know about a data security incident at Blackbaud, a third-party vendor. Blackbaud is a
software and service provider that is widely used for financial management at non-profits and universities around
the world, including The Pike School.

The Pike School takes the protection and proper use of your information very seriously. We are therefore contacting
you out of an abundance of caution to explain the incident and timely provide you with the information that
Blackbaud has provided its customers.

What Happened

On July 16, 2020 Blackbaud initially notified The Pike School of a ransomware attack on their internal systems.
Upon learning of the issue, we commenced an immediate and thorough investigation. As part of our investigation,
we engaged external cybersecurity professionals experienced in handling these types of incidents.

Blackbaud reported to us that they identified an attempted ransomware attack in progress on May 20, 2020.
Blackbaud engaged forensic experts and law enforcement to assist in their internal investigation. The investigation
concluded that the cybercriminal removed data from Blackbaud’s systems intermittently between February 7, 2020
and May 20, 2020. A backup file containing certain information was removed by the cybercriminal. According to
Blackbaud, they paid the cybercriminal to ensure that the backup file was permanently destroyed.

On September 29, 2020, Blackbaud provided updated information to The Pike School. The update expanded the
scope of the incident for The Pike School. Blackbaud identified instances where sensitive personal information
which Blackbaud assured The Pike School had been encrypted, was in fact not encrypted in Blackbaud’s databases.

What Information Was Involved

On October 30, 2020, we discovered that the compromised file may have contained your ol NN
I The threat actor did not access your credit card information or bank account information
because The Pike School does not store this information in the Blackbaud database.

What Blackbaud is Doing

Blackbaud has stated that their teams were able to quickly identify the vulnerability associated with this incident,
including the tactics used by the cybercriminal, and took swift action to fix it. They indicate they have confirmed
through testing by multiple third parties, including the appropriate platform vendors, that their fix withstands all
known attack tactics. Additionally, they are accelerating their efforts to further harden their environment through
enhancements to access management, network segmentation, deployment of additional endpoint and network-based
platforms.
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Again, according to Bla aud, there is no evidence to | leve that any data will be misused, disseminated,
or otherwise made publicly available. Nevertheless, out of an abundance of caution, we want to make you aware
of the incident.

We are providing you with access to Single Bureau Credit Monitoring services at no charge. Services are for 24
months from the date of enrollment. When changes occur to your Experian credit file, notification is sent to you the
same day the change or update takes place with the bureau. In addition, we are providing you with proactive fraud
assistance to help with any questions you might have. In the event you become a victim of fraud you will also have
access to remediation support from a CyberScout Fraud Investigator. In order for you to receive the monitoring
service described above, you must enroll by |mmenllllll- The enrollment instructions are included in this letter.
For more information on identity theft prevention and these services, including instructions on how to activate your
complimentary two-year  :mbership, please see the additional information provided in this letter.

This letter also provides precautionary measures that you can take to protect your personal information, including
placing a fraud alert and/or security freeze on your credit files, and/or obtaining a free credit report. Additionally,
you should always remain vigilant in reviewing your financial account statements and credit reports for fraudulent
or irregular activity on a regular basis and report any suspicious activity to the proper authorities.

For Mo~ "formati

We sincerely apologize for this incident and regret any inconvenience it may cause you. We remain fully committed
to maintaining the privacy of personal information in our possession and have taken many precautions to safeguard
it. We continually evaluate and modify our practices, and those of our third party services providers, to enhance the
security and privacy of your personal information.

If you have any further questions regarding this nt. nlease contact either the L S —
T P ——

Sincerely,

The Pike School
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— OTHER IMPORTANT INFORMATION -

Enrolling in Complimentary 24-N*-—“h Credit Monitoring.

How do I enroll for the free services?

To enrol! in Credit Monitoring services at no charge, please navigate to:

If prompted, please provide the following unique code to gain access to services:

Once registered, you can access Monitoring Services by selecting the “Use Now” link to fully authenticate your
identity and activate your services. Please ensure you take this step to receive your alerts.

In order for you to receive the monitoring services described above, you must enroll by I N

Proactive Fraud Assistance. Proactive Fraud Assistance includes the following features:

Fraud specialist-assisted placement of fraud alert, protective registration, or geographical equivalent, in
situations where it is warranted.

After placement of a Fraud Alert, a credit report from each of the three (3) credit bureaus is made available
to the notification recipient (United States only).

Assistance with reading and interpreting credit reports for any possible fraud indicators.
Removal from credit bureau marketing lists while Fraud Alert is active (United States only).
Answering any questions individuals may have about fraud.

Provide individuals with the ability to receive electronic education and alerts through email. (Note that
these emails may not be specific to the recipient’s jurisdiction/location.)

Identity Theft and Fraud Resolution Services. Resolution services are provided for enrolled notification
recipients who fall victim to an identity theft as a result of the applicable breach incident. ID Theft and Fraud
Resolution includes, but is not limited to, the following features:

Unlimited access during the service period to a personal fraud specialist via a toll-free number.
Creation of Fraud Victim affidavit or geographical equivalent, where applicable.

Preparation of all documents needed for credit grantor notification, and fraud information removal
purposes.

All phone calls needed for credit grantor notification, and fraud information removal purposes.
Notification to any relevant government and private agencies.

Assistance with filing a law enforcement report.

Comprehensive case file creation for insurance and law enforcement.

Assistance with enrollment in applicable Identity Theft Passport Programs in states where it is available
and in situations where it is warranted (United States only).

Assistance with placement of credit file freezes in states where it is available and in situations where it is
warranted (United States only); this is limited to online-based credit freeze assistance.

Customer service support for individuals when enrolling in monitoring products, if applicable.
Assistance with review of credit reports for possible fraudulent activity.

Unlimited access to educational fraud information and threat alerts. (Note that these emails may not be
specific to the recipient’s jurisdiction/location.)









