MULLEN
ML | | COUGHLIN...

ATTORNEYS AT LAW

Alexander T. Walker 426 W. Lancaster Avenue, Suite 200
Office: (267) 930-4801 Devon, PA 19333
Fax: (267) 930-4771

Email: awalker@mullen.law

April 23, 2021
VIA U.S. MAIL

Consumer Protection Bureau

Office of the New Hampshire Attorney General
33 Capitol Street

Concord, NH 03301

Re: Notice of Data Event

Dear Sir or Madam:

We represent Perkins & Co (“Perkins”) located at 1211 SW 5th Ave #1000 Portland, OR 97204.
Perkins provides tax and accounting services to its many clients. We write on behalf of the Perkins
clients listed on Exhibit A to notify your office of an incident that may affect the security of some
personal information relating to 176 New Hampshire residents. This notice may be supplemented
where additional Perkins clients request notice be provided on their behalf. By providing this
notice, Perkins does not waive any rights or defenses regarding the applicability of New Hampshire
law, the applicability of the New Hampshire data event notification statute, or personal
jurisdiction.

Nature of the Data Event

On or about December 3, 2020, Netgain Technologies (“Netgain”), a vendor Perkins uses for
hosting its data in the cloud, alerted Perkins to the fact that Netgain suffered a ransomware attack.
Upon learning of the incident, Perkins was in regular communication with Netgain to determine
the full impact of the Netgain incident as it relates to Perkins’ and Perkins’ clients’ data as quickly
as possible.

On January 15,2021, Netgain confirmed the following: between November 8, 2020 and December
3, 2020, an unauthorized actor accessed Netgain servers that store Perkins’ files, including Perkins’
clients’ files, some of which the unauthorized actor copied and stole. The unauthorized actor also
encrypted Netgain files and demanded a ransom payment be made by Netgain in exchange for the
decryption key, as well as the return of stolen files. Netgain paid an undisclosed ransom and the
unauthorized actor returned the stolen files and provided Netgain with the decryption key. Per
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Additionally, Perkins is providing impacted individuals with guidance on how to better protect
against identity theft and fraud, including advising individuals to report any suspected incidents of
identity theft or fraud to their credit card company and/or bank. Perkins is providing individuals
with information on how to place a fraud alert and security freeze on one's credit file, information
on protecting against tax fraud, the contact details for the national consumer reporting agencies,
information on how to obtain a free credit report, a reminder to remain vigilant for incidents of
fraud and identity theft by reviewing account statements and monitoring free credit reports, and
encouragement to contact the Federal Trade Commission, their state Attorney General, and law
enforcement to report attempted or actual identity theft and fraud.

Contact Information

Should you have any questions regarding this notification or other aspects of the data security
event, please contact us at (267) 930-4801.

Very truly yours,

el

Alexander T. Walker of
MULLEN COUGHLIN LLC
ATW/MLL/mep




EXHIBIT A




Perkins Clients

e COLUMBIA SPORTSWEAR COMPANY
¢ HANNA ANDERSSON LLC

¢ LACROSSE FOOTWEAR INC.

¢ MINI PET MART INC.

® VESTAS AMERICA HOLDING INC.

e  WAFERTECH LLC
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