January 16, 2018
Michael J. Waters
Shareholder
+1 312 609 7726
mwaters@vedderprice.com

VIA E-MAIL (ATTCPM=V~ENERAL@DOJ.NH.GOV)
AND FEDERAL EXPRESS

The Honorable Gordon MacDonald

Attorney General of the State of New Hampshire
Office of the Attorney General

33 Capitol Street

Concord, NH 03301

Re: Notification of a Potential Breach of Security Involving Computerized Data Containing
Personal Information Pursuant to N.H. REV. STAT. ANN. § 359-C:20

Dear Attorney General MacDonald:

We represent Pension Fund of the Christian Church (“Pension Fund”) in connection with two incidents
that involved the personal information of some New Hampshire residents, and provide this notice on
behalf of Pension Fund pursuant to N.H. REv. STAT. ANN. § 359-C:20. This notice will be
supplemented, if necessary, with any new significant facts discovered subsequent to its submission.
While Pension Fund is notifying you of these incidents, Pension Fund does not waive any rights or
defenses relating to the incidents or this notice, or the applicability of New Hampshire law or personal
jurisdiction in connection with this incident.

NATURE OF THE SECURITY BREACH OR UNAUTHORIZED USE OR ACCESS

On December 11, 2017, Pension Fund learned that a text file was accessed without authorization and
that the text file contained certain members’ personal identification information. It discovered this as
part of an investigation it undertook after it appeared a legacy computer server had been used for the
mining of crypto currency. There is no evidence that the file was ever copied or exfiltrated from the
server. Nevertheless, because the file was accessed and contained members’ personal information,
including names, dates of birth, Social Security numbers and member identification numbers, Pension
Fund is providing notice to all potentially impacted members.

In addition, on December 18, 2017, Pension Fund learned that a password protected employee laptop
had been stolen from a locked car and that the laptop contained certain personal information of
members, including members’ names, date of birth, addresses, account numbers, Social Security
numbers, and member identification numbers.

NUMBER OF NEW HAMPSHIRE RESIDENTS AFFECTED
It was determined that 19 New Hampshire residents may have been impacted in total. There is

significant overlap in the population of residents impacted by both incidents. The crypto currency
mining incident impacted 19 New Hampshire residents. The incident involving the stolen laptop
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impacted 11 New Hampshire residents. Pension Fund will be notifying impacted individuals of the
situation by letter on January 16, 2018. Enclosed is a copy of the notice that is being sent to the
impacted individuals.

STEPS TAKEN RELATING TO THE INCIDENTS
Upon learning of the crypto currency mining incident, Pension Fund secured its systems, retained a
leading cybersecurity firm to perform a forensic investigation, and contacted federal law enforcement. It
is working with law enforcement as it conducts its investigation. Upon learning of the stolen laptop,
Pension Fund took steps to encrypt all employee laptops. Pension Fund is also providing free identity
theft protection services to the impacted individuals through Experian.
CONTACT INFORMATION

Please contact me if you have any questions or if | can provide you with any further information
concerning this matter.

Very truly yours,

Michael J. Waters
Shareholder
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Activating Your Complimentary Credit Monitoring

To hclp protect your identity, we are offering a complimentary one-year membership of Experian’s® ProtectMyID® Alert..
This product helps detect possible misuse of your personal information and provides you with superior identity protection
support focused on immediate identification and resolution of identity theft.

Activate ProtectMyID Now in Three Easy Steps

1. ENSURE That You Enroll By: April 15, 2018 (Your code will not work after this date.)
2. VISIT the ProtectMyID Web Site to enroll: https://www.experianidworks.com/3bcredit
3. PROVIDE Your Activation Code: ABC123

If you have questions or nccd an alternative to enrolling online, please call 1-877-288-8057 and provide engagemcnt
#|engagement number].

ADDITIONAL DETAILS REGARDING YOUR ONE-YEAR PROTECTMYID MEMBERSHIP:
A credit card is not required for enrollment.

You can contact Expcrian immediately without needing to enroll in the product regarding any fraud issues. Identity
Restoration specialists are available to help you address credit and non-credit related fraud.

Once your ProtectMylD membership is activated, you will receive the following features:

= Free copy of your Experian credit report
»  Surveillance Alerts for:
o Daily Bureau Credit Monitoring: Alerts of key changes and suspicious activity found on your
Experian, Equifax” and TransUnion® credit reports.
= Identity Theft Resolution and ProtectMyID ExtendCARE: Toll-free access to U.S.-based customer carc and a
dedicated Identity Theft Resolution agent, who will walk you through the proccss of fraud resolution from start to
finish for seamless service. The agent will investigate each incident; help you contact credit grantors to dispute
charges and closc accounts, including credit, debit and medical insurance cards; assist with freczing credit files;
and contact government agencies.
o It is rccognized that identity theft can happen months and even years after a data brecach. To offer added
protection, you will receive ExtendCARE™, which provides you with the same high level of Fraud
Resolution support even after your ProtectMylD membership has expired.
= $1 Million Identity Theft Insurance: Immediately covers ccrtain costs, including lost wages, private
investigator fees and unauthorized electronic fund transfers.

Activate your membership today at https://www.experianidworks.com/3bcredit
or call 877-288-8057 to register with the activation code above.

Once your enrollment in ProtectMylD is complete, you should carefully review your credit report for inaccurate or
suspicious items. If you have any questions about ProtectMylID, need help understanding something on your credit report
or suspect that an item on your credit report may be fraudulent, please contact Experian’s customer care team at 1-877-
288-8057.












