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Attorney General Joseph Foster
Office of the New Hampshire Attorney
General

Attn: Security Breach Notification

33 Capitol Street

Concord, NH 03301

Re: Notice of Data Event

Dear Sir or Madam:

We represent Paytime Harrisburg Inc. d/b/a Paytime, Inc. (“Paytime”), 5053 Ritter Rd., Suite
100, Mechanicsburg, PA 17055, and are writing to notify you of a data security incident that
compromised the security of personal information of 43 New Hampshire residents. Paytime’s
investigation into this event is ongoing, and this notice will be supplemented with any new
significant facts leamed subsequent to its submission. By providing this notice, Paytime does
not waive any rights or defenses regarding the applicability of New Hampshire law or personal
jurisdiction.

Nature of the Data Security Event

Paytime is a payroll services provider and its clients are employers located in various states
across the country, but primarily in Pennsylvania. On April 30, 2014, Paytime learned that
unauthorized individuals accessed usernames and passwords associated with its system,
specifically, its Client Service Center. Paytime immediately launched an investigation into this
matter, and retained outside forensic experts to determine whether employee information may
have been accessed by the intruders. Paytime shut down the Client Service Center to prevent
further access to client information and employee personal information. Preliminary results
from Paytime’s investigation have revealed that the intruders, skilled hackers working from
foreign IP addresses, identified and exploited a vulnerability in the Client Service Center,
which allowed them to access employee information. Although Paytime's investigation is
ongoing, our forensic experts have determined that employees’ names, Social Security
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Numbers, direct deposit bank account information (if provided), dates of birth, hire dates, wage
information, home and cell phone numbers, other payroll related information and home
addresses were accessed by the intruders. Our experts have also determined that the names,
Social Security numbers and dates of birth for some of the affected employees dependents
and beneficiaries was accessed.

Notice to New Hampshire Residents

While Paytime’s investigation has been unable to determine what personal information was
taken by the intruders, it does know that the types of information listed above of 43 New
Hampshire residents were accessible. On May 12, 2014, Paytime began notifying affected
clients that their employees’ personal information was accessed by intruders. This notice was
sent by email and letter in substantially the same form as the letter attached here as Exhibit A,
Paytime requested that each affected employer permit Paytime to notify affected employees
on the employer's behalf. Paytime is providing affected employees, including 43 New
Hampshire residents, with written notice of this incident commencing on May 21, 2014, in
substantially the same form as the letter attached here as Exhibit B.

QOther Steps Taken and To Be Taken

Paytime takes this matter, and the security of the personai information in its care, seriously
and has taken measures to ensure that this type of exposure does not occur again. These
measures include an analysis of their systems and processes and implementing additional
measures to secure personal information. Paytime has also taken steps to improve the
existing security of their systems, including increased monitoring capabilities and use of
additional software tools. In addition to providing written notice of this incident to affected
individuals as described above, each affected individual is being offered access to one free
year of credit monitoring and identity restoration services provided through AllClear ID.
Paytime is providing each individual with information on how to protect against identity theft
and fraud. Paytime is also working with federal law enforcement to identify the intruder(s).
Further, Paytime is providing written notice of this incident to the Pennsylvania Department of
Revenue, its own bank, various banks used by its clients, other state regulators and consumer
reporting agencies where required,

Contact Information

Should you have any questions regarding this notification or other aspects of the data security
event, please contact us at 215-977-4059.

LEWIS BRISBOIS BISGAARD & SMITH LLP « www.lewisbrisbols.com
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Sincerely,

O A=

Christopher J. Dilenno of
LEWIS BRISBOIS BISGAARD & SMITH LLp

CJD:mj

cc:  Paytime, Inc.

LEWIS BRISBOIS BISGAARD & SMITH LLP = www.lewisbrisbols.com

4812-0917-9931.1



EXHIBIT A




PAYtIME

Right On The Money

Processing Center = P.O. Dox 3825 » Suwance, GA 30024

May 21, 2014

John Q Samnple
123 Main Street
Anviown, US 12345-6789

RE: Notice of Data Security Incident
Dear John Q@ Samplc,

Paytime, Inc. provides payroll services for your current or former employer(s), Company Name,
We arc writing to notify you of a data security incident that may affect the security of your
personal information, and to make you aware of resources available to support you.

On April 30, 2014, we learned that unauthorized individuals accessed usernames and passwords
associated with our system. We immediately launched our own investigation, and retained
outside forensic experts to determine whether employee information may have been accessed by
the intruders. We arc also warking with law enforcement to identify the intruders. Although
our investigation is ongoing, our forensic experts have determined that your name, Social
Seccurity Number, direct deposit bank account information (if provided), datc of birth, hirc dete,
wage information, home and cell phone numbers, other payroll related information and home
address was accesscd by the intruders. We, therefore, wanted to provide you with certain
resources that you can usc to protect yourself should you feel it is appropriate to do so,

We have arranged to have AllClcar ID protect your identity for 12 months at no cost te you.
The following identity protcction services start on the date of this notice and you can use them
at any time during the next 12 months,

AliClear SECURE; The team at AliClear ID is ready and standing by if you need help protecting
your identity. You are automatically eligible to usc this service - there is no action required on
your part. If a problem arises, simply call (855) 398-6436 and a dedicated investigator will do
the work to recover financial Josses, restore your credit and make sure your identity is returned
to its proper condition. AllClear maintains an A+ rating at the Better Business Burcau.

AllClear PRO: This service offers additional layers of protection including credit monitoring and
a $1 million identity theft insurance policy. To use the PRO service, you will need to provide
your personal informeation to AliClear ID. You may sign up online at enroll.atlclearid.com or by
phone by calling (855) 398-6436 using the following redemption code: 9999999999,




Please note: Additional steps may be required by you in order to set up your sceurity factors and
activate your secure phone aleris.

You may also take action directly to further protect against possible identity thell or other
financial loss. We encourage you, to review your account statotnents rogularly, and to monitor
your credit reports for suspicious activity. Under U.S. law, you are entitled to one frce credit
report annually from each of the three major credit bureaus. To order your free credit report,
visit www.annualcreditreport.com or call, toll-free, 1-877-322-8228. You may also contact the
three major credit burcaus directly to request a frec copy of your credit report.

Al no charge, you can also have these credit burcaus place a “fraud alert” on your file that aterts
creditors to take additional steps to verify your identity prior to granting credil in your name.
Note, however, that because it tells creditors to follow certain procedures to protect you, it may
also delay your ability to obtain credit while the agency verifies your identity. As soon as one
credit bureau confirms your fraud alert, the others are notified o place fraud alerts on your file.
Should you wish to place a fraud alect, or should you have any questions regarding your credit
report, please contact any one of the agencies listed below. Information regarding security
freezes is also available from these agencics.

Equifax Experian TransUnion

P.O. Box 105069 P.O. Box 2002 P.O. Box 2000

Atlanta, GA 30348 Allen, TX 75013 Chester, PA 19022-2000
800-525-6285 888-397-3742 800-680-7289
www.equifax.com WWW.EXperian.com www.iransunion.com

You can further educate yourself regarding identity theft, fraud alerts, and the steps you can take
1o protect yourself, by contacting the Federal Trade Commission. For Nerth Caralina
residents, the Attorney General can be contacted at 9001 Mail Service Center, Raleigh, NC
27699-9001, 1-919-716-6400, www.ncdoj,gov. For Maryland residents, the Attorney
General can be contacted at 200 St. Paul Place, (6" Floor, Baltimore, MD 21202, (888)
743-0023, www.oag.stale.md.us. The Federal Trade Commission can be reached at; 600
Pennsylvania Avenue NW, Washington, DC 20580, www. ftc_ gov/bep/edu/microsites/idtheft/,
1-877-1D-THEFT {877-438-4338); TTY: 866-653-426]. The Federal Trade Commission also
encourages those who discover that their information has been misused to file a complaint with
thern. 'You can obtain further information on how to file such a complaint by way of the contact
information listed above. Instances of known or suspected identity theft should also be reported
to law enforcement,

The security of our clients’ and their employecs’ personal information is our highest priority.

We have implemented new securily measures and will continue our ¢fforts to engure that the
personal information in our care remains secure. We are sorry for any inconvenience this
incident may cause you and your employer. Should you have any questions about the content of
this letter, enrollment in AllIClear’s services or ways you can protect yourself from the possibility
of identity thef, please call our confidential hotline between 9 a.m. and 9 p.m. EST at



(855) 398-6436. We deeply appreciate the understanding and support of all those who we scrve
as we work to resolve this.

Sincerely,

Paytime, Inc.






PAYLIIME

Right On The Money

Processing Cenler = 10O, Box 3325 » Suwance, GA 30024

May 21, 2014

;L"i To the Family or Estate of
Jehn Q Sample
123 Main Street
Anytown, US [2345-6789

RE: Notice of Data Security Incident
To the Family or Estate of John Q Sample,

Paylime, Ine, provides payroll services for your current or former employet(s), Company Name.
We are writing to notify you of a data security incident that may affect the security of your
personal infarmation, and to make you aware of resources avatlable to support you.

On April 30, 2014, we learned that unauthorized individuals accessed usernames and passwords
associated with our system. We immediately launched our own investigation, and retained
outside forensic experts to determine whether employce information may have been accessed by
the intruders. We are also working with law enforcement to identify the intruders. Although
our investigation is ongoing, our forensic experts have determined that your name, Social
Sceurity Number, direct deposit bank account information (if provided), date of birth, hire date,
wage information, home and cetl phone numbers, other payroll refated information and home
address was accessed by the intruders, We, therefore, wanted to provide you with certain
resources that you ean use to protect yourself should you feel it is appropriate to do so.

We have arranged to have AliClear ID protect your identity for 12 months at no cost to you.
The following identity protection services start on the date of this potice and you can use them
at any time during the next 12 months.

AllClcar SECURE: The team at AllClear 1D is ready and standing by if you need help protecting
your identity. You are automatically cligible to use this service - there is no action required on
your part. Ifa problem arises, simply call (855) 398-6436 and a dedicated investigator will do
the work to recover financial losses, restore your credit and make sure your identity is returned
to its propet condition. AllClear maintains an A+ rating af the Better Business Bureau.

AllClear PRO: This service offers additional taycrs of protection including credit monitoring and
a $1 million identity theft insurance policy. To use the PRO setvice, you will need to provide
yout personal information to AllClear ID, You may sign up online at enroll.aliclearid.com or by
phone by calling (855) 398-6436 using the following redemption code: 9999999999



Please note: Additional steps may be required by you in order to set up your security factors and
aclivate your secure phone alerts.

You may also take action directly to further protect against possible identity theft or other
financial loss, We encourage you, to review your account statements regulacly, and to monitor
your credit reports for suspicious activity. Under U.S. law, you are cntitled to one free credit
report anmually from cach of the three major credit bureaus, To order your fiee credit report,
visit www.annualcreditreport.com or call, toll-free, [-877-322-8228. You may also contact the
three major credit burcaus directly to request a free copy of your credit report.

At no charge, you can also have thesc credit burcaus place a “fraud alert” on your file that alerts
creditors fo iake additional sieps to verify your identity prior to granting credit in your name.
Note, however, that because it tells creditors to follow certain procedures to protect you, it may
also delay your ability to obtain credit while the agency verifies your identity. As soon as one
credit burcau confirms your fraud alext, the others are notified to place fraud alerts on your file.
Should you wish to place a fraud alert, or should you have any questions regarding your credit
report, please contact any ene of the agencies listed below. Information regarding security
freezes is also available from these agencies.

BEquifax Experian TransUnion

P.O. Boax 105069 P.O. Box 2002 P.0. Box 2000

Allanta, GA 30348 Allen, TX 75013 Chester, PA 19022-2000
800-525-6285 B88-397-3742 800-680-7289
www.equifax.com WWW.EXperian.corr www, transunion,com

You can further educate yourself regarding identity thelt, fraud alerts, and the steps you can take
to protect yourself, by contacting the Federal Trade Commission, For North Carolina
residents, the Attorney General can be contacted at 9001 Mail Service Center, Raleigh, NC
27699-9001, 1-919-716-6400, www nedoj.gov. For Maryland resldents, the Attorncy
General can be contacted at 200 St. Paul Place, 16* Floor, Baltimore, MD 21202, (888)
743-0023, www.oag state. md.ns. The Federal Trade Commission can be reached at: 600
Pennsylvania Avenue NW, Washington, DC 20580, www, {te.gov/bep/edu/microsites/idtheft/,
1-877-ID-THEFT (877-438-4338); TTY: 866-653-4261. The Federal Trade Commission also
encourages those who discover that their information has been misused to file a complaint with
them. You can obtain further infortmation on how to file such a complaint by way of the contact
information listed above. Instances of knowh or suspected identity theft should also be reported
to law enforcement.

The securily of our clients’ and their employees' personal information is our highest priority.

We have implemented new sccurity measures and will continue our efforts to ensure that the
personal information in our carc romains secure. We are sorry for any inconvenicnee this
incident may cause you and your employer. Should you have any questions about the content of
this letter, envollment in AllCIear’s services or ways you can protect yourself from the possibility
of identity thefl, please call our confidential hotline between 9 a.m. and 9 p.m. EST at



(855) 398-6436. We deeply appreciate the understanding and support of all those who we serve
as we work to resolve this,

Sincerely,

Paytime, Inc,






PAYTIME

Right OnThe Money

Processing Center = PO, Box 3825 - Swwance, GA 30024

%To the Parent of May 21, 2014

John Q Samplc
123 Main Strect
Anytown, US 12345-6789

RE: Notice of Data Security Incident
To the Parcnt of John Q Sample,

Paytime, Inc. pravides payroll services for your current or former cmployer(s}, Company Name,
We are writing to notify you of a data security incident that may affect the sccurity of your
personal information, and to make you aware o{resources available to support you.

On April 30, 2014, we learned that unauthorized individuals accessed usernames and passwords
associated with our system, We immediately launched our own investigation, and retained
oulside forensic experts to detenmine whether employee information may have been accessed by
the intruders. We are also working with law enforcement to identify the intruders. Although
our investigation is ongoing, our forensic experts have determined that your name, Social
Security Number, dircct deposit bank account information (if provided), date of birth, hire date,
wage information, home and cell phone numbets, other payroll related information and homne
address was accessed by the intruders. We, therefore, wanted to provide you with certain
resources that you can use o protect yoursell should you feel it is appropriate to do so.

We have arranged to have AllClear ID protect your identity for 12 months at no cost to you.
The following identity protection services start on the date of this notice and you can use them
at any time during the next 12 months.

AllClear SECURE: The team at AllClear ID is ready and standing by if you need help protecting
your identity. You are automatically cligible to use this service - there is no action required on
your part. If a problem arises, simply call (855) 398-6436 and a dedicated investigator will do
the work to recover financial losses, restore your eredit and make sure your identity is returned
to its proper condition, AllClear maintains an A+ rating at the Better Busmess Bureau,

AllClcar PRO: This service offers additional layers of protection including credit monitoring and
a $1 million identity theft insurance policy. To use the PRO service, you will need to provide
your personal information to AllClear ID. You may sign up online at enroll.allclearid.com or by
phone by calling (855) 398-6436 using the following redemption code; 9999999999.



Please note: Additional steps may be required by you in order to set up your security factors and
activate your sccure phone alerts.

You may also take action directly to further protect against possible identity thef or other
financial loss. We encourage you, to review your accoum statements regularly, and to monitor
your credit reports for suspicious activity. Under U.S. law, you are entitled 1o one free credit
report armually from each of the three major credit bureaus. To order your free credit report,
visit www.annualcreditreport.com or call, toll-free, 1-877-322-8228. You may also contact the
three major credit bureaus directly to request a free copy of your credit report,

At no charge, you can also have these credit burcaus place a “fraud alert” on your file that alerts
creditors to take additional steps Lo verify your identity prior to gtaoting credit in your name.
Note, however, that because it tefls creditors to follow certain procedures to protect you, it may
also delay your ability to obtain credit while the agency verifies your identity. As soon as one
credit burcau confirms your fraud alert, the others are notified to place fraud alerts on your file.
Should you wish to place a fraud alert, or should you have any questions regarding your credit
report, pleasc contact any one of the agencies listed below, Information regarding security
freezes is also available from these agencies.

Equifax Experian ‘TransUnion

P.O. Box 105069 P.O, Box 2002 P.O. Box 2000

Atlanta, GA 30348 Allen, TX 75013 Chester, PA 19022-2000
800-525-6285 888-397-3742 800-680-7289
www.cguifax.com Www.experian,.com www, {ransunion, com

You can further educate yourself regarding identity thefl, fraud alerts, and the steps you can take
fo protecet yourself, by contacting the Federal Trade Commission. For North Carolina
residents, the Attorney General can be contacted at 9001 Mail Service Center, Raleigh, NC
27699-9001, 1-919-716-6400, www.ncdoj.gov. For Maryland residents, the Altorney
General can be contacted at 200 St, Paul Place, 16" Floor, Baltimore, MD 21202, (888)
743-0023, www.oag.state.md.us. The Federal Trade Comumission can be reached at: 600
Pennsylvania Avenue NW, Washingtorn, DC 20580, www. fte. gov/bep/edu/microsites/idthell/,
1-877-ID-THEFT (877-438-4338); TTY: 866-653-4261. The Federal Trade Commission slso
encourages those who discover that their information has been misused to file a corplaint with
them. You can obtain further information on how to file such a complaint by way of the contact
information listed above, Instances of known or suspected identity theft should also be reported
to law enforcement,

The security of our clients’ and their employees’ personal information is our highest priority.

We have implemented new security measures and will continue our eftotts to ensure that the
personal information in our care remains secure. We are sorry for any inconvenience this
incident may cause you and your employer., Showld you have any questions about the content of
this letter, envollinent in AllClear's services or ways you can protect yourself fiom the possibility
of identity theft, please call our confidential hotline between 9 a.m. and 9 p.m. EST at




(855) 198-6436. We deeply appreciate the understanding and support of all those who we serve
as we work to resolve this,

Sincerely,

Paytime, Inc,






PAYtIE

Right On The Money

Processing Center * P.O. Box 3825 = Suwance, GA 30024

May 21, 2014

~ John Q Sample
123 Main Street
Anylown, US 12345-6789

RE: Notice of Dala Security Incident
Dear John Q Sample,

Paytime, Inc, provided payroll services for your current or former employer(s), Company Name.
We are wriling to notify you of a data security incident that may affect the security of your
personal information, and to make you aware of resources available to support you.

Our investigation into this incident has determined that your name, Social Security Number,
direct deposit bank account information (if provided), date of birth, hire date, wage information,
hoine and cell phone numbers, other payroll related inforination and home address was accessed
by the intruders. We, therefore, wanted to provide you with certain resources that you can use
to protect yourself should you feel it is appropriate to do so.

We have arranged to have AllClear ID protect your identity for [2 months at no cost to you.
The following identity protection services start on the date of this notice and you can use them
at any time during the next 12 months.

AllClear SECURE; The team ai AllClear 1D is ready and standing by if you nced help protecting
your identity. You are automatically eligible to use this service - there is no action required on
your part. Ifa problem arises, simply call (855) 398-6436 and a dedicated mvestigator will do
the work to recover financial losses, restore your credit and make sure your identity is returncd
to its proper condition. AllClear maintains an A+ rating at the Better Business Bureau.

AliClear PRO: This service offers additional layers of protection including credit monitoring and
a $1 million identity theft insurance policy. To use the PRO service, you will need to provide
your personal information to AllClear ID. You may sign up online at enrolt.allclearid.com or by
phone by calling (855) 398-6436 using the following redemption code: 9999999999,

Please note; Additional steps may be required by you in order to set up your security factors and
activate your securc phone alerts.



Under Massachusetts law, you have the right to obtain any police report filed in regard to this
incident. 1T'you are the victim of ideutity thefi, you also have the right to file a police report and
obtain a copy ofit.

To Atrther protect against possible identity theft or other financial loss, we encourage you to
remain vigilant, to review your account statements, and to monitor your credit reports. Specific
steps you can take Lo protect against the possibility of identity theft include closely monitoring
your financial statements for any unusual activity and monitoring your credit reports. Under
U.S. law, you are entitled to one free credit report annually from each of the three major credit
burcaus. To order your free credit report, visit www.annualcreditreport.com, or call, foll-fiee,
(877) 322-8228.

Under Massachusotts Jaw, consumers may place a security freeze on their credit reports. A
security freeze prohibits a credit reporting agency from releasing any information from a
consumer’s credit report without the consumer’s written authorization, However, please be
advised that placing a security freeze on your credit report may delay, interfere with, or prevent
the timely approval of any requests you make for new loans, credit mortgages, employment,
housing, or other services.

If you have been a victim of identity theft, and you provide the credil reporting agency with a
valid police report, it cannot charge you to place, lift or remove a security freeze. In all other
cases, a credit repotting agency may charge you up to $5.00 each to place, temporarily lift, or
permanently remove a security freeze,

To place a security freeze on your credit reporl, you must send & written request to cach of the
three major consumer reporting agencics: Equifax (www.equifax.com), Experian
(www.experian.com), and TransUnion (www.iransunion.com) by regular, certified or overnight
roail to the addresses below:

Equifax Experian TransUnion

P.O. Box 105069 P.O. Box 2002 P.C. Box 2000

Atlanta, GA 30348 Allen, TX 75013 Chester, PA 19022-2000
800-525-62383 888-397-3742 800-680-7289
www.equilax.com WWW._EXperian.com Www.transtnion.com

In order to request a security freeze, you will need to provide the following information:

1 Your full name (including middle inilial as well as Jr,, Sr., II, III, etc.);

2. Social Security number;

3. Date of birth;

4. Ifyou have moved in the past five (5) years, provide the addresses where you have lived

over the prior five years;

Proof of current address, such as a current utility bill or telephone bil;

6. A legible photocopy of a government-issued identification card (state driver’s license orID
card, military identification, ctc.);

“h



7. Ifyou are a victim of identity theft, include a copy of either the police report,
investigative repori, or complaint to 2 law enforcement agency concerning identity theft;

8. Ifyou are not a victim of identity theft, include payment by check, money order, or credit
card (Visa, MasterCard, American Express or Discover only). Do not send cash through
the mail,

The eredit reporting agencies have three (3) business days afier receiving your request to place a
seenrity freeze on your credit file report. The credit bureaus must also scnd written
confirmation to you within five (5) business days and provide you with a unique personal
identification number (PIN) or password, or both, that can be used by you to authorize the
removal or lifting of the security freeze.

To lift the security freeze in order to allow & specific entity or individuat access to your credit
report, you must call or send a written request to the credit reporting agencies by mail and
include proper identification (name, rddress, and Social Security number) and the PIN number
or password provided to you when you placed the security freeze, as well as the identities of
those entities or individuals you would like to receive your ¢redit report or the specific period of
time you want the credit report available. The credit reporting agencies have three (3) business
days after receiving your request to remove the seeurity freeze,

To further educate yourself regarding identity theft and the steps you can take to avoid identity
theft, you may contact the Federal Trade Commission. They can be reached at: Federal Trade
Commission, 600 Pennsylvania Avenue NW, Washington, DC 20580, or at
www.fic.gov/bop/edu/microsites/idtheft, 1-877-ID-THEFT (1-877-438-4338; TTY:
[-866-653-4261). The Federal Trade Commission also encourages those who discover that
their information has been misused to file a complaint with thems. The Massachusetts Attorney
General may also have advice on preventing identity thefi.

The security of personal information is our highest priority. We have implemented new secutity
measures and will continve our efforts to ensure that the personal information in our care
remains secure. We are sorry for any inconvenience this incident may cause you and your
employer. Should you have any questions about the content of this letter, enrollment in
AllClear’s services or ways you can protect yourself from the possibility of identity thefl, please
call our confidential hotline between 9 a.m. and 9 p.m, EST at (855) 398-6436. We deeply
appreciate the understanding and support of all those who we serve as we work to resolve this.

Sincerely,

Pavtime, Inc.






PAYLIME

Right OnThe Money

Processing Cenler « 1O, Box 3825 « Suwancs, GA 10024

%To the Parent of May 21, 2014

John Q Sample
123 Main Strect
Anytown, US 12345-6789

RE; Notice of Data Security Incident
To the Parent of John Q Sampie,

Paytime, Inc. provided payroll services for your current or former employei(s), Company Name.
We are wriling to notify you of a data security incident that may affect the security of your
personal information, and to make you aware of resources available to support you.

Qur investigation into this incident has determined that your name, Social Security Number,
direct deposit bank account information (if provided), date of birth, hire date, wagg information,
home and cell phone numbers, other payroll refated information and home address was accessed
by the intruders. Wc, therefore, wanted to provide you with certain resouices that you can use
to protect yourself should you feel it is appropriate to do so.

We have arranged to have AllClear ID protect your identity for 12 months at no cost to you.
The following identity protection services start on the date of this notice and you can use them
at any time during the next 12 months.

AllClear SECURE: The team at AllClear ID is ready and standing by if you need help protecting
your identity. You are antomatically eligible to use this service - there is no action required on
your part. Ifa problem arises, simply call (855) 398-6436 and a dedicated investigator will do
the work to recover financial [osses, restore your credit and make sure your identity is returned
to ifs proper condition. AllClear maintains an A+ rating at the Better Business Bureau.

AllCIcar PRO): This service offers additional layers of protection including credit monitoring and
a $1 million identity theft insurance policy. To use the PRO service, you will need to provide
your personal information to AlClear ID. You may sign up online at enroll.allclearid.com or by
phone by calling (855) 398-6436 using the following redemption code: 9999999999.

Please note: Additional steps may be required by you in order to set up your security factors and
activate your secure phone alcrts.



Under Massachusetts law, you have the right to obtain any police report filed in regard to this
incident. 3 you are the victim of identity theft, yon also have the right to file a police report and
obtain a copy of it.

To further protect against possible identity thefl or other financial loss, we encourage you to
remain vigilant, to review your account statements, and (o monitor your credit reports. Specific
steps you can take to protect against the possibility of identity theft include closely monitoring
your financial statements for any unusual activity and monitoring your credit reporls. Under
U.S. law, you are entitled to onc free credit report annually from each of the three major credit
burcaus. To order your free credit report, visit www,anaualereditreport,.com, or call, toll-free,
(877)322-8228.

Under Massachusctts law, consumers may place a sccurity freeze on their credit reports. A
security freeze prohibits a credit reporting agency from relcasing any information foma
consumer’s credit report without the consumer’s written authorization. However, please be
advised that placing a security ficeze on your credit report may defay, interfete with, or prevent
the timely approval of any requests you make for new loans, credit mortgages, employment,
housing, or other services.

If you have becn a victim of identity theft, and you provide the credit reporting agency with a
valid police report, it cannot charge you to place, Kft or remove a secwrity frceze. In alt other
cases, a credit reporting agency may charge you up to $5.00 cach to place, temporarity lift, or
permanently retmove a security frecze.

To place a security frecze on your credit report, you must send a written request to each of the
three major consumer reporting agencies: Equifax (www.equifax.com), Experian
(www.cxperian.com), and TransUnion (www.transunion.com) by regular, certified or overnight
mail 1o the addresses helow:

Equifax Experian TransUnion

P.0O. Box 105069 P.O. Box 2002 P.O. Box 2000

Atlanta, GA 30348 Allen, TX 75013 Chester, PA 19022-2000
800-325-6285 888-397-3742 800-680-7289
www.eqnifax.com Www.experian.com WWW. lransynion.com

In order to request a security freeze, you will need to provide the following information:

Your full name (inchiding middie initial as well as Ir,, 8r., 1L, III, etc.);

Social Security number,

Date of birth;

If you have moved in the past five (5) years, provide the addresses where you have lived
over the prior five years;

Proof of current address, such as a current utility bill or telephone bill;

6. A legible photocopy of a government-issued identification card (state driver’s license orlD
card, military identification, etc.);
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7. Ifyou are a victim of identity theft, include a copy of cither the police report,
investigative report, or complaint to a law enforcement agency concerning identity theft;

8.  Ifyou are not a victim of identity thefl, include payment by check, money order, or credit
card (Visa, MasterCard, American Express or Discover only). Do not send cash through
the mail.

The credit reporting agencies have three (3) business days after receiving your request to place a
security freeze on your credit file report. The credit bureaus must also send written
confirmation to you within five (5) business days and provide you with a unique personal
identification number (PIN) or password, or both, that can be used by you to authorize the
removal or lifting of the sceurity freeze.

To lift the security freeze in order to allow a specific entity or individual access to your credit
report, you must call or send a written request to the credit reporting agencies by maif and
include proper identification (name, address, and Social Security number) and the PIN number
or password provided to you when you placed the sccurity frecze, as well as the identitics of
those entitics or individuals you would like to receive your credit report or the specific period of
time you want the credit report available. The credit reporting agencies have three (3) business
days after receiving your request to remove the security freeze.

To further educate yourself regarding identity theft and the steps you can take to avoid identity
theft, you may contact the Federal Trade Commission. They can be reached at: Federal Trade
Commission, 600 Pennsylvania Avenue NW, Washington, DC 20580, or at

www. ftc.gov/bep/edw/microsites/idtheft, 1-877-ID-THEFT (1-877-438-4338; TTY:
1-866-653-4261). The Federal Trade Commission also encourages those who discover that
their information has been misused to file a complaint with them, The Massachusetts Attorncy
General may also have advice on preventing identity theft.

The security of personal information is our highest priority. We have implemented new sccurity
measures and will continue our cfforts to ensurc that the personal information in our care
remains secure. We are sorry for any inconvenience this incident may cause you and your
employer. Should you have any questions about the content of this letter, enrollment in
AllClear’s services or ways you can protect yourself from the possibility of identity thelt, please
call our confidentiat hotline between 9 a.m. and 9 p.m. EST at (855) 398-6436. We deeply
appreciate the understanding aod support of alt those who we serve as we work to resolve this.

Sincerely,

Paytime, Tnc.






EXHIBIT B



Janisheck, Michelle

Fram: paytimepayroll <paytime.payroli@allclearid.com>

Sent: Monday, May 12, 2014 11.06 AM

To;

Subject: _ - Notice of Data Event

Attachments: Paytime - Exhibit A Notice to Employees.pdf; Exhibit B - Sample Interim Notice to

Employees.pdf

Dear ,

Paylime, Inc. is writing to notify you of a data security incident that may affect the security of
your employees’ personal information and certain corporate information. Please share this
letter with appropriate administrative officials within your organization and with counse! as you
deem appropriate.

On April 30, 2014, we learned that unauthorized individuals accessed usermnames and
passwords associated with our system. We immediately launched our own investigation, and
retained outside forensic experts to determine whether employee information and certain
corporate information may have been accessed by the intruders. We are also working with law
enforcement to identify the intruders. Although our investigation is ongoing, our forensic
experts have determined that your employees' names, Sacial Security Numbers, direct deposit
bank account information (if provided), dates of birth, hire dates, wage information, home and
cell phone numbers, other payroll related information and home addresses were accessed by
the intruders, There is also a possibility that information related to corporate bank accounts
associated with your payroll was accessed.

We apologize for any concern this incident may cause you or your employees, Our team
continues working 24 hours a day to respond to this incident. We believe your employees need
to be notified of this incident. We therefore request your permission to notify all of your affected
employees with a letter similar to the attached letter marked Exhibit A. We are offering all of
your affected employees one free year of credit monitoring and identity restoration services
through AllClear iD, a leading provider of identity protection services. They will also be
provided with access to a call center to answer questions about this incident and about identity
protection, and they will have access to identity restoration specialists should they find
suspicious activity related to the use of their identities.

As we continue to notify our clients and prepare for notification to employees, we ask that you
please call our confidential hotline at 855-731-6020 to confirm that we may notify your
employees. We currently plan to mail letters to employees beginning May 21, 2014. Please call
the above listed hotline as soon as possible in order to finalize preparations and send notices
on that date.

Regarding your corporate account information that may have been accessed, we urge you to
contact your bank and discuss this letter with them. They will be able to assist you in

determining any appropriate next steps to protect the account.
i



Paytime, Inc. is aware that there are duties to notify certain state attorneys general and other
agencies. We will be notifying necessary state entities in accordance with each involved state's

notification law.

Although we are prepared to notify your employees in the most expedient manner possible, it
will take a few days once you provide your authorization before they receive the notices in the
mail. If you would like to notify your employees of this incident in the interim and tell them to
expect a letter in the mall providing them access to free credit monitoring and other support
services, attached is a sample pre-notice marked as Exhibit B.

The security of our clients' and their employees' personal information s our highest priority. We
have analyzed our systems and processes and implemented additional measures to secure
your and your employees' information. We are sorry for any inconvenience this incident may
cause you. Should you have any questions about the content of this letter or to allow us to
notify your employees, please call our confidential hotline at 855-731-6020. We deeply
appreciate the understanding and support of our clients as we work to resolve this.

Sincerely,

Paytime, Inc.



Exhibit A - Notice to Current Client Employees

RE: Notice of Data Security Incident

First Name Last Name
Address
City, State Zip

Dear First Name Last Name,

Paytime, Inc. provides payroll setvices for your employer, [Client], We are writing to notify you
of a data security incident that may affect the security of your personal information, and to make
you aware of resources available to supporl you.

On April 30, 2014, we leamed that unauthorized individuals accessed usernames and passwords
associated with our system. We immediately launched our own investigation, and retained
outside forensic experts to determine whether employee information may have been accessed by
the intruders. We are also working with law enforcement to identify the intruders. Although out
investigation is ongoing, our forensic experts have determined that your name, Social Security
Number, direct deposit bank account information (if provided), date of birth, hire date, wage
information, home and cell phone numbers, other payroll related information and home address
was accessed by the intruders. We, therefore, wanted to provide you with certain resources that
you can use to protect yourself should you feel it is appropriate to do so.

We have arranged to have AllClear ID profect your identity for 12 months at ro cast to you. The
following identity protection services start on the date of this notice and you can use them at any time
during the next 12 months.

AliClear SECURE: The team at AllClear ID is ready and standing by if you need help protecting your
identity. You are automatically eligible to use this.service — there is no action required on your part. [f
a problem arises, simply call «DID_Phone» and a dedicated investigator will do the work to recover
financial losses, restore your credit and make sure your identity is returned to its proper condition.

AllClear maintains an A+ rating at the Better Business Bureau.

AllClear PRO: This service offers additional layers of profection including credit monitoring and a $1
million identify theft insurance policy. To use the PRO service, you will need to provide your petsonal
information to AllClear ID. You may sign up online at ilaliclearid.com or by phone by calling
«DID_Phone» using the following redemption code: §]

Please note: Additional steps may be required by you in order to set up your secutity faciors and
activate your secure phone alerts, Mailed registrations may take up to ten (10) business days before
the registration is received and you are able to log in to your account,

Yau may also take action directly to further protect against possible identity theft or other financial
loss. We encourage you, to review your account statements regularly, and to monitor your credit
reports for suspicious activity. Under U.S, law, you are entitled to one free credit report annually
from each of the three major credit bureaus. To order your free credit report, visit



Exhibit A - Notice to Current Client Employees

www.annualcredifreport.com ot call, toll-free, 1-877-322-8228. You may also conlact the three
major credit bureaus directly to request a free copy of your credit report.

At no charge, you. can also have these credit bureaus place a “fraud alert” on your [ile that alerts
creditors to take additional steps to verify your identity priot to granting credit in your name. Note,
however, that because it tells creditors to follow certain procedutes to protect you, it may also delay
your ability to obtain credit while the agency verifies your identity. As soon as one credit bureau
confirms your fraud alert, the others are notified to place fraud alerts on your file. Should you wish
i0 place a fraud alert, or should you have any questions regarding your credit report, please contact
any one of the agencies listed befow. [nformation regarding security freezes is also available from
these agencies.

Equifax Experian TransUnion

P.0, Box 105069 P.O. Box 2002 P.O. Box 2000
Atlanta, GA 30348 Allen, TX 75013 Chester, PA 19022-2000
800-525-6285 888-397-3742 800-680-7289
www.cquifax.com WWW.eXperian.com www. transunion.com

You can further educate yourself regarding identity theft, fraud alerts, and the steps you can take
to protect yourself, by contacting the Federal Trade Commission. For North Carolina
residents, the Attorncy General can be contacted at 9001 Mail Service Center, Raleigh, NC
27699-9001, 1-919-716-6400, www.nedoj.gov, For Maryland residents, the Attomey General
can be contacted at 200 St. Paul Place, 16™ Floor, Baltimore, MD 21202, (888) 743-0023,
www.oag.siate.md.us. The Federal Trade Commission can be reached at: 600 Pennsylvania
Avenue NW, Washington, DC 20580, www.fic.gov/bepledu/mictosites/idtheR/, 1-877-1D-
THEFT (877-438-4338); TTY: 866-653-4261. The Federal Trade Commission also encourages
those wha discover that their information has been misused to file a complaint with them. You
can obtain further information on how to file such a complaint by way of the contact information
listed above. Instances of known or suspected identity theft should also be reported to law
enforcement,

The security of our clients’ and their employees' personal information is our highest priority.

We have implemented new security measures and will continue our efforts to ensure that the
petsonal iriformation in our care remains secure. We are sorry for any inconvenience this
incident may cause.you and your employer. Should you have any questions about the content of
this letter, enroliment in AllClear’s services or ways you can protect yourself from the possibility
of identity theft, please call our confidential hotline at XXX-XXX-XXXX. We deeply
appreciate the understanding and support of alt those who we serve as we work to resolve this.



Exhibit B - Sample Interim Notice to Employees

RE; Notice of Data Security Incident at Our Payroll Provider, Paytime, Inc.

We have been informed of a data security incident at our payroll pravider, Paytime, Inc., that
may alfect the security of your personal information,

Paylime informed us that on April 30, 2014, they learned that unauthorized individuals accessed
uscrnames and passwords associated with their system. They launched an investigation, and
retained outside forensic experts to determine whether employee information may have been
accessed by the intruders. The forensic experts have determined that your name, Social Security
Number, direct deposit bank account information (if pravided), date of birth, hire date, wage
information, home and cell phone numbers, other payroll related information and home address
was accessed by the intruders, We wanted you to know so that you could take steps to proteet your
identity should you feel it is appropriate to do so.

Paytime also will be providing you with notice of this incident in the mail which you should be
receiving in the pext two weeks. They are making arrangements with AllClear 1D to protect your
identity and provide you with access to free credit monitoring for 12 months, If you do not receive
that letter within the next two weeks, please contact us,

In the meantime, we urge you to monitor your financial accounts and credit reports for fraudulent
activity, You are entitled to one free credit report annually from each of the three major credit
bureaus. To order your free credit report, visit www.annualcreditrepott.com or call, toll-free, 1-
877-322-8228. You may also contact the threc major credit bureaus directly to request a fiee copy
of your credit report.

We ate sorry for any inconvenience this incident may cause you, and will continue to work with
Paytime to address this matter and protect your information. Please look for the netice from
Paytime with more information regarding this incident and steps you can take to protect your
identity.






