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VIA OVERNIGHT MAIL

Attorney General Gordon MacDonald
Office of the Attorney General

33 Capitol Street

Concord, NH 03301

Re:  Incident Notification
Dear Attorney General MacDonald:

We are writing on behalf of our client, PASCO scientific (“PASCO”), to notify you of a
security incident involving ||| l-csidents. PASCO’s headquarters are located at 10101
Foothills Boulevard, Roseville, California.

PASCO recently completed an investigation that involved a ransomware infection that
affected its network. Upon detecting the unauthorized access to the network on August 24, 2020,
PASCO took steps to secure the network and began an investigation with the assistance of a
cybersecurity firm. PASCO also notified law enforcement and worked to support the investigation.

The investigation determined that the unauthorized person accessed PASCO’s network on
August 24, 2020 and accessed certain files and folders that contained personal information of some
current and former employees and affiliates. PASCO conducted a thorough review of the data
contained in those files and folders to identify potentially affected individuals. On October 7,
2020, PASCO identified information pertaining to one New Hampshire resident, includingfjjjjj

Beginning on January 7, 2021, PASCO is mailing a notification letter via United States
Postal Service First Class Mail to this resident in accordance with N.H. Rev. Stat. Ann. § 359-
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C:20.! PASCO is offering a one-year membership in complimentary credit monitoring and identity
theft protection services through Kroll.

To reduce the risk of a similar incident occurring in the future, PASCO is implementing
additional measures to enhance existing security protocols.

Sincerely,

M Seott Koller

M. Scott Koller
Partner

! This report does not waive of PASCO’s objection that New Hampshire lacks personal jurisdiction over it related to
any claims that may arise from this incident.
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