





IMPORTANT INFC MATION
PLEASE REVIEW CAREFULLY

Dear

We are writing with important information reg: ! urity incident. The privacy and security of the

personal information we maintain is of the utm c to Ottawa Kent Insurance Agency. We w:  :d to
©ovi  you information about the incide a services we are making available to you, and let

you know that we continue to take significant i i to protect your personal information.

VAT s HaQQe’T ~d92

On or about November 4, 2019, a single email account at Ottawa Kent was accessed without authorization by an
unknown third party. The unauthorized intruder used the account to send spam email to contacts within the
account.

What We Are Doing.

We immediately terminated the unauthorized ac s by forcing a password change and launched an
investigation to analyze the extent of any compromise of the email account and the security of the emails and
attachments contained within it. Throughout our investigation, we worked with outside cybersecurity
professionals who regularly investigate and analyze these types of incidents.

" at Information Was Involved?

After a thorough review of the contents of the email account, we determined on May 4, 2020 that the account
contained your full name and Social Security number.

What You Can Do.

To date, we are not aware of any reports of identity fraud or improper use of your information as a direct result of
this incident. Out of an abundance of caution, we wanted to make you aware of the incident, explain the services
we are making available to help safeguard you against identity fraud, and suggest steps that you should take as
well. To protect you from potential misuse of your information, we are offering you a one-year membership in
myTrueldentity provided by TransUnion Interactive, a subsidiary of TransUnion. For more information on
identity theft prevention and myTrueldentity, including instructions on how to activate your one-year
membership, please see the additional information provided in this letter.

This letter also provides other precautionary measures you can take to protect your personal information,
including placing a Fraud Alert and/or Security Freeze on your credit files, and/or obtaining a free credit report.
Additionally, you should always remain vigilant in reviewing your financial account statements and credit
reports for fraudulent or irregular activity on a regular basis.












