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Yo Ol'eg()n State Oregon State University

104 Kerr Administration Building

5 UniverSity Corvallis, Oregon 97331-2106

Notice of Data Breach
Deal

Oregon State University (“OSU") is writing to follow up on our June 14th and June 18th emails and informing you of a recent
event that may impact the privacy of some of your personal information. We wanted to provide you with information about
the event, our response and steps you may take to better protect against the possibility of identity theft and fraud, should
you feel it necessary to do so.

What Happened? On May 10, 2019, OSU discovered suspicious activity in an OSU employee’s email account. OSU
later confirmed that the email account had been subject to unauthorized access. OSU immediately changed the user’s
credentials and launched an investigation to determine the nature and scope of the event. The employee’s email account
was then reviewed to determine whether it held any sensitive information. On May 30, we confirmed that a number of
individuals’ names and Social Security numbers were located within files in the email account. We are unable to determine
what, if any, emails within the account were subject to unauthorized access.

What Information Was Involved? The following information about you was located within the impacted email account
name, address, phone number and Social Security number.

What is OSU Doing? We take this incident and the security of personal information within our systems seriously. Upon
discovery of this incident, we immediately took steps to secure the account and launched an in-depth investigation to
determine the nature and scope of this incident. We also notified regulatory authorities, as required by law.

To assist you as a result of this matter, OSU is offering complimentary access to 12 months of identity monitoring services
from Kroll. To receive these services, you must activate them. Please see activation instructions below.

What Can You Do? You can find out more about how to help protect against potential identity theft and fraud in the enclosed
Steps You Can Take to Protect Against Identity Theft and Fraud. There you will also find more information on the identity
monitoring services we are offering and how to activate.

For More Information. We understand that you may have questions about this incident that are not addressed in
this letter. If you have additional questions, please call the university’s dedicated assistance line at 541-713-0400,
Monday through Friday from 8:00 a.m. to 5:00 p.m. Pacific time. You also may write to OSU at: Oregon State University,
104 Kerr Administration Building, Corvallis, OR 97331-2106.

We apologize for any inconvenience this incident may cause you and remain committed to the privacy and security of
information in our possession.

Sincerely,

Tih bl

Noah Buckley, Interim Vice Provost of Enrollment Management

David McMorries, Chief Information Security Officer
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