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To: Hon, Kelly Ayotte

Company: Attorney General

Fax: 603-271-2110 Tel #:

From: Joseph J. Lazzarotti

Sender:

Subject: Data Breach Notification

Date: August 24, 2008

Client/Matter #:

Pages:

Original: X Will Follow Will Not Follow
MESSAGE:

Please contact if there are any problems with this transmission.

Confidentiality Note: This facsimile contains privileged and confidential information intended only for the
use of the individual or entity named above. If the reader of this facsimile is not the intended recipient or the
employee or agent responsible for delivering it 1o the intended recipient, you are hereby norified that any
dissemination or copying of this facsimile is strictly prohibited. If you have received this facsirile in error,
please immediately notify us by telephone and return the original facsimile to us at the above address via the
1.8, Postal Service. Thank you.
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August 22, 2008

Via First Class Mail and Facsimile (603-271-2110)

Honorable Kelly Ayotte

Attorney General of New Hampshire
State House Annex

33 Capitol Street

Concord, NH 03301

RE: Data Breach Notification

Dear Attorney General Ayotte:

Please be advised thar our client, Nye Lubricants, experienced an incident involving an employee who may
have accessed electronic personal information stored in certain of the Company's databases without proper
authority and/or for improper purposcs. It appears that as many as 173 individuals could have been
affeeted, inclnding one individual who is a residents of your state. The Company plans to begin notifying
the affected individuals in the next several days. A draft copy of the notification that will be sent is
attached.

The databases at issue contained names and social security numbers, among other informarion,
Unfortunately, the Company cannot determine for every individual whether his or her personal information
was accessed or used improperly.

As set forth in the attached letter, the Company has taken numerous steps to protect the security of the
personal information of the affected individuals, including providing a full package of credit protection
services and insurance, as well as contacting the national credit agencies. Also, in addition to continuing to
monitor this situation, the Company is reexamining it current daw privacy and security policies and
procedures to find ways of reducing the risk of future data breaches. Should the Company become aware of
any significant developments concerning this situation, we will inform you.

If you require any additional information on this matter, please call me.

Sincerely,
JACKSON LEWIS LLP

3. "6*55'" 7
Joseph J. Lazzarotti

Encl.



AUG.22.2008  1:00PM JACKSON LEWIS LLP NO.931 P.3

i’ Synthetic Lubricants
Nye Lubricants, ne. Rh: 1.508,996.6721
12 Howiland Road F«: 1.608.897.5285
Fairhaven, MA 02718 USA vvwwnyelubricants.com The SmartGrease Company

August 22, 2008

To all current/former Nye Lubricants employees;

The Company recently learned that on or about August 15, 2008, an emplayee without proper authority accessed the Company's
computer network. Despite our cfforts, we could not determine if any personal information contained in the databases an the
Compeny’s network was actuaily compromised ~ only that the epportunity for unauthorized access or use of personal information
existed. Unfortunately, we cannot determine whether anyone's personal information was accessed or used improperly. The databases
at issue contained names and social security pumbers, amang other information. We take the possibility of identity theft very seriously
and. therefore, are sending a precautionary advisory to individuals who patentially could have been affocted.

The purpose of this letter is to make you aware of this incident so that you can ke steps to protect yourself, minimize the possibility
of misuse of your information and mitigate any harm that could result. We apologize for this situation and any inconvenience it may
cause you.

Shortly after discovering the irregular activities refererrcad above, Company officials commenced an investigation and examined irs
systems in order to determine the nature and scope of the unautharized access and use of these sysiems. Please know that the

Company also is rtaking immediate steps to enhance the security of its information systems going forward. The Company’s actions in
this regard are ongoing.

Based on our investigation 10 date, we are not aware of any specific cases of misuse of personal information that was maintained on
the Company’s information sysiems affected by this incident,

While we believe that there is little likelihood your infarmation will be misused as a result of this incicdent, as a precaution we have
arranged for Privacy Solutions, LLC to provide affected employees who enroll, with an Identificationt Theft Deterrent program. This
program is described in the enclosed document from Privacy Solutions. For affected employees that timely enrall, Nye will pay for
this progrem in full for ane year beginning on August 25, 2008, Please let Human Resources know as spon as pessible, and no later
tham September 12, 2008, if you wish to participate in this program. If Human Resources does niot hear from you by September 12,
2008, you will no fonger be eligible tq enroll in the program. Also, we prepared the gtiached sheet to provide you with additional
information concerning steps you could take to proteet your identity, credit and persooal information. The Company has notified
Attorneys General and other state officials and agencies as required in states where affected individuals reside.

"The Company takes data security very serjously and has taken steps to minimize the risks from this incident. We will notify you if
there are any significant developments that occur in the future. Again, we apologize for any inconvenience this incident may cause
you or your family and we encourage you to take advantage of the resources we have provided to you o protect your personal
information. Please contact Apne MacLetlan, at (508) 996-6721 if you have any questions.

Sincerely,

NYE LUBRICANTS, INC,

Frederic C, Mock
Execative Yice President
& General Counsel

PLEASE TURN PAGE FOR ADDITIONAL INFORMATION

ql"ll W

! )
ol

s
ot

BN 50 1%0n
150715 €84l




AUG.22.2088  1:06PM JACKSON LEWIS LLP NO.931 P.4

-

What You Should Do to Protect Your Personal Information

We recommend you remain vigilant and consider taking one or more of the following steps to protect imur personal information:

i

We recommend contacting the nationwide credit-reporting agencies as soon as possible to:

o  Add a security alert starement to your credit file at ali three national credit-reporting agencies: Equifax, Experian, and
TransUnjon. You only need to contact one of the three agencies listed below; your request will be shared with the other
two agencies. This security alert will remain on your credit file for 90 days.

e Remove your name from mailing lists of pre-approved offers of credit for approximately six months.

Receive a free copy of your gredit report by going to www.agnualereditreport.com.

T e B e

Equifax Experian TransUnion

P.O, Box 740236 P.O, Box 9554 P.Q. Box 2000
Atlanta, GA Allen, TX 75013 Chester, PA 19022
(8Q0) 5256285 (888) 397-3742 (800) 8884213

www eguifax com WY experian.com/consumer WWW transunion.com

If you aren't already doing so, please pay close attention o all bills and eredit-card charges you receive or items you did not
contract for or purchase, Review all of your bank account statements frequently for checks, purchases or deductions not made
by you. Note that even if you do not find suspicious activity initially, you shouid continue (o check this information
periodically since identity thieves sometimes hold on to stolen personal infarmation before using it

The Federal Trade Commission (“FTC™) offers consumer assistance and educational materials relating to identity theft and
privacy issues. The FTC can be contacted either by visiting www.consumer eoviidtheft or by calling (877) 438-4338. If you
suspect or know that you are the victim of identity theft, you can report this to the Fraud Departraent of the FTC, who wiil
collect all information and make iv available to law-enforcement agencies. Contact information for the FTC is:

Federal Trade Commission Website: www.ftc.gov
Consumer Response Center

600 Pennzsylvania Avenue

NW Washington, DC 20580

4. Far Massachusets Residents; 1f you would 1ike to request 2 security freeza be placed on your account, send all of the

following (documentation for both the spouse and the victim must be submitted when requesting the spouse’s credit report) to
one or more af the credit-reporting agencies listed in item 1 above: full name, with middle initial and generation, such as JR,
SR, II, 111, etc.; Secial Security number; date of birth (month, day and year); current address and previous addresses for the
past two years. In addition, enclose one copy of a government issued identification cacd, such as a driver's license, state or
military 1D card, etc., and one copy of a utility bill, benk o insurance statement, etc. Make sure that each copy is legible
(enlarge if necessary), displays your nams and current mailing address, and the date of issue (statement dates must ba recent).
The fee for placing a security freeze on a credit report generally is $3. If you are a victim of identity thefl or spouse of a
victim of identity theft and submit a valid investigative or incident report or complaint with a law enforcement agency or the
Department of Motor Vehicles (DMV), the fee will be waived.
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0 Our four-component Identity Theft Package utilizes proprietary fechnelegy and strategic ;,ﬁg
o partnerships to protect against and recover fram identity fraud. ['
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Early Alert ~This innovative detection and waming system utifizes AleriNow™, Privacy Solutions' proprietary
system, to scan hundreds of data sources at various daily, weakly, bi-waakly and manthly intervals for address "
changes—a comymon ink in identity theft cases, Should any address changes be defasted, which typlcally signifies
.,-'j" that there I @ theit in progress, AlsriNow™ Issues & waming by persanal phone call, This uniqus early detection
’ system: will sither prevent theft or at least substantially limit ihe amount of damage done and time necsssary to
;l.';gn recaver. By fesuing alerls to poltentially bogus accounts or frauddlent schvity, corsumers o maintain complate
l’ " contrel of their identities with minimal effort,
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o ldentify Theft Insurance ~ Once victimized by idenflty thefl, restoring one's name and good credit is a

e timeconsuming and costly procses. For this reason, Privecy Solufions offers an AIG peficy in the amournt of $25K with

’i‘.”': 2 $0 deductible. This coverage protects against the financlal hardships associated with identity thett sych as falsely

o Incurred debt, fost wages, legal fees, and correspondance with credjtors, In addition to financial refiaf, policyholders

&) have access 24/7 o trained idenlity theft speciallsts, These axperts will ald victims in the recovery process until thelr
crisis is completely resolved.
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W ldenfiht Rerpovary — Privacy Solutions aids in the racovery procass in twe ways. We can eilfjer assist viclims il
; in the resofufion process, or complately do ft for them. If consumers simply wani assistance, we provide a stepby- '
slep instruction manusl detaffing the resalution process, inchuding guldance for avoiding future complications, iy
and & toll-frea viclim assistance number for access to speciallsts trajned in identity thef recovery, This service B,
allows consumers to corract identlfy theft problems themssives, without the agsistance or expanse of an attornsy, Lo
Consumears may alsa chuase to teve Rrivacy Salutions assume and reorgani2e the renavery pracass on thalr behalf, h
In this ¢ase, we can further minimize the ime and hassls invelved, )
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. SmartGuard News|etter ~Awaranessis the first fine of defense againstideniity theft. For thet reasen, Privacy
Selutions provides a monthly e-publication dealgned to educate sonsumers and Increass understanding of identify
ol protection issues. This e-newslattar enables consumers t be proactive int protecting their personel infenmation, while
iz i further extending the personal privacy and secusity oplions Privacy Solutions provides,
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"Insurance undsowritten by member companies of Amesican Intemaltionzl Group, In, Tha description heyen is a summary only, it does nat Include ¥ Erms,
condifjans and exclusions of the policies dascrihed, Plaass refer (1 tho actval palicies for complat dalails of covarsga and exclusiens. Covaraige not
avajlable to residants of Naw York and may nat be avattable in other jurisdictions.

€1 2007, Privacy Sulumms i l £, All lu;,hh l\«. served,




