I IUI J ION HUNTON & WILLIAMS LLP
200 PARK AVENUE
WEHAMS NEW YORK, NY 10166-0005

TEL 212309+ 1000
FAX 212+309-1100

LISA J. SOTTO
DIRECT DIAL: 212 » 309 + 1223
EMALIL: Isotto@hunton.com

April 19,2017

Via Certified Mail

Attorney General Joseph Foster

Office of the New Hampshire Attorney General
33 Capitol Street

Concord, NH 03301

Re. Incident Notification
Dear Attorney General Foster:

In accordance with N.H. Rev. Stat. Ann. § 359-C:20, I am writing to notify you regarding the
nature and circumstances of a recent data security issue affecting our client, Northrop
Grumman Systems Corporation (“Northrop Grumman”).

On March 21, 2017, Northrop Grumman’s W-2 online portal provider, Equifax Workforce
Solutions (aka TALX), confirmed to Northrop Grumman that an unauthorized third party(ies)
gained access to its portal during various time periods from April 18, 2016 through March 29,
2017, and may have accessed certain Northrop Grumman employees’ personal information
and downloaded copies of their 2016 W-2 forms. The personal information that may have
been accessed includes name, address, work email address, work phone number, Social
Security number, employer identification number, and wage and tax information, as well as
any personal phone number, personal email address, or answers to customized security
questions that employees may have entered on the W-2 online portal. Promptly after
confirming the incident, Northrop Grumman worked with Equifax to determine the details of
the issue. Northrop Grumman also disabled access to the W-2 online portal for all log-in
methods other than Single Sign On, which is available only from the Northrop Grumman
network. Northrop Grumman and Equifax are working with law enforcement authorities to
assist them in their investigation of recent incidents of unauthorized actors gaining access to
individuals’ personal information through the W-2 online portal.

There are approximately two (2) New Hampshire residents potentially affected by this issue.
Enclosed for your reference is a copy of the notice being sent to potentially affected
individuals beginning April 18, 2017. Northrop Grumman has arranged to provide potentially
affected individuals with three years of identity theft protection services at no cost to them.

Please do not hesitate to contact me if you have any questions.

Very truly yours,

Lisa J. Sotto
Enclosure
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NORTHROFP GRUMMAN

Sincerely,

John W. Kropf
Privacy Executive «AddressBlock»
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