
rnI DAVISBROWN'
 
LAWFIRM 

May 6, 2009 

VfA CERTIFIED MAIL 

New Hambshire Attorney General 
33 Capitol, Street 
Concord, NH 0330 I 

\ I 
Dear Ladi((s and Gentlemen: \ 

pu~suant to ~.H. Rev. Stat. 359F20, I am ~riting on beh~!f of . 
Nev.10n ManufacturIng Company, an 10lwa corporatIOn, ("Newton .) to notlfy 
you of a brbach of security involving the personal information of at least one 
resident ofiNew Hampshire. 

NOTICE TO RESIDENTS OF NEW HAMPSHIRE 

A r~cent audit revealed eVidencel,that the security of Newton's 
computer systems had been breached. Newton believes that unknown person 
or persons gained access to the names, address and social security numbers of 
approximat~lyone resident of New Ham~shirc. Newtun believes that this 
electronic iriformation was accessed and ~ownloaded during security breaches 
in Septemb~r 2008, October 2008 and Fehruary 2009. Newton's initial 
investigatioh has traced the attacks to Cahada. 

On1about May 12, Newton intehdS to send written notice to the 
affected resi~ent[S] of New Hampshire in\suhstantiallYthe form of the 
attached dean nutice. 

\ 
At this time, Newton believes that the information of only one resident 

of New HarrJpshire was affected by the breaches to our system. 

I 

Jor,n D, Shl'rs 
Slephen W. Ro':><;tts 
William R, KIng 
Roht:n F Holz. Jr. 
Robert A Garnbk 
Mil-had G. Kulik 
Frank. J, CElCTf)ll 
BIU~e I Campbell 
JOnalhan r Wi!~OIl 

S\~en L };el~on 

l)avid B VanSlClel 
Gene R. La Suer 
Deror",h M. TlInrn'sh 
Ken: A Hel"lnk 
1\00011. Douglas, Jr. 
Mar~ D Walt 
Gar;. M Myel'S 
Slan,ey l, Thompson 
David M En~bM 

L"n Tor~<:!"son Chesser 
Jo ellen 'W'hnn~y 

fkdr s KnuBan 
JulJcJohnson Md.ean 
Be\trly Ev~f\S 

Mar~ilJ'ct Van Houten 
Lnfl5~op),Cf I'. lanll"~ 

Sharen K M",lh",\m 
KJ.Js liolubTilley 
William A Boalwnght 
Tho"''''' J HOU5el 
Kendall It WatkIns 
Scott ...., Brcnnill' 
Debra RI'C[enbau~h Pe[lL! 
'I.1arlhew F.. Lall;::hllll 
J\lQllh R Lynn Bves 
Wjll"rn P J(~lIy 

Susan J Freed 
)aso1'l M Ro\o$ 

Jason M Slene 
Amy M Landwehr 
loh" C Pictile. 
Enul) E HaITI_I 
B. J MiU,:,
Jeffrey D Ewaldl 
j-.Jdic L. Clm. 
John S Lpn!; 
Tara Z Hall 
Charles 1'... W1Umack 
("""-",.)' Stn.rI To"" 
S;Otl D MiUeben 
Kelly A. Dl-1er., 
Amher K RUlkdg.e 
Nichole MlII15 Morcllli 
K.,'sllc L Campa 
S.1I"ah K Frankhn 
VO:lonaP Nwasike 
M MJc~e\le Lick!eLg 

lUlellecuaJ Proper'lY 
Ken' A llnmk 
Emil) 10 HarTl. 

OfCOlll\.>Cl 
Donald.J Bmwil 
De~ise R ("lalon 
C Carlct'Jfl Frcden"l 
A J Gref(ennLI 
DenniS 0 Jerde 
WiillllIn; Koehn 
.1(l~eph M Pawklsky 
R,,~ard ~'. RalTse.:-
Thnmas E SalsiJery 
1'<c.l SllJi,h 

W\IILilItID Th'>L";b 

A. ArtilUl Da,'s 
l~:'.i·lg'F 

DAVIS BROWN KQEHI'\ SHOR5 & ROB~RTS PC 

I 



New Hampshire Attorney General 
I

May 6, 20p9 
Page 2 ofQ 

OTHER lNOnFICAnON AND CONTACT INFORMAnON 

To date Newton has notified th~ Jasper County, Iowa Sherriff and the FBI of the breach. 
Newton is working to notify the other governmental and Jaw enforcement entities required to be 
notified bl applicable local laws. 

If ¥ou have any questions, please contact me. 
I	 I 

.	 John S. LOng 

Davis, Brbwn, Koehn, Shors & Roberts, P.C. 
I 

215 10th Street, STE. 1300 
Des Moin~s, IA 50309 
Phone: (5)5) 288-2500 
Fax: (515) 243-0654 
jolmlong@davisbrownlaw.com 

I 
I rvery tmly yours, 

DA~IS, BROWN, ~OEHN, SHORS & ROBERTS, P.C. 
.!'. I 
i 

JSL:lbs 



{Paste on Company Letterhead] 
{Send to Address ofRecord] 

Dear {Insert Customer Name] 

We are contacting you about a potential problem involving identity theft. A recent audit revealed 
evidence that the security of our computer systems may have been breached. We believe that unknown 
persons may have gained access to your name, address and social security number. We believe that this 
personal infonnation may have been accessed during a security breach occurring in [September 2008 / 
October 2008 / February 2009J. 

We recommend that you place a fraud alert on your credit file. A fraud alert tells creditors to contact you 
before they open any new accounts or change your existing accounts. Call anyone of the three major 
credit bureaus. As soon as one credit bureau confirms your fraud alert, the others are notified to place 
fraud alerts. All three credit reports will be ,sent to you, at no charge, for your review. 

, 

Equifax Experian TransUnion 
1-800-525-6285 1-888-397-3742 1-800-680-7289 
hUps:!Iwv...w. alerts.eguifax.com http://www.em~rian.com!fraud 

Even if you do not find any suspicious activity on your initial credit reports, the Federal Trade 
Commission (FTC) recommends that you continue to check your credit reports periodically. Victim 
information is sometimes held for use or shared among a group of thieves at different times. Checking 
your credit reports periodically can help you spot problems and address them quickly. 

If you find suspicious activity on your credit reports or have rcason to believe your information is being 
misused, call your local law enforcement and file a report. Get a copy of the report; many creditors will 
request the information it contains to absolve you of fraudulent debts. You should also file a complaint 
with the FTC at www.ftc.gov/idtheft or at 1-877-ID-THEFT (1-877-438-4338). Vour complaint will be 
added to the FTC's Identity Theft Data Clearinghouse, where it will be accessible to law enforcement for 
identity theft investigations. 

You are encouraged to visit the FTC website at www.ftc.govlidtheft for current and more complete 
information from the FTC to help you guard against and deal with identity theft. 

I 

At Newton Manufacturing Company, we take the security of your data seriously. Our IT personnel are 
implementing new measures to help protect the security of your data from future security breaches. 

If you have any questions about this letter, please contact the company at the following: 

Larry Bayliss 
Senior Manager -- Project Development 
[BAYLISS ADDRESS] 
IBAYLISS PHONE NUMBER] 

Sincerely, 

Larry Bayliss 
Senior Manager -- Project Development 

#1681822\'.2 


