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To help prevent a similar incident from occurring in the future, the City Bar has and
implemented advanced malware protection software with enhanced monitoring and alerting capabilities.

Please do not hesitate to contact me if you have any questions regarding this matter.
Sincerely,

4
Gerald J. Ferguson

Enclosure

4822-7015-4689
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The New York City Bar Association and the City Bar Fund (collectively “the City Bar”), are committed to
protecting the confidentiality and security of the information we maintain. We are writing to inform you
about an incident involving one of our third-party vendors, Advanced Solutions International (“ASI”), that
may have involved some of your information. This notice explains the incident, measures that have been
taken, and some steps you can take in response.

ASI is the developer of the iMIS software, a member management and e-commerce platform that the City
Bar uses on our website, www.nycbar.org. On April 30, 2020, the City Bar was alerted to suspicious
activity that involved our website’s e-commerce site. Upon learning of this, the City Bar immediately
removed the unauthorized code from the iMIS platform hosted on our web server and launched an
investigation with the assistance of a leading cybersecurity firm.

Through this investigation, completed on May 20, 2020, the City Bar identified unauthorized code
designed to capture cardholder data had been inserted in the web server that hosts the iMIS e-commerce
platform on our website. The unauthorized code was present on the City Bar’s website between the dates
of April 23, 2020 and May 1, 2020.

During this time period, the unauthorized code could have captured cardholder data entered during the
checkout process by customers who placed orders or made donations on the City Bar’s website. Our
investigation concluded that the unauthorized code was capable of potentially capturing cardholder names,
billing and shipping addresses, email addresses, telephone numbers, payment card numbers, expiration
dates, and card security codes (CVV). We are notifying you because you placed an order or made a
donation on the City Bar’s website during this period.

It is always advisable to review your payment card statements for any unauthorized charges. You should
immediately report any such charges to your card issuer because payment card network rules generally
provide that cardholders are not responsible for unauthorized charges that are timely reported. The phone
number to call is usually on the back of your payment card. Information on additional steps you can take
can be found on the following pages.
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We regret any concern or inconvenience this causes you. To help prevent a similar incident from
occurring in the future, the City Bar has implemented advanced malware protection software with
enhanced monitoring and alerting capabilities. If you have questions, please call 866-279-5170, Monday —
Friday, from 9:00 a.m. until 7:00 p.m., Eastern Time.

Sincerely,

Bon Ml

Bret Parker
Executive Director
NYBAR-IND-GEN












