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Attorney General Gordon MacDonald
Office of the Attorney General

33 Capitol Street

Concord, NH 03301

Re: New Bedford Jewish Convalescent Home, Inc. — Incident Notification
Dear Attorney General MacDonald:

McDonald Hopkins PLC represents New Bedford Jewish Convalescent Home, Inc.
(“NBJCH”). I am writing to provide notification of an incident at NBJCH that may affect the
security of personal information of two (2) New Hampshire residents. NBJCH’s investigation is
ongoing, and this notification will be supplemented with any new or significant facts or findings
subsequent to this submission, if any. By providing this notice, NBJCH does not waive any
rights or defenses regarding the applicability of New Hampshire law or personal jurisdiction.

NBJCH leamed recently that an unauthorized party temporarily obtained access to one
NBJCH employee email account between September 29, 2020 and October 12, 2020. Upon
learning of this issue, NBJCH immediately secured this account and commenced a prompt and
thorough investigation. NBJCH worked very closely with external cybersecurity professionals to
perform an extensive forensic investigation and manual review of documents in this account.
While NBJCH has no reason to believe at this time that any personal information was actually
accessed, NBJCH discovered on January 13, 2021 that the compromised email account contained
a limited amount of personal information. The information included the affected residents’ full
names, Social Security numbers, financial account information and medical information.

NBJCH has no evidence that any of the information has been misused. Out of an
abundance of caution, NBJCH wanted to inform you (and the affected residents) of the incident
and to explain the steps that it is taking to help safeguard the impacted residents against identity
fraud. NBJCH is providing the affected residents with written notification of this incident
commencing on or about March 2, 2021 in substantially the same form as the letter attached
hereto. NBJCH is providing the residents with Social Security numbers included in the account
with 12 months of credit monitoring, and is advising the affected residents to always remain
vigilant in reviewing financial account statements for fraudulent or irregular activity on a regular
basis. NBJCH is advising the affected residents about the process for placing a fraud alert and/or
security freeze on their credit files and obtaining free credit reports. The affected residents are
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We are writing with important information regarding a recent security incident. The privacy and security of the
personal information we maintain is of the utmost importance to New Bedford Jewish Convalescent Home, Inc.
(“NBJCH”). As such, we wanted to provide you with information about the incident, explain the services we are
making available to you, and let you know that we continue to take significant measures to protect your
information.
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pened?

We recently learned that a NBJCH employee email account was compromised by a phishing attack resulting in
unauthorized access to the email box.

W* -+ ™~ Are Doing.

Upon learning of the issue, we immediately commenced a prompt and thorough investigation. As part of our
investigation, we have been working very closely with external cybersecurity professionals experienced in
handling these types of incidents. After an extensive forensic investigation and manual document review, we
discovered on January 13, 2021 that the impacted email box that was accessed between September 29, 2020 and
October 12, 2020 contained some of your personal information. We have no evidence that any of the information
has been misused. Nevertheless, out of an abundance of caution, we want to make you aware of the incident.

What I -t -~ Was Involved?

The email hox that was accessed cantained came of vanr nerennal and/or protected health information, including
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What You Can Do.

To protect you from potential misuse of your information, we are offering a complimentary one-year membership
of Experian IdentityWorks®™ Credit 3B. This product helps detect possible misuse of your personal information
and provides you with identity protection services focused on immediate identification and resolution of identity
theft. IdentityWorks Credit 3B is completely free to you and enrolling in this program will not hurt your credit
score. For more information on identity theft prevention and IdentityWorks Credit 3B, including instructions on
how to activate your complimentary one-year membership, please see the additional information provided in this
letter.

This letter also provides other precautionary measures you can take to protect your personal information,
including placing a Fraud Alert and/or Security Freeze on your credit files, and/or obtaining a free credit report.
Additionally, you should always remain vigilant in reviewing your financial account statements and credit reports
for fraudulent or irregular activity on a regular basis. To the extent it is helpful, we have also provided
information on protecting your medical information on the following pages.












If you find suspicious activity on your credit reports or have reason to believe your information is being misused,
call your local law enforcement agency and file a police report. Be sure to obtain a copy of the police report, as
many creditors will want the information it contains to absolve you of the fraudulent debts. You may also file a
complaint with the FTC by contacting them on the web at www.ftc.gov/idtheft, by phone at 1-877-IDTHEFT (1-
877-438-4338), or by mail at Federal Trade Commission, Consumer Response Center, 600 Pennsylvania Avenue,
NW, Washington, DC 20580. Your complaint will be added to the FTC’s Identity Theft Data Clearinghouse,
where it will be accessible to law enforcement for their investigations. In addition, you may obtain information
from the FTC about fraud alerts and security freezes.

If this notice letter states that your financial account information and/or credit or debit card information was
impacted, we recommend that you contact your financial institution to inquire about steps to take to protect your
account, including whether you should close your account or obtain a new account number.

North Carolina Residents: You may obtain information about preventing identity theft from the North Carolina
Attorney General’s Office: Office of the Attorney General of North Carolina, Department of Justice, 9001 Mail
Service Center, Raleigh, NC 27699-9001, www.ncdoj.gov/, Telephone: 877-566-7226.

6. Prot~—+—- “"-ur Medical Information.

We have no information to date indicating that your medical information involved in this incident was or will be
used for any unintended purposes. As a general matter, however, the following practices can help to protect you
from medical identity theft.

e  Only share your health insurance cards with your health care providers and other family members who are
covered under your insurance plan or who help you with your medical care.

* Review your “explanation of benefits statement” which you receive from your health insurance company.
Follow up with your insurance company or care provider for any items you do not recognize. If
necessary, contact the care provider on the explanation of benefits statement and ask for copies of medical
records from the date of the potential access (noted above) to current date.

®  Ask your insurance company for a current year-to-date report of all services paid for you as a beneficiary.
Follow up with your insurance company or the care provider for any items you do not recognize.



