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Dear Attorney General John M. Formella:

We represent Neurosurgical Associates of New Jersey with respect to a data security incident
involving the potential exposure of limited protected health information (“PHI”) described in more
detail below. Neurosurgical Associates of New Jersey is committed to answering any questions
you may have about the data security incident, its response, and steps taken to prevent a similar
incident in the future. '

1. Nature of security incident.

On October 4, 2023, Neurosurgical Associates of New Jersey determined there was unauthorized
access to one of its corporate email accounts. A vendor was subsequently engaged to review all
documents and emails present in the email account at the time of unauthorized access for any PHI.
This process was completed on December 14, 2023, at which point Neurosurgical Associates of
New Jersey identified those individuals whose PHI may have been present during the period of
unauthorized access. Impacted information includes

2. Number of residents affected.

Nine (9) New Hampshire residents may have been affected and were notified of the incident. A
notification letter was sent to potentially affected individuals on January 11, 2024 (a copy of the
template letter is enclosed as Exhibit A).
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3. Steps taken or plan to take relating to the incident.

Neurosurgical Associates of New Jersey has taken steps to prevent a similar incident in the future,
including conducting a global password reset and ensuring that multifactor authentication is
implemented on all email accounts.

In addition, the potentially impacted individual can enroll in of complimentary credit
monitoring and identity restoration services provided by Cyberscout through Identity Force, a
TransUnion company specializing in fraud assistance and remediation services.

Neurosurgical Associates of New Jersey alsc provided notice of the incident to its federal
regulator, the Department of Health and Human Services Office of Civil Rights, pursuant to the
Health Insurance Portability and Accountability Act (“HIPAA™).

4. Contact information.

Neurosurgical Associates of New Jersey takes the security of information in its control seriously
and is committed to ensuring this information is appropriately protected. If you have any questions
or need additional information, please do not hesitate to contact me at

or

Sincerely,

CLARK HILL

Paul F. Schmeltzer
Attorney

CC: Melissa Ventrone, Clark Hill, PLC

Enclosure

clarkhil.com
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What You Can Do:

To enroll in Credit Monitoring services at no charge, please log on to
https://secure.identityvforce.com/benefit/neurosurgicalus and follow the instructions provided. When
prompted please provide the following unique code to receive services:

In order for you to receive the monitoring services described above, you must enroll within 90 days from the
date of this letter. The enrollment requires an internet connection and e-mail account and may not be
available to minors under the age of 18 years of age. Please note that when signing up for monitoring
services, you may be asked to verify personal information for your own protection to confirm your identity.

We encourage you to take full advantage of this service offering. Cyberscout representatives have been fully
versed on the event and can answer questions or concerns you may have regarding protection of your
personal information.

You should also monitor your financial statements and credit reports, and immediately report any suspicious
activity.

For More Information:

Representatives are available for 90 days from the date of this letter, to assist you with questions regarding
this incident. If you have any questions, please call 1-833-603-4314 Monday through Friday from 8:00 a.m.
to 8:00 p.m. Eastern. Your trust is our top priority, and we deeply regret any inconvenience or concern that

this matter may cause you.

Sincerely,

Nearosungical Aasociates of Hew Jernsey






6. You can obtain additional information about the steps you can take to avoid identity theft from the following
agencies. The Federal Trade Commission also encourages those who discover that their information has been misused
to file a complaint with them.

California Residents: Visit the California Office of Privacy Protection (www.oag.ca.gov/privacy) for additional
information on protection against identity theft.

Kentucky Residents: Office of the Attorney General of Kentucky, 700 Capitol Avenue, Suite 118 Frankfort, Kentucky
40601, www.ag ky.gov, Telephone: 1-502-696-5300.

Maryland Residents: Office of the Attorney General of Maryland, Consumer Protection Division 200 St. Paul Place
Baltimore, MD 21202, www.oag state.md.us/Consumer, Telephone: 1-888-743-0023.

New Mexico Residents: You have rights pursuant to the Fair Credit Reporting Act, such as the right to be told if
information in your credit file has been used against you, the right to know what is in your credit file, the right to ask
for your credit score, and the right to dispute incomplete or inaccurate information. Further, pursuant to the Fair Credit
Reporting Act, the consumer reporting agencies must correct or delete inaccurate, incomplete, or unverifiable
information; consumer reporting agencies may not report outdated negative information; access to your file is limited;
you must give your consent for credit reports to be provided to employers; you may limit “prescreened” offers of credit
and insurance you get based on information in your credit report; and you may seek damages from a violator. You may
have additional rights under the Fair Credit Reporting Act not summarized here. Identity theft victims and active duty
military personnel have specific additional rights pursuant to the Fair Credit Reporting Act. You can review your rights
pursuant to the Fair Credit Reporting Act by visiting www.consumerfinance.gov/f/201504 cfpb_summary_your-rights-
under-fera.pdf, or by writing Consumer Response Center, Room 130-A, Federal Trade Commission, 600 Pennsylvania
Ave. N.W., Washington, D.C. 20580.

New York Residents: the Attorney General may be contacted at: Office of the Attorney General, The Capitol, Albany,
NY 12224-0341; 1-800-771-7755; https://ag.ny.gov/.

North Carolina Residents: Office of the Attorney General of North Carolina, 9001 Mail Service Center Raleigh, NC
27699-9001, www.ncdoj.gov, Telephone: 1-919-716-6400.

Oregon Residents: Oregon Department of Justice, 1162 Court Street NE, Salem, OR 97301-4096,
www.doj.state,or,us/, Telephone: 877-877-9392.

Rhode Island Residents: Office of the Attorney General, 150 South Main Street, Providence, Rhode Islandv02903,
www.riag.ri.gov, Telephone: 401-274-4400. A total of 10 Rhode Island residents were notified of this incident.

All US Residents: Identity Theft Clearinghouse, Federal Trade Commission, 600 Pennsylvania Avenue, NW
Washington, DC 20580, www.consumer.gov/idtheft, 1-877-IDTHEFT (438-4338), TTY: 1-866-653-4261.






