KELLEY DRYE & WARREN LLP

A LIMITED LIABILITY PARTNERSHIP

WASHINGTON HARBOUR, SUITE 400
3050 K STREET, NW

NEW YORK,NY
CHICAGO,IL

HOUSTON,TX WASHINGTON, DC 20007 www.kelleydrye.com

LOS ANGELES,CA

(2U2) 342-8451

SAN DIEGO, CA (202) 342-8400

PARSIPPANY, NJ KATHERINE R. TOWNLEY
STAMFORD, CT DIRECT LINE: (202) 342-8557

BRUSSELS, BELGIUM
EMAIL: ktownley@kelleydrye.com

AFFILIATE QFFICE
MUMBAI, INDIA

CONFIDENTIAL
November 26, 2019

Via UPS

New Hampshire Department of Justice
Office of the Attorney General

33 Capitol Street

Concord, NH 03301

To Whom It May Concern:

Pursuant to your state’s law, we are notifying your office, on behalf of Nespresso USA, Inc.
("Nespresso"), of a recent event involving the personal information of approximately five New
Hampshire residents.

Nespresso was recently alerted by its customer service partner on November 5, 2019, that one of
the partner’s employees impermissibly copied the payment card information (e.g., names, card
numbers, card expiration dates) of approximately 46 Club Members who placed orders via phone
between August 1, 2019, and November 5, 2019. Upon discovery, that employee was immediately
terminated, and the partner notified local law enforcement in Jamaica, which is where the
employee was located.

Nespresso regrets this event and is treating it as a criminal matter. Its partner has taken a number
of immediate measures to limit the potential for similar situations, including technical measures
and retraining all employees. Nespresso also is working closely with its partner to evaluate and
strengthen protocols to prevent instances like this in the future.

Out of an abundance of caution, Nespresso is notifying on November 26, 2019, all approximately
940 Club Members who placed an order through the employee’s phone line, even if there was no
evidence of suspicious activity during the interaction. Notice will be provided via email or U.S.
mail, depending on the Club Member’s communication preferences. Additionally, Nespresso is
establishing a telephone hotline for further customer information and assistance.
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Nespresso takes this matter very seriously and is committed to safeguarding the information its
Club Members entrust to it. Please find enclosed a copy of the written notice of the event directed
to New Hampshire residents.

Please contact us with any questions or concerns.

Sincerely,

fitans)

Katherine Townley

Enclosure










pursuant to the Fair Credit Reporting Act by visiting
www. consumerfi~~nce.gov/f/201504 c*~+ summary_your-rig-~*- under-fcra.pdf, or by writing
Consumer Response Center, Room 130-A, rederal Trade Commission, 600 Pennsylvania Ave. N.,
Washington, DC 20580.

Consider Placing a Fraud Alert on Your Credit Report. You may consider placing a fraud alert
on your credit report. This fraud alert statement informs creditors of possible fraudulent
activity within your report and requests that the creditor contact you prior to establishing any
accounts in your name. To place a fraud alert on your credit report, contact any of the three
credit reporting agencies identified above. Additional information is available at
http://www.annue'~~~ditreport.com.

Security Freeze. You have the right to put a security freeze on your credit file. A security
freeze (also known as a credit freeze) makes it harder for someone to open a new account in
your name. It is designed to prevent potential creditors from accessing your credit report
without your consent. As a result, using a security freeze may interfere with or delay your
ability to apply for a new credit card, cell phone, or any service that requires a credit check.
In order to place a security freeze, you may be required to provide the consumer reporting
agency with information that identifies you, including your full name, Social Security number,
date of birth, current and previous addresses, a copy of your state-issued identification card,
and a recent utility bill, bank statement, or insurance statement. You must separately place a
security freeze on your credit file with each credit reporting agency, and can do so at the
following URLs.

e Equifax: https://www.equifax.cor~ ‘~ersonal/credit-repor* ~~rvices/

o Experian: https://wy~* ~xperian.com/ncaconline/fre~—~

¢ TransUnion: https://www.transunion.com/credit-freeze
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