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August 15, 2012

Attorney General Michael A. Delaney
Office of the Attorney General

Attn: Security Breach Notification

33 Capitol Street

Concord, NH 03301

Re: Nebraska State College System
Dear Attorney General Delaney:

We are writing to notify you of a data security event that compromised the security of personal
information. Nebraska State College System (“NSCS”), 1115 K Street, Lincoln, Nebraska
68508, is informing your office of pertinent facts that are known at this time related to the
unauthorized access into the Nebraska Student Information System, a database containing the
name, addresses and Social Security numbers of students, alumni, parents, employees, and
applicants, as well as, student identification numbers and information from financial aid and
FAFSA applications.

Upon discovery of the unauthorized access, NSCS retained Nelson, Levine, de Luca &
Hamilton, LL.C, breach notification legal counsel, as well as forensic computer analysts Kroll
Information Assurance, Inc., to assist with its investigation of and response to this incident. The
investigation is ongoing, and this notice will be supplemented with any new significant facts
learned subsequent to its submission. By providing this notice, Nebraska does not waive any
rights or defenses regarding the applicability of Maryland law or personal jurisdiction.

Nature of the Security Event

On May 23, 2012, there was unauthorized access into the Nebraska Student Information System
(NeSIS) — a data management system shared by the NSCS and the University of Nebraska (NU).
The illegal intrusion was discovered by technical staff, and immediate corrective action was
taken to stop and prevent further unauthorized access to the system. Although initial indications
were that only NU records were involved, on May 30, 2012, further investigation by internal and
third-party computer forensic experts determined that the breach also included data for NSCS’s
three institutions: Chadron State, Peru State, and Wayne State Colleges. Police seized computers
and related equipment belonging to a University of Nebraska-Lincoln (UNL) undergraduate
student who is believed to be involved in this incident.

Three colleges. Thousands of opportunities.
CHADRON STATE. PERU STATE. WAYNE STATE.
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Notice to New Hampshire Residents

Although the investigation is ongoing, it appears that thirty-three (33) New Hampshire residents’
personal information was accessed without authorization. All thirty-three New Hampshire
residents were mailed written notice of the data breach event on or about July 13, 2012 in
substantially the same form as the sample notice attached to this letter as Exhibit A.

Other Steps Taken and To Be Taken

As discussed above, NSCS retained forensic computer experts and legal counsel specializing in
data breach response. NSCS is providing notice of this data loss event to other state regulators,
and intends to notify various regulators in foreign countries in which affected students reside.
NSCS also notified the three major credit reporting agencies. The local and federal law
enforcement investigations are ongoing.

Contact Information

Should you have any questions regarding this notification or other aspects of the data security
event, please contact our data privacy counsel, John F. Mullen or Christopher Dilenno, of the
law firm Nelson, Levine, de Luca & Hamilton, at 215-358-5161.

Sincerely,
63 .;\/’/—__-\

Ed Hoffman
Vice Chancellor for Facilities, Planning and Information Technology

Enc.






We regret any inconvenience or concern that this matter may cause, and wish to assure you we intend
1o take thorough steps to improve the security of our systems. Finally, in addition to the call center
resource, you can check our Web site dedicated to providing information related to this matter at
hitps://nesis.nebraska.edu/security/.

Sincerely,
S Omgu:bi

Stan Carpenter
Chancellior






