1401 Eye Street NW, Suite 800, Washington, DC 20005 » (202) 783-3300

Iliana L. Peters
July 2, 2019 (202) 626-8327

(202) 403-3902 Direct Fax
ipeters@ polsinelli.com

VIA E-MAIL (ATTORNEYGENERAL @DOJ.NH.GOV)
AND FEDERAL EXPRESS

The Honorable Gordon MacDonald

Attorney General of the State of New Hampshire
Office of the Attorney General

33 Capitol Street

Concord, NH 03301

Re:  Notification of a Data Security Incident - Update
Dear Attorney General MacDonald:

We represent Navicent Health in connection with a recent incident that may have impacted
the personal information of twenty-three (23) New Hampshire residents, and provide this
notice on behalf of Navicent Health pursuant to N.H. REV. STAT. ANN. § 359-C:20. This
notice supplements our previous notice dated March 22, 2019, due to our discovery of a
significant error committed by a vendor, Epiq, that had impacted Navicent’s understanding of the
number of individuals potentially impacted by the incident subsequent to the notice submission.
While Navicent Health is notifying you of this supplementary information pertaining to the
incident, Navicent Health does not waive any rights or defenses relating to the incident or this
notice, or the applicability of New Hampshire law on personal jurisdiction.

NATURE OF THE SECURITY BREACH OR UNAUTHORIZED USE OR ACCESS

Navicent Health was the victim of a cyber attack in July, in which an unauthorized third party
illegally accessed employee email accounts. Upon learning of the attack, Navicent Health
commenced a prompt, extensive, and thorough investigation. As part of Navicent Health’s
investigation, Navicent Health worked closely with four industry-leading, external data privacy
and cybersecurity firms experienced in handling these types of issues. After a broad forensic
investigation, Navicent Health discovered on January 24, 2019, that the impacted email accounts
that were accessed contained personal information for certain individuals.

At this point, Navicent Health is not aware of any fraud or identity theft to any individual as a
result of this incident, and does not know if any personal information was ever viewed or
acquired by the unauthorized party. It is also important to note that the incident impacted
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employee email accounts only, and had no impact on Navicent Health’s computer networks or
electronic medical record systems. However, Navicent Health has notified potentially impacted

patients and has provided information on steps they can take to protect themselves against fraud
or identity theft.

STEPS TAKEN RELATING TO THE INCIDENT

Upon learning of the incident, Navicent Health immediately took action, including deleting
impacted account credentials to prevent further access and confirming the security of our email
system. Navicent Health also notified law enforcement and retained leading forensic security
firms to investigate and conduct a comprehensive search for any personal information on the
impacted email accounts. It is important to note that the incident had no impact on Navicent
Health’s computer networks or electronic medical record systems. Navicent Health also provided
complimentary identity theft protection services to all individuals whose social security numbers
were contained in the email account through Experian.

NEWLY DISCOVERED INFORMATION PERTAINING TO THE INCIDENT

On April 17, 2019, Epiq notified Navicent that it made a mistake that resulted in Epiq wrongly
associating a large group of individuals with a different entity related to this incident instead of
Navicent Health that affected Navicent Health’s notification of the breach incident. Epiq was
responsible for manually reviewing approximately 23,000 emails and attachments to provide
Navicent Health with a list of individuals whose personal information was found in the email
accounts, as well as information regarding the type of personal information found in the account
for each person, in general terms. On May 3, 2019, Epiq verified their mistake. The additional
individuals for whom Navicent Health is sending notification in New Hampshire are part of the
misidentified group of individuals by Epiq.

STEPS TAKEN RELATING TO THE NEWLY DISCOVERED INFORMATION
PERTAINING TO THE INCIDENT

Upon learning of Epiq’s error, Navicent Health again immediately took action, including
working to obtain addresses for the additional individuals and to de-duplicate any individuals,
including those to whom Navicent Health has already provided notification. Navicent Health is
providing notification to the newly identified individuals and offering complimentary identity
theft protection services to all of those individuals whose social security numbers were contained
in the email account through Experian for 12 months.

NUMBER OF NEW HAMPSHIRE RESIDENTS AFFECTED

Based on the previously discovered information, Navicent Health mailed notification letters to
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twenty (20) New Hampshire residents who may have been impacted by the incident starting on
March 21, 2019.

Based on the newly discovered information, an additional three (3) New Hampshire residents

may have been impacted. Enclosed is a copy of the notices that Navicent Health has sent to those
individuals starting on June 18, 2019.

CONTACT INFORMATION

Please contact me if you have any questions or if I can provide you with any further
information concerning this matter.

Very truly yours,

Iliana L. Peters

Enclosures
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