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(ER,,DCJNELSON 
BEARIYlAN; CALDW E1.L & , BERKOWJ'JZ, PC 

GINA GREEN\\'()()]), SllAIH 11< )11)1·.R 

O,ret·t Dial :4 78. 765 . I X04 
Direct Fax: 404.2.~8.% 12 
F.-M nil Atl{lrc~~ : ggrccn" ood '.ii1bakc1«!on~ J so11.t(>m 

\?'IA FAX - (603) 271-2 110 

j ttornev General Gordon MacDonald 
I -

August 8, 2017 

q onsumer Protection Bureau 
Office of the Attorney General for Nev» Hampshire 
3 Capitol Street 
Goncord. N H 0330 I 

Re: National{)('?, LLC - Data In cident Not{flcation 

16015922420 F·-cr · -

MONARCH PLAZA 

SUiTE 1600 

34 !4 PEAC HTREE kOA D '•i ~ 

ATLANTA GEORG! ' or' ' 

PHONE : 40 4 :·: 

FAX: ,181 ,. ' 

www.boke-rde"1• 

,

ear Attomev General MacDonald : 

I se:·vc ~s ou~s1dc lcg~l counsel for _National ~CP, LLC. Encl~sed ~lease find a ~op: ,''' 
tf e form ot not1ficat10n letter(s) that are bemg sent via US Postal Service First Class Mai l to tne 
last known address of 19 residents of your State who were potentially affected bv this data I . . , 
i 1~ cident. Letters will be postmarked August 8/9, 2017. 

Please note that because the pe rsonal information contained in the email account il'\'(il·. ,;d 
d

1
ernographic enrollment data (not actual medical information) for the National DCP . ea\h r 1:1· 

~he United States Depa11111ent of Health & Human Services Office for Civil Rights "i''. 
notified purs uant to the HJPAA -H ITECH Breach Notification Regulations_ 

National DCP is committed to assisting individuals mitigate any potential harm 
aEsociated with this incident. Please let me know if you have any questions, concerns or require 
a(lditional in formation . You can reach me at ggreenwood@bakerdonelson .com or 478-765-1804 . 

nclosurc : Sample Breach Lctter(s) 

Bes t regards, 

BAKER, DONELSON, BEARM.,i, 
CALDWELL & BERKOWITZ, PC 

Gina Greenwood 

ALABAM • FLORIDA • GEORGIA • LOUISIANA • M1\RY LAND • MISSISSIPPI • SOUTH CAROLINA • TENl~ESSEE • TEXAS • VIRGll~IA • WAS; ;'·<'- -
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NDCP · 
c/o Ba~er Donelson Mail Center 
Attentj~n. : Wallrnan/NDC P 
Post O~ fice Box 5047 
Macon, Georgia 31208 

Re: Notice of Data Incident 

2017-08-08 21 :47:15 CST 16015922420 From SrEu I 

Nat io al DCP, LLC is a compa ny that provides serv ices as/to your current or past employer. We are hereby alerting you 
to a sit 1ation that may involve the inappropriate access to and/or potential use or di sclosure of your personal information. 

An e ai I account was inappropriately accessed as a res ul t of an email phishing scam in March 2017. We investigated 
the m tter and fo und at that time there was no indication that sensitive data was acquired . After experit:nciJ1 il 
addi ti mal issues, we conducted another investigat ion to determine the nature/scope of all incidents and Lo be abk 
to ide\1ti fy any individual s potentially affected . That investigation is still ongoing, but on June 26, 2017, \\ e \\t' n.' 
alerte9 that personal information was contained in the email account. Because that personal inforn121 il" "' 
the N~tiona l DCP Hea lt h Plan enrollmenL data (but it did not involve medical information), th is Nc):.i,x ·, 
on bcl alf ofthc Plan . 

We do not have any evidence tha t your personal information was actually viewed or acqui red in con nc~ "( i. " 

1he s~Jm . However, out of an Hbundance of caution (d ue 10 an increase in cyberattacks worldwide). we are ;ilerti11~ 
you t::l this event so that you can take action to protect yourself from potential harm. Your data that cou l,l :· .1' ,' 1'.· 

accesJed includes you r name. address, social security number, and date of birth. 

N DCI takes th _i s matter very seri ously. We are ~rovidingyou w itl~ one year of complimentary 1de11 tit.' 1 r·" '". 
throu h Experi an. Our team contacted the FBi and Secret Service to request help. We conduct -:(.' 1 , 

to co1 firm the scope of the perpetrator's access to our IT systems did not extend beyond the ~111!,:k . ' 
and t9 try _to det.erm inc whether your personal information was actually ~- iewed or obtained. Ou:· 1c-J1 ·. · .• 

procc~s ot retram1ng employees to better alert them to com mon scams m order to reduce the risk :1 ' r 111 1•• • • 

other cyberattacks. 
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What rou can do: Below are additiona l steps you should take to heltl protect yourself from any poten tial lllhm. 

r AtTIVATE Your FREE Theft Protection ProtectMylD NOW in Three Easy Steps To help prou.:c l .\ ow 
iL~entity, we are offering you a complimentary one-year membership of Experian'sOJ· Protect 1y!D' ,\:t'rt. 
T}lis product helps detect possible future misuse of your personal information and provides you \1 i1: , ~ 
identit y protection support foc used on immediate identification and resoluti.on of identity th e"1 ""t 

· lert. is completely free to you and enrolling in this program will not hurt your credit score 

i. F:t\ISURi' 1 lrni. ';',:-.u J-C r;roll 1-~y : <<Lnro!lnient Dead.line>> (Your c;ode w ill not work after t hi~< .:1;:-,;-:: .. 1 

2 \/fSn rhe Prot<:drvh JD \V~~b Siw 1.1> •,mrnll: www.protectmvid.com/redeern 
~- PHO\/lD! : Yn;.; r Act'i"ati)!l ('ode: <·~!::-: :\)l l rncm Code>> ' 

lf yoll have qucs i on:~ or 11,'·cd il.71 ;:h;;:,.n:!ti \\: 10 cn ro ii ing on line, please caJ! 877-288-8057 and provide engagc in·:~Lt 
#: <.<E.;irr:wernent ''Ju ·11 iw r > "- 1\ c:rt:dit (;an.i is nw requirnd f(;r enrollrn mt. Once your Prorecti'v1vJ D tTiemhf'.r)1!1- i; 
'> t"!"i· \:·:1 C"c~J· ~· )\ ' ., ,,.,· p ''l' . -,;., ,,, :·p" tl ·l l,-,,.--; .. ,,, fi-· ·-.' ·111·'·'' .. . t .... t . · ~· l. .. t ~ · ~1 1 \ .L.1•t. \•ft\ , .\, ~~::- '·'\ .. ,, , 

;... Free copy of your Experian credit report 
' Surveillance Alerts fo 1· Daily Bureau Cred it Monitoring: Al.erts of key changes & suspici0c .s " ·i , : 

oP. your Experian, Equifax ~· and TransUnion"- credit reports. 

s art to fin ish fo r seamless se rvice. They will investigate each incident; help with contacting ere."._,,. 

'r li entity Theft Resolution & ProtcctMylD ExtendCARE: Toll-free access to US-based c , ... , 
a dedicated Identify Theft Resolution agent who wi ll walk you through the process of frau li , • . 

t , dispute charges and close accounts including credi t, debit and medical insurance cards; assist vvitli fr._·'-,'"·­
credit fi les; contact goverrnnenr agencies . !t is recognized that identity theft can happen months and e\ c 1 . L'.i!"~ 
after a data breach. To ofler added protection, you will receive ExtendCARP~', which provides ;rn1, ' _ 
s~rne high-level of Fraud Resolution support even after your ProtectMyfD membership ha::; expired. :;;... * Million fdeutity Theft Jn sum ncc:i Immed iately covers certain costs includi ng Jnq _ 
ir cstigator foes, and unauthori zed electron ic fund transfers. 

Activate your membership today at www.protectmyid.com/redecm or call 877-288-8057 to regi<;:cr ,, · 

l' 

code ~1hove Once yrn 1 r cnrol lment in Protect My l D is complete, carefully review your credit r.::po1 : , , 
suspic ous items. If you have any questions about ProtectMylD. need help understanding some-t ili ng 01 'n 
report or suspect that an item on ) our credit report may be fra udulent, please contact Experian·s cu:,t(" 
at 877r288-8057. 

).- REPORT suspiciou s or fraudulent clrnrges to your credit report, credit card or bank accounts to your bank and 
c~edit card vendor and law enforcement. For Oregon & Iowa residents: Report any suspected identi ty thefi lo 
lkw en fo rcement , the FTC, and vour State Atto rne)' General. 
I -

'; l[LACE FRAUD ALERTS ON YOUR CREDIT FILE. A fraud alert indicates to anyone reqtic ·r-.•.c \1•11 

credit fil e that you suspect you are a vict im of fraud. When you or someone else attempts to r ,) 
abcount. in your name, increase the cred it limit on an ex isting account, or obtain a new card 01 '. , .. 

"'J:;,:~~:::~::~:,~~:~~·::;;~::.'.:.::~~:~::::::::=~:::.'. "''' ''• 
~~~t~1;~~~Wtt:'.*'l~:!i1?,\J~t'.h~1;~r#itt~lt}':~~~~j1;~~!!ll~A~-~1%,0~~~;~J~B~1Bl~~~1\~~l~;ij.*'ii'~~fi.~}?l~!:·:'~i~!ft··'.1'°''.··'·'·· 
Equif~x Kxpcrian TransUnion 
PO Box 740241, Atlanta, GA 30374 PO Box 2104, Allen, TX 75013 PO Box2000, Ch stc · P \ ;)· 
800-Sf 5-6285; www.cguifax.com 888-397-3742; www.expcrian.com 800-680-7289; l'ill:. \.l "l.. 

:,.... lrLACE A SEClJRlTY FREEZE ON YOUR CREJ)IT FILE- Placing a freeze ,w \"' 

~
revent lenders. etc. from accessi ng your credit report in con nection with a new credi1 "!, 
revcnt them from extending creel it. A security freeze generally docs not apply to exisri ns ;ic-: 1 . . 

nd when a copy of your 1:epor_l is requested by_yo_ur exis! i1~~ credit;or or its ag_ents or affiliates ~or' ~",, . 
~f account review. col lect1on, fraud control or s1m 1 lar activities. With a Security Freeze, you will be rcqu 1rc:.:! .. 
take special steps to apply for cred it. Contact the credit bureaus li sted above to place a security freeze on; OU" 

1redit file_ (For Mass. residents: The fee fo r each placement of a freeze, temporary lift of a freeze. or 1 ,· 111uv i Jf a freeze i $5.) 

' ld1:llity thel'l insurun.x i; umkrwriucn by i n s ur~ ncc wmpany subsid iaries or affiliates of AIG. The de.sl,rip1ion hc·r.:i ,i :., .. , .. · , _, 
intc1 dee! for informari.onal rmrpos~s only and docs not inc h1:tc all T erms~ conditions and exclusio_ns of the policies d,· ~cr::,c,-1 I·, , ~ 

tot · l1ctual poltci.os lor l~nn s. condl!1ons. and c~x<.'llts10n s of coverage. Coverage may not be avai lable 111 a ll .1ur" thrn.;1, 

53572 v. ' 7 00 01.2017 
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-,_ 1RDER YOUR FREE ANNUAL CREDIT REPORTS. Visit www.annualcreditreport c l 111 'r 
8J7-322-8228 to obta in I free copy of your credit report ann ually. Periodically review a c0r) . ' 
report for discrepanc ies and identify any accounts yo u did not open or inquiries you diL1 ntY • 

Cblorado. Maine. Maryland, Massachusetts, New Jersey. Puerto Rico, and Vermont residents 'i 
a~ditional copies of your credit report, free of charge. You must contact each of the 3 credit report, n:, .' _ 
djrectl y to obtain such additional reports.) 

);.. ~EMAIN VIGILANT - rrnvmw YOUR ACCOUNT STATEMENTS; USE FRAUD TOOLS FEt1 
B~NKS, ETC. Carefully rev iew you r credit reports and bank, credit card and other account sta\i:Ll"". , 
proactive and create alerts on your credit cards and bank accounts to notify you of suspicious :; cti\ :7 

-,_ d BTAJ N MORE 1NFORMATION ABOUT lDENTITY THEFT AND WAYS TO PROTF, 'T 
Yio u nSE LF AT http: //wv./\V.expe rian.com/credit-advice/ropic-fraud-and-identit.y-theft .ht ml . · ,· !, 
lhde Commission also provides in format ion at www.ftc.gov/idtheftand its identity theft hod i nt:~ s:-
T TY: J-866-·653-4261. 

r q ONTACT FTC I STATE ATTORNEY GENERAL OFFlC'E FOR HOW TO AVOlD W ~: . , , 
'~HEFT. For Ma ryland residents: Yo1t may contact the Maryland Office of the Attorney General, Consumer 
1-, otection Divi sion. 200 St. Paul Place, Baltimore. MD 21202, www.oag.state.md.us, 1-888-743-0023. For 
North Caro li na Res.idents: You mav contact the North Carolina Office of the Attorney General. Consumer 
~rotection Division, 9001 Mail Se1:vicc Center, Ra leigh, NC 27699-9001 , www.ncdqj:gov, 1-877-566·-7226. 
f'~deral Trade Commiss ion (600 Pennsy lvan ia Avenue, NW, Washington, DC 20580) also provides infornM i<P' 
al out identity theft prorcction at WW\N.ftc.gov/ idtheft & 877-438-4338. 

For more information, please cal l 800-766-2052 Monday through Friday from 9:00 a.m. to 9:00 p.m. E , ! . 1, • · 

your il1formation i:; very important to us, and hopefull y. this notice demonstrates our continued com m itrnenr ") ) (n . 

We si1hcerely apologize that th is happened and hope to work with you to resolve any issues. 

Sincer ly, 

9ti)I C)/~i/eilcac! 
Wi ll hitehead. CJO 
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