
HUNTON 
ANDREWS KURTH 

CONSUMH. 

December 11 , 2018 

Via Certified Mail 

Office of the New Hampshire Attorney General 
33 Capitol Street 
Concord, NH 03301 

To Whom It May Concern: 

ON 

HUNTON ANDREWS KURTH LLP 
200 PARK AVENUE 
NEW YORK, NY 10 166-0005 

TEL 21 2 • 309 • 1000 
FAX 21 2 • 309 • 11 00 

LISA J. SOTTO 
DIRECT DIAL: 212 • 309 • 1223 
EMAIL: lsotto@HuntonAK.com 

FI LE NO: 072338.26 

In accordance with N.H. Rev. Stat. Ann. § 359-C:20, I am writing on behalf of MUFG Union 
Bank, N.A. ("MUB") to notify you about a recent data security issue that affected certain 
customer information. 

MUB recently determined that an unauthorized third party may have used customer login 
credentials to gain access to certain Union Bank customers ' Online and/or Mobile Banking 
accounts in November 2018. There is no indication that the compromised credentials were 
obtained through MUB 's systems, and MUB believes the credentials likely were obtained 
from third-party sources. In addition to affected individuals ' then-current log-in credentials 
(User ID and Password), certain personal information, such as names, partial (and in some 
cases full) bank account numbers, account balances, and transaction information may have 
been accessed by the unauthorized party. 

Promptly after learning of the issue, MUB began to investigate the nature and scope of the 
issue and quickly took measures to block unauthorized access to the affected Union Bank 
accounts . MUB reset the Passwords of affected individuals and encouraged them to reset 
their Union Bank Online and Mobile Banking User IDs to help prevent further unauthorized 
access to customer accounts. In addition, MUB reported this issue to law enforcement 
authorities . MUB also is providing affected individuals with 12 months of credit 
monitoring/public records monitoring services at no cost to them. 

There is 1 New Hampshire resident affected by this issue. Enclosed for your reference is a 
copy of the notification sent to the affected individual on December 7, 2018. 

ATLANTA AUSTIN BANGKOK BEIJI NG BOSTON BRUSSELS CHARLOTTE DALLAS DUBAI HOUSTON LONDON LOS ANGELES 

MIAM I NEW YORK NORFOLK RESEARCH TRIANGLE PARK RICHMOND SAN FRANCISCO THE WOODLANDS TYSONS WAS HINGTON, DC 

www.HuntonAK.com 



HUNTON 
ANDREWS KURTH 

Office of the New Hampshire Attorney General 
December 11, 2018 
Page 2 

Please do not hesitate to contact me if you have any questions. 

Very truly yours, 

~LQ0<., ~ 81-{8 

Lisa J. Sotto 

Enclosure 

072338.0000026 EMF_ us 7 l 705 l 43v I 



IJ UnionBank' 

~~arne1 

Address? 
Delivery;'.\ddress 
City, St ZI P+4 

Dear ~Jarne'I , 

We ee writing to notify you r-c:gard i n~; an issue involving sorne of your per::;onel inforr1aton. 

What Happened? 

f'/UFG Union Bank, N.i\. ("VUB") recent!y determined that an unauthorized third party m<:1y have used 
your lofJin C!·edentals to gain access to your Union Bank Online and/or Mobile BankinfJ account in 
\overnber 20'18. There is no indication that the compromised credentials were obtained th!'OUgh our 
systems, and we believe the credc:ntia is iikeiy were obtained fnYn third party sources. Ba::;ed on our 
investioation to date, we under·:3tand the unauthor·ized third pcirty rray have used this inforrnation 
to conduct unc1uthorizc:d transactions on certain custcrnor accounts. We: have contacted those 
accountholders and are working vvith them to resolve tho issue, 

What Information Was Involved? 

!n addition to your then current lqJ·in c:-edontals (User ID and flassvvord), certEiin persona l 
inforrnaton, such as your rvrno, partial (and in some ca::;es fu!i) bank account nurnber·. account 
bciianco, and transaction information may have been <'1ccessed by the unauthorized party. 

What We Are Doing 

/\fter beco1Tin9 a\N<'1re of the issue, »Ne quickly took measures to block unauthorized access to the 
a;;ecteci Union 8<:1nk accounts and to furthc:r protect clients frorn this activity. We reset the Password 
of affected individuEils and encrn.vaged the:Y1 to reset thc:ir Union dank Online and VcbHe Bankin9 
User ID to hc:lp prevent furthc:r unauthorized E1ccess to custorner accounts. in add ition, \NO reported 
this issue to law enforcement authorities. 

What You Can Do 

We take cur ob:igation to safeguard personal infonTat ion very seiousiy and are aierting you about 
this issue ::;o you can tcike steps to help protect yourseif. Steps you can take include the fofo\.ving 



• Order e Credit F<eport. You are entitled uncier U.S. law to one free creci!t report annu<:iliy frorn 
each of the three net!onwicie consumer reporting agencies. To order your free creciit report, vis it 
www ennualcrod itreport.corn or cs:! tolfrc:e et l877 322·8228. We encourage you to re:-r1ain 
viq ilant by reviev/ng your account staternents and monitoring your free cred it reports over the 
next tvvelve to tvventy-four rnonths. 

• Change vour Locpn Credentia!s In addition to chang ing tho Use· ID end Pa:-osword to your 
Union Bank online account 1y·ompty cht1ngo your credent ials for all other online accounts for 
which you use the: same or a simi!ar U::;er !D and f)nc-;sword. 

• l<.c:viow the: 1\ttached F'.eference Guide The <:1ttec:hed l\eference Cuide provides t1dcUional 
inforTi-1ation about ;-:;teps you ct1n take and rocon-1menchtions by tho lJ E3. Feder-al Trade Commission 
on the protection of persorn:d inforTnation. 

• Activate Cornp!irnentay Credit Vonitoring: Union Bank would like to provide you with access to 
Triple Bureau Credit Monitoring/Triple Bureau Credit Report/Public Records Monitoring* 
sen/cos et no charqe These services v/ 11 be: provided by CyberScout n company that special izes 
in iden tity theft education and resolution. Cybc:rScout wH ! provide you with alc:ns for twe!ve 
months from the date of emoHrnent 'Nhen changes occur to any of one of your Experian. Eq uifax or 
TrnnsUnion credit ff es. ~)uch notification »Ni l! be sent to you the same chy that the chan[w: or update 
takes place v/th the bureau. You are t1! so IYOvideci <'1 one time snapshot of c red it fi les from all thr·ee 
cred it rc:portrng agencies. :V.:lditionti:!y, you wi!I rece ive public r·ecords monitorin9 that incitides: 
change of address monitoring, court reccrd:3 monitoring, soc ial security trace report. sex-offender 
1Tonitming, payday loan n-1on itlYing <:ind cyber r-i-1on ito!'in;; 

How do I enroll for the free services? 
To enroll in Credit Monitoring/Public Records Monitoring* services at no charge, plc:ase iog on to 
'>N\N\N myidn-1anagercor-1 tind fofow the: instructions provided. When prompted please provide the 
following unique code to receive services: code 

To take ndvantt1ge of tho CyberScout services, CY to obtain additiona l inform<:1tion about these 
se:rvicos, please call the CyberScout help line 1-800-405-6108 t1nd supply the fraud specia list wit h 
your unique code. To take advantage cf this monitorin9 :oervice you wi ll need to enroil by February 28, 
20'10. 

For More Information 

l<.c:for to 1:vwvv unionbank.corY1/ idc:ntitythef t for additionD! contt1ct informt1tion and guidance to further 
1xotect you r privt1cy 

• If you have any questions about this issue, please call :-800 -238-4486 Monday through Frich1• from 
7am to Dpm Pacific Standard Time (P:3T) and Sat.n-day 8nrn to '.5prn f)E3T; \NC: are d osed on Sundays. 

We re;;ret that this issue rnay affect you and we hope this informat ion is u:3efu l to you. 

Sincere!·y', 

fv1UFG Union L~ank, f'~A 

* Serv ic(; ~:; :rark«1d v,;lth an " it " r(·:quin:·:i an i n t £·:~r rH·:~ t cnnn ~·:~ct ion and en-iai! acGount cr:d rl~ay not b«J ava i ! ab ~ «:·:i le rninors under 
the aDe of m Yt"ars of a]<o. Pleast" 1vJte t.har when sigr:!ng up fer rnor: !tor!ng st"rvic;es, you may be ask<0ei to vedy personal 
inf'or rnation for /OLF own protecrion anci in od er to conf-irm your :denti:y 

~:'?018 V UFC Union Rank, Nf \ /\Ii r\Jhts reserved . Mernber FfYC. 
Un ~on Bank is a re~~rstereci t.i·cdernark and brand nan·1e of· \:HJFC; Union Bank, N./\ . 



Reference Guide 
We encourage affected custcrners to take the foiiowino steps: 

Order Your Free Credit Report To order your free credit report, visit www.annuak;reditreport.corn, 
ca !! t</-free at H377·· 322··f322G, c:i;- cornplete the Annual Credit Report Request Forrn en the U S. 
Fedemi Trade Cornr-niss!on's ("FTC") website at www.consurner.ftc gov and rnail it to Annuai Credi t 
Report Request Service, F-'.0. Box 1052G1, Atlanta, CA 303.48-5281. The th;·ee ccnsurner reporting 
a~;enc ies provide free armua[ credit reports only through the vvebsi te, toll-free number or request 
forrn. 

When you receive your credit rep() rt, 1·eview it careful!y Leck for accounts you did nm open. Look 
in the "inquiries'' section for narnes of credimrs frcrn whom you haven't requested credi t. Scxne 
cor-npanies bi[! under names other than their st.ore or cornrnercia l narnes. The consurner reportino 
aDency wiH be abie to tei l you when that is the case. i.ook in the "personal inforrnaton" section for 
any inaccuracies in yot.J inforrnatic:n (such as home address and :3ociai Security nur-nber). if you see 
anything you do not underntand, cal l the consurr1er reporting a~1ency at. the teiephone number on the 
report. Errc:n; in this inforrnation rr1ay be a warning sion of possibie idenUy theft. Ycu :.:;hculd notify 
the ccnsurner reportino agencies c f any inaccuracies in your report. whether due to error or fraud, 
as soon as po~;s i bie so the information can be inves t i~][:lted and, if found to be in error, corrected. If 
there are accounts or charges you did not authorize, irnmediate[y noti fy the appropriate consurner 
reportinn aqency by teiephone and in wr!tin~J . Cc:nsumer reporting agency staff wili review your 
report with you if the information can't be explained, then you wl need t.o ca l: t.he creditors involved. 
lnforrnaticm that can't be explained also shcuid be reportecj to your lcca[ police or sheriffs office 
because it may siqna[ c rirninai activity. 

Report Incidents Prcrrptly notify us if yDu detect. any unauthorized transactions in a firvncial 
account. If ycu detect any incident of identity theft or fraud, prcrnptiy report the incident to law 
enforcement, the FTC and your state .L\ttorney General. if you beiieve your identity has been sto[en, 
the FTC reccrnn1ends that you rake these steps: 

• Cose the accounts that you have confirrned or believe have been tampered with or opened 
fraudulently Use the FTC's ID Theft Affidav it (available at wwvv.ftc.gov/idtheft) when you di:.:;pute 
nev.; unauthcxized accounts. 

• File a locai police report. Obtr.1in a copy of the police report and subrn it it to your creditors and any 
C)thers that rnay require proof of rhe identity theft crime. 

You can contact the FTC tc learn mere about hovv to protect yourse lf imrn becDrninq a victin1 d 
identity their and how tc repair identity theft: 

Federai Trade Con-1missiDn 
Consumer Response Center 
600 Fennsylvania Avenue, NVV 
Washin~itcn , DC 20!.:)BO 
1·f3T!!DTHFFT (43El-433f3) 
www.ftc.~;ov/idtheft/ 



Consider Placing a Fraud Alert on Your Credit File . To votect yourself from possible identity 
theft, consider placin9 2 fraud a!crt on your credit file. ;\ fr2ud <:ilert helps protect you against the 
possit)i!ity of <:1n identity thief opening new cred it accounts in your nan-1e. When <:1 merchant checks 
the cred it history of someone <:1ppiying fo!· credit, the merchant gets <:1 notice that the applic2nt may 
be the 1/ctim of identity theft. The alert notfies the merchant to take st<::ps to ve rify thE: idE:ntity of the 
appiic<:nt . You can p!ac<:: a fraud alert on your credit report by ccdiinq any one of the td! free numbers 
provided be!ov1. You wil! reach an automated telephone system th2t al lovvs you to f!a9 your fi le w ith 
a fraud alet <:1 t all th!'E:e consurner n:::port!ng agencies. For more information on fraud alerts, you <:dso 
m2y contact the FTC <:1s described above. 

Consider Placing a Security Freeze on Your Credit File. You may wish to piece a "security freeze" 
(al::;o known <:is a "credit freeze") on you r credit fre. A. security freeze ie designE:d to [XE:vent potenti<:i! 
cred itors from accessing yrnF cred it fi!e at the consumer reporting <:igencies without your consent. 
lJnlii<e a fraud alert,. \'OU must ;..1face a securitv freeze on your credit fife at (:~ach consumer ref)Orting 
a,9enc:v fn(jfvi<iua!lv. F:()f' rY1ore inforrn<:ition on securit y freezc:s, you rnay contact the! three natonvvide 
consumer· reportin fJ agencies or the f=Tc as dc:scribed above. /\s the instructions for establishing a 
sc:cu<ty freeze differ fnxn state to state, please contact thE: three nationwide consume reporting 
agencies to f incJ out more infon-nation. The const.vner r·eportir·TJ agencies may require prop<::r· 
identificat ion prior to honoring your !T:quest For E:Xa!Y1ple, you !Y1ay be asked to provide: 

• Your full name with micici !e initia! and generation (such as Jr., ::;r, l !!I) 

• Your E:Jocial Secur-~ty nurnber 

• Your date of birth 
• Add resses vvherE: you have lived over the past five years 

• ;\ !egible copy of a S)overnrnent<ssued identification card (such as a state driver's !icense or military 
ID card) 

• Proof cf your ct.ir!·ent resident ial address (:;uch <:is a cun·ent u:iiity bill or account statement) 

For Iowa Residents. You m<:1y contact law E:nfr;rcement or the Iowa Attorney Cener<:ts Offce to 
repor t suspected incidents of ident ity theft. Th's office c<:1n be reached at 

Office of thE: Attorney CenE:rti! of !owa 
Hoover State Off ice t3ukLng 
nos E. Walnut %T:et 
Dos Moines, 11, 503!~:1 
(s·1~1) 28!-S1 f3 4 
www iowaattorneygeneal gov 



For Maryland Residents You can obtain information from the iv1aryl<:ind Cf f!ce of t e l\ttorney 
Ceneral about steps you can take to <woid identity theft You may contact the Mary and Attorney 
C.Jenera l at: 

Maryland Office of the Attorney Ceneral 
Consumer f)rotection Division 
200 St. ?au! P!ace 
Baltimore, MD 21202 
(888) 743·0023 (toli ·free !n V<:1ry!and) 
(4'10) Ei76·6300 
\NWw.oag.state.mci.us 

For North Carolina Residents. You can obtain inforrnation from the \JlYth C<:11d ina A.ttorney 
Ceneral 's Office about preventing identity theft. You c<:in cont<:1ct the ~~or t h Carolina Attorney Genera! 
at 

f\Jorth Carol ina 1\ttorney Cener<:1!·s Off ice 
~:1001 Mail Service Center 
F<aleigh, \C 2/699·9001 
(8T7) b6fr7226 (toll·free in North Carol ina) 
('.:319) 716-6400 
v.;ww.ncdoj.gov 

For Oregon Residents. We encoum~;e you to rE:port suspected identity theft to the Or·egon Attorney 
C3eneral at: 

Ore9on Depmtment of Justice 
l162 Court Str'eet ~~E 
Salen-i, Of~ 0-730!·4096 
(8/7) 8T!{l3~12 (tolfree in Oregon) 
(Ei03) 37£:1-·4400 
http//wwwdoj.state.or.us 

For Rhode Island Residents. You may obtain informaton about preventing and avoiding identity theft 
from the f~hode island Off ice of the ;\ttornev Ceneral at: 

F<hode island Off ice of thE: Attorney CenE:ral 
Consume f)r·otection Unit 
·150 South Vain Ekeet 
Fr·ovidence, 1~ 1 02903 
(40!) 274·4400 
http://wwwria[1/.gov 

You hiwE: the right to obtain a poiice report and request <:1 security freeze as described above. The 
consumE:r reporting agencies may require that you provide certain person<:il inforrnation (such as your 
name, Social ::>ecurity number, date of birth, and address) and proper identific<:1t ion (such as a copy 
of a govE:rnment·issued ID card and <:1 b! !I or statement) prior to honorin[I your request for a security 
freeze. 

,e201s M!.JFCo Un,on Bank, ;~ /", /i, 11 rioht:s reserved. Vernber Fen::. 
Union Br.·::nk is a registor<::d tr{·:id(·:~ rnar k and brand nerne cf ~AUF(; Union 3a 1·ik , N . /~. 
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