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PIEASE REVIEW | IMPORTANT INFORMATION REGARDING YOUR ACCOUNT(S)

We write to inform you of potential data security incidents relating to personal information for your
Morgan Stanley account(s). In 2016, Morgan Stanley closed two data centers and decommissioned the
computer equipment in both locations. As is customary, we contracted with a vendor to remove the data
from the devices. We subseguently learned that certain devices believed to have been wiped of all
information still contained some unencrypted data. Separately, in 2019, Morgan Stanley disconnected
and replaced a computer server in a local branch office. That server had stored information on encrypted
disks that may have included personal information. During a recent inventory, we were unable to locate
that device. The manufacturer subsequently informed us of a software flaw that could have resulted in
small amounts of previously deleted data remaining on the disks in unencrypted form. We have worked
with outside technical experts to understand the facts and any potential risks.

We are not aware of any access to, or misuse of, your personal information in connection with either
incident. Nonetheless, because it is possible that data associated with your account(s) could have
remained on some of the devices when they left our possession, in an abundance of caution, we wanted
to make you aware of these matters and what we are doing to protect you.

We have continuously monitored these situations and have not detected any unauthorized activity
related to the incidents. In addition, we have instituted enhanced security procedures on your account(s},
including continuous fraud monitoring and monitoring of information about malicious online activity and
evidence of misuse of any Morgan Stanley data.

The data pertaining to your account(s) may have included certain personal information of the individual(s)
associated with your account(s), including account names and numbers (at Morgan Stanley and any
linked bank accounts), Social Security number, passport number, contact information, date of birth, asset
value and holdings data. The data did not contain Morgan Stanley online passwords.

We have arranged with Experian® to provide you with their Experian IdentityWorks™ credit monitoring
and fraud detection services for 24 months at no charge to you. To take advantage of this offer, please
visit the Experian IdentityWorks website at www.experianidworks.com/credit by October 31, 2020 and
reference the Redemption Code(s) noted below. Additional Redemption Codes are available if you would
like coverage for other individuals in your household associated with your account(s).

I
I
At any point during the 24-month period, you are also eligible for free Identity Restoration services from

Experian. If you need assistance enrolling in Experian IdentityWorks or have questions about the product,
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please contact Experian’s customer care team at 877-230-9735 or 479-343-6227 (International). Be
prepared to provide engagement number [l as proof of eligibility for the IdentityWorks services by
Experian.

[If you have any questions, please contact a member of your Morgan Stanley team or the Client Service
Center at 888-454-3965 or 614-414-8026 (International)].[If you have any questions, please contact a
member of your Morgan Stanley Virtual Advisor team at 866-742-6669). Enclosed is a standard reference
guide with additional information on the protection of personal information.

We understand the importance you place on data security and we take our responsibility to protect your
information very seriously. We sincerely regret any inconvenience or concern these matters may cause
you.









assisting you with contacting government agencies to help restore your identity to its proper
condition).

e Experian ldentityWorks ExtendCARE™: You receive the same high-level of Identity Restoration support
even after your Experian IdentityWorks membership has expired.

o Up to $1 Million Identity Theft Insurance: Provides coverage for certain costs and unauthorized
electronic fund transfers. The Identity Theft Insurance is underwritten and administered by American
Bankers Insurance Company of Florida, an Assurant company. Please refer to the actual policies for
terms, conditions, and exclusions of coverage. Coverage may not be available in all jurisdictions.

The Terms and Conditions for this offer can be found at www.ExperianIDWorks.com/restoration.





