Angelina W. Freind 426 W. Lancaster Avenue, Suite 200
Office: (267) 930-4782 Devon, PA 19333
Fax: (267) 930-4771

Email: afreind@mullen.law

April 22, 2021

VIA U.S. MAIL

Consumer Protection Bureau

Office of the New Hampshire Attorney General
33 Capitol Street

Concord, NH 03301

Re: Notice of Data Event
Dear Sir or Madam:

We represent MoneyLine Lending (“MoneyLine”) located at 3919 Market Street, Suite A,
Camp Hill, PA 17011, and are writing to notify your office of an incident that may affect the
security of some personal information relating to one (1) New Hampshire resident. The
investigation into this matter is ongoing, and this notice will be supplemented with any new
significant facts learned subsequent to its submission. By providing this notice, MoneyLine does
not waive any rights or defenses regarding the applicability of New Hampshire law, the
applicability of the New Hampshire data event notification statute, or personal jurisdiction.

Nature of the Data Event

On or about September 11, 2020, MoneyLine became aware of suspicious activity occurring in an
employee email account. MoneyLine launched an investigation to determine the nature and scope
of the event, including bringing in third party forensic specialists to assist. MoneyLine
immediately took steps to secure the email account, including resetting the account password.
Further, the investigative teams reached out to Microsoft and Google to obtain additional
information to support the investigation, and also notified federal law enforcement. On September
29, 2020, after a thorough investigation led by third party forensic specialists, MoneyLine
confirmed that an unauthorized individual was able to access the employee email account for a
period of time.

As part of its investigation, the forensic team reviewed all available evidence and could not confirm
how the unauthorized actor accessed the cloud-based email account. However, it is suspected that
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the employee was the victim of a phishing email campaign. The forensic investigation confirmed
that this incident was limited to one Office 365 cloud-hosted email account. No other MoneyLine
email accounts were impacted, and none of MoneyLine’s secure applications or other systems
were affected. All Moneyline client data is securely maintained on a separate server at
MoneyLine’s corporate facility.

Out of an abundance of caution, Moneyline undertook a meticulous review of the messages and
attachments stored within the affected email account to determine exactly what information, if any,
may have been accessible to the unauthorized actor as a result of this event. This comprehensive
review was completed on March 5, 2021. MoneyLine then launched a second review of its internal
records to confirm updated address information to provide notice to potentially impacted
individuals. This process completed on March 8, 2021.

The information that could have been subject to unauthorized access includes name, address,
Social Security number, driver’s license, and financial account information.

Notice to New Hampshire Resident

On or about April 22, 2021, MoneyLine provided written notice of this incident to affected
individuals, which includes approximately one (1) New Hampshire resident. Written notice is
being provided in substantially the same form as the letter attached here as Exhibit A.

Other Steps Taken and To Be Taken

Upon discovering the event, MoneyLine moved quickly to investigate and respond to the incident,
assess the security of MoneyLine systems, and notify potentially affected individuals. MoneyLine
is also working to implement additional safeguards and training to its employees. MoneyLine is
providing access to credit monitoring services for sixty (60) months through Equifax, to
individuals whose personal information was potentially affected by this incident, at no cost to these
individuals.

Additionally, MoneyLine is providing impacted individuals with guidance on how to better protect
against identity theft and fraud, including advising individuals to report any suspected incidents of
identity theft or fraud to their credit card company and/or bank. MoneyLine is providing
individuals with information on how to place a fraud alert and security freeze on one's credit file,
information on protecting against tax fraud, the contact details for the national consumer reporting
agencies, information on how to obtain a free credit report, a reminder to remain vigilant for
incidents of fraud and identity theft by reviewing account statements and monitoring free credit
reports, and encouragement to contact the Federal Trade Commission, their state Attorney General,
and law enforcement to report attempted or actual identity theft and fraud.
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Contact Information
Should you have any questions regarding this notification or other aspects of the data security

event, please contact us at (267) 930-4782.

Very truly yours,

Angelina W. Freind of

MULLEN COUGHLIN LLC

AWF/hth




EXHIBIT A




MONEYLINE
‘ ‘ LENDING
CENTRAL PA s ONLY MORTOAGE EXPERT!

Return Mail Processing Center
P.O. Box 6336
Portland, OR 97228-6336

Re: Notice of Data Incident

MoneyLine Lending is notifying you of an incident involving an employee’s Office 365 email account that may have impacted
your personal information. The employee’s email account was managed by MoneyLine’s IT Managed Services Provider and
hosted in Microsoft’s cloud. We take this matter seriously, and write to provide you with information about the incident, steps we
are taking in response, and steps you can take to better protect against the possibility of identity theft and fraud from any source,
should you feel it is appropriate to do so.

What Happened? On or about September 11, 2020, MoneyLine became aware of suspicious activity occurring in an employee
email account. MoneyLine launched an investigation to determine the nature and scope of the event, including bringing in third
party forensic specialists to assist. MoneyLine immediately took steps to secure the email account, including resetting the account
password. Further, the investigative teams reached out to Microsoft and Google to obtain additional information to support the
investigation, and also notified federal law enforcement. On September 29, 2020, after a thorough investigation led by third party
forensic specialists, MoneyLine confirmed that an unauthorized individual was able to access the employee email account for a
period of time.

As part of its investigation, the forensic team reviewed all available evidence and could not confirm how the unauthorized actor
accessed the cloud-based email account. However, it is suspected that the employee was the victim of a phishing email campaign.
The forensic investigation confirmed that this incident was limited to one Office 365 cloud-hosted email account. No other
MoneyLine email accounts were impacted, and none of MoneyLine’s secure applications or other systems were affected. All
Moneyline client data is securely maintained on a separate server at MoneyLine’s corporate facility.

Out of an abundance of caution, we undertook a meticulous review of the messages and attachments stored within the affected email
account to determine exactly what information, if any, may have been accessible to the unauthorized actor as a result of this event.
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WhatYou CanDo.Pleasereviewtheenclosed “Steps You CanTaketo Protect YourInformation.” Wehave also arranged for 60 months
of complimentary credit monitoring and identity restoration services through Equifax. These services include dark web monitoring
and insurance coverage of up to $1 million. Instructions on how to enroll in these services is included in the enclosed “Steps You Can
Take to Protect Your Information.” You may consider taking steps to further ensure the security of your online accounts. This includes
the creation of strong passwords, using different passwords for each of your accounts, and enabling multi-factor authentication.

For More Information. We understand that you may have questions that are not addressed in this notice. If you have additional
questions or concerns, please call our dedicated information line at 855-654-0921, available Monday through Friday between
9:00 am ET and 9:00 pm ET.

We apologize for any inconvenience or concern this incident causes you.

Steun £ Gbeardt

Stephen Gebhardt

Enclosure
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The Federal Trade Commission can be reached at: 400 6th Street NW, Washington, D.C. 20001; www.identitytheft.gov; 1-877-ID-THEFT
(1-877-438-4338); and TTY: 1-866-653-4261. The Federal Trade Commission also encourages those who discover that their information
has been misused to file a complaint with them. You can obtain further information on how to file such a complaint by way of the contact
information listed above. You have the right to file a police report if you ever experience identity theft or fraud. Please note that in order to
file a report with law enforcement for identity theft, you will likely need to provide some proof that you have been a victim. Instances of
known or suspected identity theft should also be reported to law enforcement and your state Attomey General.

For Maryland residents, the Attorney General can be contacted at: 200 St. Paul Place, 16th Floor, Baltimore, MD 21202; (888)
743-0023; and www.oag.state.md.us.

For New York residents, the Attorney General may be contacted at: Office of the Attorney General, The Capitol, Albany, NY
12224-0341; 1-800-771-7755; https://ag.ny.gov/.

For Washington D.C. residents: the Office of Attorney General for the District of Columbia can be reached at: 441 4thStreet NW,
Suite 1100 South, Washington, D.C. 20001; 1-202-442-9828; https://oag.dc.gov.
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