Attorney General Joseph Foster
Office of the Attorney General
Department of Justice

33 Capitol Street

Concord, NH 03301

Dear Attorney General Foster:

I write to notify you of a breach of security involving personal information of several New
Hampshire residents and businesses.

MicroDAQ has learned that an unknown third party imbedded malware onto MicroDAQ’s
website that caused some customers’ financial information to be sent surreptitiously to an email
account not associated with MicroDAQ as orders were placed online. The customers affected
could include those who purchased products from our website, www.MicroDAQ.com, between
September 4 and September 22, 2016.

Based on our investigation and the investigation conducted by a consulting firm we hired, we
believe the information obtained by the unauthorized party included names, addresses, credit
card numbers, csv codes, credit card expiration dates, and email addresses.

MicroDAQ hired a third-party IT company to investigate the manner in which the data breach
occurred and to remove the malicious code that caused the breach. MicroDAQ has taken steps to
remove the malware and we do not believe any further intrusions have occurred. We continue to
monitor our website and systems for evidence of further breaches. We have also alerted law
enforcement authorities of this incident, but we have not delayed in notifying our customers
pending the outcome of a law enforcement investigation.

.ourresic itsof M vI" ipshire and/or business: with mailing addresses in» v Hampshire
1 “hased products from www.MicroDAQ.com during the period in question. We emailed and
mailed notices to these residents and or businesses on October 3, 2016.

If you have any questions or concerns about the data breach, please contact Maureen Hampton,
Vice President and General Manager, at (603)-746-5524 or meh@microdaq.com.

Sincerely, ;

aureen E. Hampton
VP / General Manager




