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Deal

Merchant One, Inc. (“Merchant One") writes to notify you of an incident that may affect the privacy of some of your
personal information. Merchant One takes the protection of your information very seriously, and although we have no
evidence of actual or attempted misuse of your information potentially affected by this incident, this letter provides details
of the incident, our response, and resources available to you to help protect your personal information from possible
misuse, should you feel it is appropriate to do so.

What Happened? On or about February 24, 2020, Merchant One became aware of suspicious activity related to a third-
party IT provider. Upon discovery, we immediately launched an investigation, which included working with third-party
forensic specialists to determine the full nature and scope of this incident. The investigation determined that an unknown
individual may have accessed specific files in Merchant One’s system. Therefore, we began a comprehensive review of
the files identified as potentially impacted to determine what information was contained therein and to whom it relates.
Upon confirmation that personal information was present in the potentially accessed files, we began reviewing our files
to determine address information for those individuals. We worked with a vendor to assist with determining address
information for impacted individuals and on October 26, 2020, we received updated information to provide notice to those
impacted individuals. Although we are unaware of any actual or attempted misuse of your personal information, we are
providing you this notification out of an abundance of caution because your information was present in the potentially
impacted files.

What Information Was Involved? The information oresent in the potentially impacted files may have included the
following data elements

What Are We Doing? Information privacy and security are among our highest priorities, and we have strict security
measures in place to protect information in our care. Upon discovering this incident, we immediately took steps to confirm
the security of our systems. We implemented additional measures to further protect information, including enhanced
email security, muiti-factor authentication and additional training. Additionally, we transitioned to utilizing a different IT
provider. In an abundance of caution, we are notifying potentially impacted individuals, including you, so that you may
take steps to best protect your information, should you feel it is appropriate to do so. Although we are unaware of any
actual or attempted misuse of information as a result of this incident, we arranged to have Kroll monitor your identity for
one year at no cost to you as an added precaution.

What Can You Do? We encourage you to remain vigilant against incidents of identity theft and fraud, to review your
account statements, and to monitor your credit reports for suspicious activity. You may review the information contained
in the attached “Steps You Can Take to Help Protect Your Information.” You may also activate to receive the identity
monitoring services we are making available to you. There is no charge to you for this service; however, you will need
to activate yourself in this service.

ELN-4586-1120






For More Information. We recognize that you may have auestions not addressed in this letter. If you have additional
questions, please call our dedicated assistance line af (toll free), Monday through Friday, 9:00 a.m. to
6:30 p.m,, ET.

We sincerely regret any inconvenience this incident may cause you. Protecting your information is important to us, and
Merchant One remains committed to safeqguarding the information in our care.

Sincerely,

Merchant One, Inc.









